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ABSTRACT: The Mobile Ad hoc Network (MANET) is a collection of portable devices establishing 

intermediate network without any access points. These MANETs plays a vital role in present wireless 

communication world. But these MANETs are highly vulnerable to attacks due to their characteristics such as 

the lack of infrastructure and wireless communication. This project deals with Ad Hoc On-demand Distance 

vector (AODV) routing protocol which is intended for use by mobile nodes in an ad hoc network. With the help 

of AODV protocol, the routing behavior can be analyzed by considering different parameters like throughput, 

delay, load and number of packets dropped using network simulator (NS2). There are different attacks, which 

damages the network like warm-hole, black-hole, jamming attacks etc. due to these attacks the performance of 

network is effected greatly. Out of all, black hole attack is one kind of routing distributing attacks and can bring 

great damage to the network. Here this project uses the AODV‟s sequence number for identifying the Black-

hole node in the network without using any extra packet formats. This project analyses throughput, delay, and 

load, number of packets dropped with and without attack in the MANET using NS2 simulator. 
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I. INTRODUCTION 
 WSN refers to a group of spatially dispersed 

and dedicated sensors for monitoring and recording 

the physical conditions of the environment and 

organizing the collected data at a central location. 

WSN measure environmental conditions like 

temperature, sound, pollution, etc.. 

 

1.1 Objective: 

 The main objective of this paper is to analyze 

the AODV protocol with different parameters like 

throughput, delay, number of packets dropped at the 

destination node in Mobile Ad Hoc Network 

(MANET) with and without black hole attack using 

NS2 Simulator. 

 

1.2 Scope of the Paper: 

 The two categories of routing protocols 

called as Reactive, proactive, and the derived one 

from reactive and proactive protocols are referred to 

as hybrid routing protocol. The hybrid protocol is a 

combination of both reactive and proactive routing 

protocols. In this thesis, a reactive routing protocol 

which is AODV is considered. 

 In this research work the behavior of above 

mentioned AODV routing protocol will be evaluated 

when implemented in the network and  look that how 

this protocol affect the network performance, and how 

they behave in these networks. The algorithm design  

 

 

and analysis of this routing protocol will not be the 

focus however a detailed explanation of this routing  

protocol and its effects on the network will be 

discussed. 

 

II. PERFORMANCE OF PARAMETERS 

 There are different kinds of parameters for 

the performance evaluation of the routing protocols. 

These have different behaviors of the overall network 

performance.  

PDR: The packet end-to-end delay is the time of 

generation of a packet by the source up to the 

destination reception. So this is the time that a packet 

takes to go across the network. This time is expressed 

in sec. Hence all the delays in the network are called 

packet end-to-end delay, like buffer queues and 

transmission time.  

Number of packets dropped: Packet drop occurs 

when one or more packets of data travelling across a 

computer network fail to reach their destination. 

Packet drop is either caused by errors in data 

transmission, typically across wireless network or 

network congestion. Packet drop is measured as a 

percentage of packets lost with respect to packets 

sent.  

Throughput: Throughput is defined as, the ratio of 

the total data reaches a receiver from the sender. The 

time it takes by the receiver to receive the last 

message is called as throughput. Throughput is 

expressed as bytes or bits per sec (byte/sec or bit/sec).  
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III. ATTACKS 
 The attacks can come from both inside the 

network and from the outside. A mobile ad hoc 

network (MANET) is a self-configuring network of 

mobile nodes, so it is vulnerable with so many attacks 

while data is travelling in network.  

 Attacks are classified into two categories 

DATA traffic attacks and CONTROL traffic attacks. 

This classification is based on their common 

characteristics and attack goals. For example: Black-

Hole attack drops packets every time, while Gray-

Hole attack also drops packets but its action is based 

on two conditions: time or sender node. But from 

network point of view, both attacks drop packets and 

Gray-Hole attack can be considered as a Black-Hole 

attack when it starts dropping packets. So they can be 

categorized under a single category. There are four 

types of attacks 

• Black hole attack 

• Gray hole attack  

• Warm hole attack 

• Jellyfish attack 

 

3.1 Black hole attack: MANET is susceptible to 

many security attacks. Black Hole Attack is one of 

these attacks. It is a simple but certainly effective 

Denial of Service attack in which a malicious node, 

through its routing protocol, advertises itself for 

having the shortest path to the destination node or to 

the node whose packets it wants to intercept. It 

pretends to have enough of fresh routes for a certain 

destination. The source node assumes it to be true and 

the data packets are forwarded to a node which 

actually does not exist, causing the data packets to be 

lost. When a source node wants to initiate the 

communication, it broadcasts a RREQ message for 

route discovery. As soon as the malicious node 

receives this RREQ packet, it immediately responds 

with a false RREP message to the respective node 

advertising itself as the destination or having the 

shortest path for that destination.  

 

IV. SIMULATION OUTPUTS 
This paper will analyze and discuss the 

results of simulations that are done. Simulation begins 

with the analysis of AODV routing protocol by three 

parameters such as delay, packets dropped, and 

throughput with and without attack. The results 

obtained in the form of graphs, all the graphs are 

displayed as average. 

 

 

 

 

 

 

 

 

4.1 SIMULATION STEPS: 

 
Fig 4.1: Simulation steps 

 

4.2 SIMULATION OF SCENARIO: 
 Here in scenario this project used 30 mobile nodes. Fig 4.2 shows example scenario for 30 nodes. When the TCL script for the 30 nodes is executed in the network simulator two files are generated in the background Fig 4.3 shows the trace file which is given as input to the awk files 

for determining the parameters. Parameters like 

throughput delay and packets drooped are determined 

by using the trace file format and Fig 4.4 and fig 4.5 

shows the nam files with and without black hole 

attack which shows how the transmission of data 

packets done between the nodes. The network size is 

of 1600 x 2400 meters. The CBR was selected as 

traffic High Load. The protocol such as AODV is 

tested against three parameters i.e. delay, number of 

packets dropped and throughput with and without 

attack. 

 

 
Fig 4.2: Scenario for 30 nodes 
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Fig 4.3: Trace file 

 

 
Fig 4.4: nam file without black hole attack 

 
Fig 4.5: nam file with black hole attack 

 

4.3 AODV PERFORMANCE: 

The scenario is simulated and it gives the 

required results shown in the below figures. The Ad 

hoc On Demand Distance Vector protocol was 

checked by three parameters such as delay, packets 

dropped and throughput. The graphs are shown in the 

time average form. 

 

End-to-end delay: 

The below graph is plotted by taking all the 

values of end to end delay of all the scenarios 

consisting different number of nodes with and without 

the presence of black hole attack for one and two 

mobile nodes differently. In the below Fig 4.6 and Fig 

4.7, X-axis represents no of nodes in the network and 

Y-axis represents end to end delay.  

For 1 mobile node  

 

 
Fig 4.6: No of nodes Vs. End to end delay (one 

mobile node) 
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For 2 mobile nodes: 

 
Fig 4.7: No of nodes vs. end to end delay (two mobile 

nodes) 

 

Packets dropped: 

The below graph is plotted by taking all the 

values of number packets dropped in all the scenarios 

when compared to the generated packets with and 

without the presence of black hole attack for one and 

two mobile nodes differently in the network. In the 

below Fig 4.8 and Fig 4.9, X-axis represents no of 

nodes in the network and Y-axis represents number of 

packets dropped. 

 

For one mobile node: 

 
Fig 4.8: No of nodes vs. packets dropped (one mobile 

node) 

 

 

 

 

 

 

 

For two mobile nodes: 

 
Fig 4.9: No of nodes vs. packets dropped (two mobile 

nodes) 

 

Throughput: 
The below graph is plotted by taking all the 

values of throughput of all the scenarios consisting 

different number of nodes with and without the 

presence of black hole attack for one and two mobile 

nodes differently. In the Fig 4.10 and Fig 4.11, X-axis 

represents no of nodes in the network and Y-axis 

represents throughput. 

 

For one mobile node: 

 
Fig 4.10: No of nodes vs. Throughput (one mobile 

node) 
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For two mobile nodes: 

 
Fig 4.11: No of nodes vs. throughput (two mobile 

nodes) 

 

4.4 COMPARATIVE ANALYSIS: 

The below Table 4.1 gives comparative 

analysis of end to end delay caused in the network 

with and without the presence of black hole attack for 

2 and 3 mobile nodes where AODV protocol is used 

for routing. 

 

Table 4.1: values of end to end delay with and 

without attack 

 

No of 

nodes 

Delay for 1 

mobile node 

Delay for 2 

mobile nodes 

Without 

attack 

With 

attack 

Without 

attack 

With 

attack 

10 356.64 301.56 326.45 283.65 

20 312.56 281.95 291.62 256.36 

30 285.34 261.73 263.94 217.92 

40 258.71 234.21 247.19 189.43 

50 226.35 193.65 214.95 150.57 

60 196.23 153.69 187.23 121.74 

 

The below Table 4.2 gives comparative 

analysis of number of packets dropped caused in the 

network with and without the presence of black hole 

attack for 2 and 3 mobile nodes where AODV 

protocol is used for routing. 

 

 

 

 

 

 

Table 4.2: values of packets dropped with and 

without attack 

 

No of 

nodes 

Packets dropped for 

1 mobile node 

Packets dropped 

for 2 mobile nodes 

Without 

attack 

With 

attack 

Without 

attack 

With 

attack 

10 4338 5329 5546 6213 

20 5766 6308 5763 6308 

30 6201 6984 6149 7055 

40 6912 8079 6478 7079 

50 8599 9745 8317 9199 

60 9432 10036 10220 11019 

 

The below Table 4.3 gives comparative 

analysis of throughput caused in the network with and 

without the presence of black hole attack for 2 and 3 

mobile nodes where AODV protocol is used for 

routing. 

 

Table 4.3: values of throughput with and without 

attack 

 

No of 

nodes 

Throughput  for 1 

mobile node 

Throughput  for 2 

mobile nodes 

Without 

attack 

With 

attack 

Without 

attack 

With 

attack 

10 151.19 75.69 154.05 76.79 

20 161.82 93.57 222.12 120.41 

30 198.18 113.48 246.98 125.84 

40 230.01 145.98 280.75 191.71 

50 235.58 192.15 293.73 205.63 

60 241.71 220.45 324.14 256.8 

 

V. CONCLUSIONS 
 In all the scenarios simulated and studied, it 

is noticed, with the black hole attack the network 

parameter degrades. With the increase in network 

traffic, throughput and PDR increases and packet drop 

decreases under no attack condition. It is also 

observed that when the attacker is near the source the 

impact is severe than it is farther. Similarly as the 

number of black hole increases, PDR and throughput 

decreases. In all the simulations the proximity of 

attacker to the sending node has impact on the 

average delay and it decreases with black hole attack. 

This is due of the fact that the black hole sends the 

RREP with highest destination sequence number 

without verifying for a route in its routing table. Many 

researchers have proposed different types of 

prevention schemes by modifying basic AODV 

protocol. 
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