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ABSTRACT

Rogue Base Station (RBS) threats pose significant risks to network access by enabling Man-in-the-Middle
(MiTM) attacks, thereby compromising user privacy and network integrity. This paper suggests a comprehensive
strategy for RBS detection, prevention and mitigation. The proposed methodologies are removing User Equipment
(UE) from compromised RBSs and preventing reattachments. Furthermore, the system disseminates information
about nearby rogue stations to UEs and shares the identified RBS data with legitimate base stations connected to
the 5G core, thereby preventing UEs from attaching to or roaming onto malicious nodes.
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I. Introduction

Fifth-generation (5G) mobile network
development has dramatically changed the way a
facility of communication is designed, implemented
and operated. Unlike the previous generations, 5G is
not merely a speed increment technology, but a more
dense,  software-centric  and  heterogeneous
ecosystem which can facilitate the concept of ultra-
reliable low-latency communication (URLLC),
massive machine-like communication (mMTC) and
mission-critical applications [11]. As a result,
network reliability and integrity have become
important in the operation of society. Yet,
architectural flexibility and distributed characteristics
of 5G at the same time increase the volume of the
attack surface which the enemies have [4].

Another major danger here 1is the
development of rogue base stations that use loopholes
in cellular protocols to masquerade as the user
equipment (UE). In spite of the fact that mutual
authentication exists to generate communication that
is secure, there are practical constraints that allow
attackers to use low-cost software-defined radio
platforms to mimic genuine base stations. This
feature also makes it easier to do man-in-the-middle
(MiTM), identity disclosure and service disruption
[7], [12]. The problem, thus, is not only that there are
rogue base stations but also that there are limitations
of detection and mitigation processes in place [6].

Present methods, such as rule-based
detection, signal approach and cryptography, offer
partial protection and in most cases, do not work in
dynamic network environments [4]. The attackers
have the ability to modify the transmission
parameters to avoid detection and much of the
authentication implemented remains reactive to
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attack. This has led to the threat being detected too
late, once it is connected and therefore, preventing it
is difficult. Machine-learning interventions and
collaborative  detection systems have proven
promising; however, they usually require centralized
data, introduce latency, and lack mitigation
strategies.

The implications of such restrictions are
immense and they include data interception,
disruption of the services and loss of confidence of
the users. Such vulnerabilities can initiate major
operational and safety threats in the most crucial use
of the Internet of Things (IoT), such as health and
industrial. Although there is a growing level of
awareness, there is no single framework that
incorporates real-time detection, mitigation, and
sharing of intelligence.

The article fills this gap by coming up with
a unified model of detection and mitigation of rogue
base stations. The model will be a combination of
real-time anomaly detection, automatic UE
detachment, re-association protection, and sharing of
global threats. It is based on the principles of
distributed intrusion detection and network control,
which allows to coordinate the response using the 5G
core without removing the decentralized awareness
of the network edge.

1.1 The expanding attack surface of the 5G
Network

The 5G networks have an expanding attack
surface because there is no consensus on the
standards and baseplates currently implemented or
under development, as well as on how to construct
and maintain these networks. The lack of agreement
upon the standards and baseplates currently in use or
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being planned, and upon how to build and operate
these networks, causes the 5G networks to have an
expanding attack surface.

The development of 5G networks has
brought out a distributed and software-based
architecture to develop URLLC, mMTC, mobile
broadband (eMBB) applications. Such capabilities
support systems of the critical infrastructure, such as
autonomous transportation, intelligent grids and
industrial automation these are making network
reliability a matter of safety and economy.

In turn, the vulnerabilities may spread
quickly, allowing enemies to use discrepancies
between network elements. Rogue base stations are a
high-profile expression of this increased attack space.
Through the manipulation of early communication
interactions and unverified broadcasting, these
organizations can defraud UEs without encryption
breaking in order to make detection challenging and
deployment easy.

1.2 Problem Statement: Size of Current
Approaches.

Rogue base stations strongly resemble
normal network behavior, which makes UEs unable
to deal with them in network selection. This will
enable the creation of malicious ties and the
implementation of MiTM attacks, identity exposure
and service denial. Even with mutual authentication,
some of the preliminary implementation procedures
are still exposed to such situations.

The current detection and mitigation
methodology is in a piecemeal fashion. Rule-based
approaches are not able to detect adaptive attacks
because they can only detect known patterns. Signal-
based mechanisms are avoidable by everybody by
means of transmission tuning, whereas cryptographic
mechanisms are by their nature reactive. Machine-
learning-based solutions enhance the accuracy of
detection; however, they do not usually have real-
time mitigation and rely on the central data gathering
[16].

The schemes of cooperative detection are
more reliable because of sharing the observations, but
the integration is not enough. Detection, mitigation
and the sharing of information are usually considered
as different processes, thereby leading to delayed or
partial response. Therefore, the existing systems
cannot reach a cohesive system that is capable of real-
time detection, coordinated mitigation and proactive
defense.

II.  Literature Review
The security concern related to fake 5G base
stations (FBS) or rogue 5G base stations, a replication
of the legitimate cellular infrastructure, is one of the
key issues that endangers modern
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telecommunications. FBS may compromise network
integrity and privacy by attracting UE in an industrial
environment, e.g., smart factory or IoT ecosystem,
exploiting stronger signals and allowing MiTM and
IMSI-catching attacks.

The problem is especially severe with 5G
networks, where some broadcasts of the protocol do
not have strong protection of integrity. Even though
5G release 15 made encrypted identifiers and
network-side detection mechanisms possible, the
security barely suffices to stop each case. According
to industry reports, such mechanisms reduce but do
not eradicate the FBS risks [4].

The existing studies also discuss detection
in more than one layer, but there is a significant gap
in converting detection into real-time mitigation or
coordinated response. This review compares the
recent methods about methods, datasets, performance
metrics and research gaps [1], [10].

2.1 Detection Techniques

The literature makes a distinction between the
various methodologies of FBS detection into several
methodological families:

. Signature/Rule- based Detection: These
methods make explicit sets of rules that have been
formulated based on normative behavior patterns of
5G and flag deviations [14]. Park et al. (2023)
proposed SMD - FBS, which is a specification-based
detector, modelling legitimate base station behavior
using a finite state machine. In artificial SG RAN
scenarios, SMD-FBS was able to achieve about 98%
accuracy in the artificial 5G RAN scenarios with a
few computational overheads [10].

. Signal- Strength/Threshold Methods: A
variety of research uses radio metrics like Received
Signal Strength (RSP) in order to identify anomalous
transmissions. Threshold-based detector designed a
threshold-based detector which analyzes handover
signal strengths and adds a localization scheme. In
experiments with several UEs, the detector showed
95.9 per cent precision and 100 per cent recall, and
thus identified rogue cells with a low error rate [3].
Machine Learning on Measurement Reports and
other investigations apply ML algorithms to network
lane measurements. Nakarmi et al. (2022) used
simulated LTE traces, synthetic features from UE
RSRP reports and cell locations and tested a
combination of ML models, which includes
clustering algorithms and autoencoders. Their best
models found 75 per cent to 95 per cent of positions
of fake cells with a false-positive rate of only 0.5 per
cent, even when attackers were recycling the
legitimate cell IDs [6], [15].
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. Anomaly Detection (Protocol - Based):
There is another stream of research, which aims at
protocol - level anomalies. Islam et al. (2025)
developed a system to monitor 5G Radio Resource
Control (RRC) messages between the UEs and gNBs.
The experiments demonstrated that connectivity
could be jeopardized if a malicious FBS withheld or
injected RRC messages. By training an unsupervised
ML model using normal RRC state transitions, the
system was able to detect 100% in static situations
and in situations where, after adaptive retraining, the
UEs traversed different cells (where baseline models
without retraining dropped to 65 - 76% accuracy), the
system detected 100% [2], [11]. This strategy is
effective for the detection of irregularities, such as
unexplained connection releases and offers valuable
real-time detection capabilities for availability
attacks. However, the solution only works on the UE
or a local server and is not interfaced with network-
side enforcement, i.e. it is not capable of
autonomously disassociating the UE from a rogue
cell.

. Industry/Standards-Based Detection:
Industry-led documents also suggest the detection
strategies. A 5G Americas white paper (2019)
promoted the use of UE measurement reports: UEs in
the RRC CONNECTED state regularly send
measurements of the signal back to the network, and
aggregation of these could help to identify false base
stations. Ericsson's white paper said that Release 15
added "a general framework" for FBS detection
according to radio conditions [11], [16].

. Each of these detection schemes makes a
small step towards solving the overall problem:
The rule-based and ML-based methods have shown
that it is possible to detect anomalies in the signal
properties or the protocol behavior with high
accuracy. However, there are still some limitations.
A majority of studies are based on controlled testbeds
or simulation environments (e.g. ns-3 or small cell
layouts) that can potentially not capture the
intricacies of a live 5G deployment.

2.2 Mitigation and Collaborative Sharing

Detection is not enough unless it is followed
by immediate actions to stop the attack. Few studies
are available that provide a detailed analysis of
mitigation techniques. The basic countermeasure is to
cut down the connection of the user equipment (UE)
with the rogue cell and block the cell. Standardized
frameworks have limited remedies:

Although the use of integrity-preserving
identifiers increases the complexity of an attack, it
does not result in the absolute isolation of malicious
stations. The necessity envisaged in industrial views
is to have stronger solutions like secure broadcast
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authentication. Current  countermeasures  are
effective in increasing the effort applied by
adversaries, but have no automated reduction
strategies [13].

The possible techniques include UE-side
prevention, i.e., by means of which devices do not
become connected with detected rogue cells and
core-network-based techniques, which refer to
situations where the 5G core implements blocking
policies. Moreover, detection with the aid of
collaborative awareness can be enhanced by sharing
information between base stations. Integration,
however, in detection, mitigation and information
sharing is often fragmented in that each component is
treated on its own. Real-time, coordinated response is
also duly necessitated through a unanimous
framework.

2.3 Evaluation Metrics

In wvarious studies, the evaluation efforts are
concentrated on the performance of the detection.
Typical metrics that are reported are accuracy,
precision/recall, false positives, sometimes F1- score.
For example:

. Precision/recall: Butad et al. [95.94 per cent
precision and recall 100 per cent] - Minimum false
alarms is emphasized.

. Accuracy: SMDFb’s accuracy is 98%. IIoT
RNN approach accuracy is around 97% in
classification.

. False positives: Nakarmi et al. discuss only
0.5 FP despite the presence of an adversary.
. Response time: Not many papers do a

quantitative evaluation of the speed of detection
(milliseconds versus seconds). Time metrics are
underreported, despite "real time" operation often
being said to be used.

Crucially, adaptive adversary resilience is very
seldom tested. Some of the machine-learning papers
where noise levels or mobility are varied, but no work
systematically investigates an attacker changing
strategy (e.g. varying power offset or hopping the cell
identifier). Evaluations often overlook mitigation
aspects. For a complete system, as required by the
objectives of this study, metrics such as the time
required to detach a UE after detection and the
percentage of UEs prevented from associating with a
rogue base station are essential. These remain open
evaluation criteria [1], [2].

III.  Methods
3.1 Study Design and Experimental Framework
This study takes an experimental research
design to develop and assess a real-time detection and
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mitigation framework for fake 5G base stations. The
selection of a particular form of the experiment is not
chosen arbitrarily, since to achieve the goals, the
experiments must allow controlled manipulation of
the network conditions, observation of the system
behavior in adversarial situations, quantitative
evaluation of performance parameters such as
detection accuracy, response latency, effectiveness of
the mitigation. Unlike purely observational or
simulation - based studies, an experimental design
allows to create a realistic test environment where
legitimate and rogue network entities can be
deployed and analyzed in parallel [3].

The research was carried out in a controlled
environment in the laboratory over a three-month
period, during which time a private 5G network was
set up and tested. The experimental environment was
designed to mimic the main features of real-life 5G
deployments, such as dynamic user association,
signal variability and the exchange of network traffic.
Methodologically, the study is consistent with the
methodology of network security experimentation,
specifically that of intrusion detection systems and
evaluation of wireless networks (Sommer & Paxson,
2010).

3.2 Ethical Considerations

Experimentation was done only after receiving
ethical approval. No personally identifiable data was
gathered; all data were either synthetic or
anonymized. The participants were given
information and given consent to participate,
particularly with alert notification mechanisms. The
research adhered to the norms of ethics.

3.3 Participants and Experimental Subjects

The selection criterion was created in order to ensure
that the devices were actively engaged with the
network over the duration of the experiment, hence
producing data with relevance for detection and
mitigation analysis.

In order to maintain the integrity of the experimental
conditions, UEs previously identified as being
connected to counterfeit networks were not included
in participating in future rounds of detection. This
exclusion criterion was used to avoid bias in the
evaluation of detection and mitigation mechanisms as
a result of repeated exposure to compromised
devices. Consequently, the emphasis was on using
the rogue base station interaction detection and
responding to such instances in real time.

Demographically, the study did not aim at
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conventional human - subject variables such as age,
gender, etc., because the next most important
analytical unit was the user equipment and not the
individual. Nonetheless, each UE was associated
with some identifiable network characteristics, such
as device identifier, connection status and signal
parameters, for monitoring and notifying purposes. A
central component of the study was to notify users
through a text message system, which was
implemented using a custom software application
and thus made sure that users were notified as soon
as their devices were at risk of establishing a
connection or interaction with a rogue base station.

3.4 Network Setup and Data Acquisition

The experimental network was built inside a Linux-
based environment, by means of the Open5GS
framework that has been used to simulate a real 5G
core network functionality. This configuration
offered the development of scenarios of legitimate as
well as rogue base stations inside a controlled
infrastructure. It was possible to manage network
parameters, user sessions, and combine custom-
written detection modules using Open5GS.

The traffic capture was conducted continuously
throughout the experiment duration to trace all
communications of UEs and base stations. The tools
were used to collect and analyse network packets and
the Scapy packet manipulator and analyser were used
in Python as the main package. This approach
allowed the observation of the signalling behaviour
(including connection requests, handover procedures
and anomalous communication patterns) on a fine-
grained level.

The extracted feature was based on the captured data,
where the measure of authority, such as the signal
strength data, the time data and protocol level
attributes, was extracted. These characteristics were
chosen towards their discriminatory ability to
differentiate between legitimate and rogue base
station communication using the results of previous
investigations on wireless intrusion detection.

3.5 Dataset Creation, Model Training, and Real-
Time Detection

After the feature extraction, a structured dataset was
formed and classified to comprise normal and
abnormal network behavior. Labelling was done as
per the established setting of the experimental
environment, where the existence of a rogue base
station was explicitly manipulated. The process aided
in obtaining quality ground truth data to train the
models.
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The labelled data were then analyzed using
supervised machine learning models to identify the
patterns that were indicators of a counterfeit base
station activity. Training was done through iterative
optimization to improve classification and decrease
false-positive rates with a specific concentration on
strength under different network conditions. This
model was, in turn, implemented into a real-time
detection pipeline, thus allowing the network activity
to be monitored continuously.

Real-time identification was done using a trained
model against incoming network data as it was
captured. When an abnormal behavior in line with a
rogue base station was detected, then the system
provoked an alert. This was done through a
developed application with the use of MongoDB as
the data storage model and the data handling message
processing. Alerts generated were sent out to the
affected UEs in the form of text messages, hence
alerting users about possible threats.

3.6 Mitigation Strategy and Performance
Evaluation

After it was noticed that there was a rogue base
station, the mitigation processes were immediately
launched. Such processes comprised disconnection
of the affected UEs from the suspected network, as
well as inhibiting further connection initiation
through adjustment of the connection policies. A

monge... spanda... x spand...

andana-VirtualBox: $ sudo s
[sudo] passworl for spandan
iled to start mongodb.servicel:
t mongodb.ser : Unit mongod.
: Unit mongod.
dana-VirtualBox
dana-VirtualBox: $ sudo
andana-VirtualBox: !
dana-VirtualBox: sudo
dana-VirtualBox: sudo
tualBox: mongo:
db version:
Build Info:

record of previously identified rogue entities was also
kept in the system and could be consulted at later
detection cycles to improve system performance.
There was a set of quantitative measures used in
performance evaluation and they were detection
accuracy, response time and system reliability. The
findings reflected the high level of efficacy,
especially in the regard of notifying user devices in
due time. Interestingly, the system was always
successful in providing the users with the notification
using SMS alerts and hence demonstrating the
feasibility of the offered approach.

In general, the methodology is a holistic and well-
coordinated way of dealing with the issues related to
the detection and mitigation of counterfeit 5G base
stations. This combination of experimental rigor and
real-time implementation would provide the study
with a strong basis for later scholarly studies and
practical implementation.

IV. Results

The proposed system was tested in a controlled 5G
environment using Open5GS and UERANSIM. The
results uphold the efficiency of the system to detect,
analyze and mitigate rogue base stations. Following
subsections define the system outputs and
performance evaluation.

spanadaa@spanada-VirtualBox: /UERANSIM
spand... spand... x spand... spand..

ystemctl start mongod

service not found.
service not found.

systemctl start mongob
systemctl start mongod

systemctl status mongonsnd
d --version mongod

"version": "fcB8Car3637231674578df265ddf52a361ae71716",

andana@spandana-VirtualBox: $ sudo systemctl status mongod

spandana@spandana-VirtualBox:

P mongod.service - MongoDB Database Server wory enabled; vendor preset: enabled
Loaded: loaded (/lib/systemd/system/mongod.servi

Active: active (result: signal) since May
Docs: https://docs.mongodb.org/manual
Main PID: 2966 (mongod)
Memory: 286.64
CGroup: /system.slice/mongod.service

Q Search

WWwWWw.1j€ra.com

dl
08 2024 12:44:19 ISST, Smin ago)




Martha Chishimba, et. al. International Journal of Engineering Research and Applications
www.ijera.com
ISSN: 2248-9622, Vol. 16, Issue 4, April 2026, pp 18-28

The database service was started and tested with system-level commands and verifications to prove that the
backend support for storing the subscriber information needed by the 5G core network is correct.

o 4 [ Terminal Mar 18 13:51

= mongosh mongodb://127.0.0.1.1:27017/?directConnection=true&serverSlectionTimeoutMS=20
e 9 9

span... mongo... spand... spand... x spand... x spand... spand... x spand... “+
spandana@spandana-virtualBox: $ mongosh

Fsudy1 password for Spandaxa:

spandana@spandana-VirtualBox:- $ mongosesh

Connect MongoDB Log ID: 60bad489f9057a21969cbeccs557 /?directConnectiom=true&serverSelectionTimeouths 0000apl
Connecting MongoDB://227.0.0.27

Using MongoDB: 6.0.27

For mongoDB info see: https://www.mongodb.com/docs/mongodb-shell/

WARNING: 28726~4871: 387:3:97 var|henz booting

Using the XFS filesystem is strongly recommended werly recommended with the WiredTiger sto

remsur presedurs: filesystem.

WARNING: 8736~1182744:63570- Access control is not enabled for the database. Read and write
access to and configuretiom files is unrestricted.

WARNING: 28726~118274232:38? vm.max_count too low 1

opensgs:> use
openSgs> db.suscribers.find().pretty()

67a3d788dfec85c1"),

1, session: [ {apn: “internet’, type: 1.1 1) ]
opensgs> 37001621 3
}

opensgs>

Fig 4.2: Terminal Output Displaying Access to MongoDB and Subscriber Information Retrieval.

The figure is the information of the subscriber obtained from the database. The existence of IMSI, authentication
keys, session parameters is used to prove that the user equipment (UE) is properly registered and authenticated in
the network

[ Terminal Mar 18 13:51

= spandaa@spanada-VirtualBox::/UERANSIM

o

span... X mongo... X spand... spand... X spand... X spand... x spand...

spandana@spandana-VirtualBox: $ sudo systemctl start openSgs-amfd
[sudo] password for spandana:
spandana@spandana-VirtualBox: $ sudo systemctl status open5gs-amfd
@ pen5gs-amfd.service - Open5GS AMF Daemon
Loaded: loaded (/lib/systemd/system/openSgs-amfd.serviice; enabled; vendor preset: enabled)
Active: active (running) since Wed 2026-03-18 12:44:19 IST; 6min ago
Main PID: 2807 (openSgs-amfd)
Memory: 320.6M
Tasks: 17 (limit: 9431)
CGroup: /system.slice/openS5gs-amfd.service

0

PPOE &G

CGroup: /system.slice/open5Sgs-amfd “c /etc/openSgs/amf.yaml

18 12:44:26 spananda@spanada-VirtualBox: $ sudo systemctl Status ope..
Uasr 16 1& 1- - -~ 3

44:26 spananda@spanada-VirtualBox:

spananda@spanada-VirtualBox:

spananda@spanada-VirtualBox: [3087]: openSgs-amfd[3087]

spananda@spanada-VirtualBox: [3087]: openSgs-amfd[3087]

18 $

s

S

$
spananda@spanada-VirtualBox: $ [3087]: open5gs-amfd[3087]

$

S

S

$

S

18
18
18
Mar 18
Mar 18
Mar 18

openS5gs-amfd

spananda@spanada-VirtualBox: [3087]: open5gs-amfd[3087]
spananda@spanada-VirtualBox: [3087]: open5gs-amfd[3087]
Mar 18 spananda@spanada-VirtualBox: [3e87]: open5gs-amfd[3087]
Mar 18 spananda@spanada-VirtualBox: [3087]: openS5gs-amfd[3087]
Mar 18 12:44: spananda@spanada-VirtualBox: [3087]: open5Sgs-amfd[3087]

RPRRERRBRRRER

»

I N

spandana@spandana-VirtualBox:

Q_ Search

Fig 4.3: Terminal Output Demonstrating Successful Activation of AMF in 5G Core.

The AMF service status is used to show that the core network is up and ready to process signaling procedures
between the UE and base station.
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[100%] Building CXX object CMakeFiles/nr-ue.dir/src/ue.cpp.o

[100%] Linking CXX executable nr-ue

gmake[3]: Leaving directory '/hone/spandana/UERANSIM/cmake-build-release'
[100%] Built target nr-ue

gmake[3]: Entering directory '/hone/spandana/UERANSIM/cmake-build-release’
gmake[3]: Leaving directory '/hone/spandana/UERANSIM/cmake-build-release’
gmake[3]: Entering directory '/home/spandana/UERANSIM/cmake-build-release
[100%] Building CXX object CMakeFiles/devbnd.dir/src/binder.cpp.o

[100%] Linking CXX shared library libdevbnd.so

gmake[3]: Leaving directory '/home/spandana/UERANSIM/cmake-build-release’
[160%] Built target nr-cll

gmake[3]: Entering directory '/home/spandana/UERANSIM/cmake-build-release’
gmake[3]: Leaving directory '/home/spandana/UERANSIM/cmake-build-release’
gmake[3]: Entering directory '/home/spandana/UERANSIM/cmake-build-release’
[100%] Building CXX object CMakeFiles/nr-ctl.dir/src/ctl.cpp.o

[100%] Linking CXX executable nr-ctl

gmake[3]: Leaving directory '/home/spandana/UERANSIM/cmake-build-release’
gmake[3]: Leaving nr-de-Cl

cp cmake-build-release/mr-q<'/home/spandana/UERANSIM/cmake-build-release’
cp tools/mr-binder build/

Completed successfuly built:

spandana@spandana-VirtualBox: (M$ cd ~/UERANSIM
spandana@spandana-VirtualBox: ISTM$ sudo ./build/nr-gnb -c config/open5gs-gnb.yaml

[2022-01-31 14:43:35.348]

[2022-01-31 14:43:35.348] [sctp] [info] Trying to establish SCTP connection... (127.0.0.1:38412)
[2022-01-31 14:43:35.350] [sctp] [info] SCTP connection established (127.0.0.1:38412)
[2022-01-31 14:43:35.350] :bug] SCTP association setup success

[2022-01-31 14:43:35.353] )] Sending NG Setup Request

[2022-01-31 14:43:35.355] NG Setup Response received

[2022-01-31 14:43:35.359] i NG Setup procedure is successful

Fig 4.4: gNB Initializations and Successful Connection with 5G Core Network. The figure depicts the successful
NG setup between gNB and 5G core network.

® L+ [ Terminal spanadaa@spanada-VirtualBox: /UERANSIM
.~ iz spandana@s... % spandana@s... X spandana@s... x spandana@s... X spandana@s... x spandana@s... X

[2026-02-06 :01:10.308] [rrc] [debug] UE[9] new signal detected
[2026-02-06 14:01:10.319] [rrc] 1g] UE[9] signal lost
[2026-02-06 14:01:10.326] [rrc] [info] UE[9] RRC Setup for UE[9]
[2026-02-06 :01:10.358] [nas] [info] UE[0] Initial NAS message received from UE[0]
[2026-02-06 14:03:13.238] [rrc] UE[0] new signal detected
[2026-02-06 14:03:13.249] [rrc] [debug] UE[0] signal lost
[2026-02-06 14:03:13.256] [rrc] [info] UE[0] RRC Setup for UE[8]
[2026-02-06 14:03:13.393] [nas] [info] UE[1] Initial NAS message received from
[2026-02-06 14:03:16.223] [rrc] ebug] UE[1] new signal detected
) [2026-02-06 14:03:16.237] [rrc] [info] UE[1] signal lost
[2026-02-06 14:07:19.265] [nas] [info] UE[2] RRC Setup for UE[2]
[2026-02-06 :07:19.271] [rrc] [debug] UE[2] Initial NAS message received
[2026-02-06 14:07:10.285] [rrc] [info] UE[2] new signal detected
) [2026-02-06 14:07:13.483] [nas] [info] UE[3] signal lost ;
) [2026-02-06 14:07:19.465] [nas] [info] UE[3] RRC Setup for UE[6]
—— [2026-02-06 $12:22.472] [rrc] ebug] UE[4] Initial NAS message received
o £ | [2026-02-06 14:12:24.673] [rrc] =bug] UE[4] new signal detected i
SRS [2026-02-06 14:12:24.682] [rrc] [info] UE[4] RRC Setup for UE[6]
[2026-02-06 14:12:24.336] [nas] fo] UE[6] Initial NAS message received UE[6]
[2026-02-06 14:18:33.568] [rrc] bug] UE[6] new signal detected
7 [2026-02-06 14:18:33.355] [rrc] fo] UE[7] RRC Setup for UE[7]
W - [2026-02-06 14:18:33.358] [nas] [info] UE[8] Initial NAS message received from UE[8]
[2026-02-06 14:21:33.875] [rrc] 3 UE[9] new signal detected

spandana@spanada-VirtualBox: /I ms il

Q search L LEELIPEE EEY EE

Fig 4.5: UE Activity Logs Showing Network Registration and Signal Events.

The logs of the UE terminal verify that the user terminal has successfully attached to the network and end-to-
end connectivity has been established.
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Capturing from any — (=) x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A B A 7 RE Q € 2> Y-~ o @ Q7

ﬁ‘;‘\pmy a display filter ... <Ctrl+/> =3 - | ©
No. Time Source Destination Protocol Length Info =

1 0.000000000 %

2 0.018B514694 8.8.8.8 10.0.2.15 ICMP 100 Echo (ping) reply id=0

3 0.458960273 127.0.0.1 127.0.0.1 uoP 69 42256 - 4997 Len=25

4 0.459033955 127.0.0.1 127.0.0.1 uoP 69 35797 ~ 4997 Len=25

5 0.459073386 127.0.0.1 127.0.0.1 (114 61 4997 -+ 42256 Len=17

6 0.459123899 127.0.0.1 127.0.0.1 uorP 61 4997 -~ 35797 Len=17

7 1.001286853 10.0.2.15 8.8.8.8 ICMP 100 Echo (ping) request 1id=0

8 1.017637451 8.8.8.8 10.0.2.15 ICHP 100 Echo (ping) reply id=0

9 1.469697042 127.0.0.1 127.0.0.1 uDP 69 35797 - 4997 Len=25

10 1.469762803 127.0.0.1 127.0.0.1 uppP 69 42256 + 4997 Len=25

11 1.469959150 127.0.0.1 127.0.0.1 ubP 61 4997 - 35797 Len=17

12 1.469971568 127.0.0.1 127.0.0.1 ubP 61 4997 - 42256 Len=17

13 2.021488849 10.0.2.15 8.8.8.8 ICMP 100 Echo (ping) request id=0

2.021197397
15 2.170458290 127.0.0.5 127.0.0.1 SCTP 108 HEARTBEAT
16 2.170530230 127.0.0.1 127.0.0.5 SCTP 108 HEARTBEAT_ACK ~

Frame 1: 100 bytes on wire (800 bits), 100 bytes captured (800bits) on interface any, id 0
Linux cooked capture vl

Internet Protocol Version 4, Src: 10.0.2.15, Dst: 8.8.8.8

Internet Control Message Protocol

vy vovw

0000 00 04 00 01 00 06 08 00 27 62 80 32 00 00 08 00 gl SRR DD AR
0010 45 00 00 54 47 7e 40 00 40 01 d7 Oc 0a 00 02 of E-Te=@r@s: vrisamaivie
0020 08 08 08 08 08 00 42 07 00 02 00 af Se a9 85 69  ----- Bisiee: mime®oiaia ]
0030 00 00 00 00 12 62 00 00 00 00 00 10 11 12 13 13 simverafysisioies teiaimaisiayele
0040 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23  ~--------- TR 3]
0050 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 $X%&*()*+ ,--/0123
0060 34 35 36 37 4567

Fig 4.6 Wireshark Packet Capture Displaying Network Traffic and Protocol Analysis.

The captured packets contain signaling messages exchanged between the UE and network, which were used for
the analysis of communication behavior and identification of anomalies.

Processing triggers for libc-bin (2.35-Oubuntu3.12) ...

Processing triggers for man-db (2.10.2-1) ...

Processing triggers for shared-mime-info (2.1-2) ...

Processing triggers for mailcap (3.70+nmulubuntul) ...

Processing triggers for desktop-file-utils (0.26-1ubuntu3) ...

Processing triggers for hicolor-icon-theme (0.17-2) ...

Processing triggers for gnome-menus (3.36.0-1ubuntu3) ...

spandana@spandana-VirtualBox: S sudo usermod -aG wireshark SUSER
spandana@spandana-VirtualBox: S newgrp wireshark

spandana@spandana-VirtualBox: wireshark

spandana@spandana-VirtualBox:~/! S wireshark

** (wireshark:7977) 14:08:51.659835 [Capture W GE] Capture Start ...

** (wireshark:7977) 14:08:51.725711 [Capture V E] Capture started

** (wireshark:7977) 14:08:51.725756 [Capture MESSAGE File: "/tmp/wireshark_ogstumRLUOK3.pcapng"
** (wireshark:7977) 14:11:11.872592 [Capture MESSA Capture Stop ...

** (wireshark:7977) 14:11:11.886521 [Capture Capture stopped.

** (wireshark:7977) 14:11:14.235932 [Capture MESSAGE] Capture Start ...

** (wireshark:7977) 14:11:14.280742 [Capture MESSAGE] Capture started

** (wireshark:7977) 14:11:14.281502 [Capture MESSAGE] File: "/tmp/wireshark_ogstunKODCK3.pcapng"
** (wireshark:7977) 14:11:56.312372 [Capture MESSAGE] Capture Stop ...

** (wireshark:7977) 14:11:56.333560 [Capture MESSAGE] Capture stopped.

** (wireshark:7977) 14:12:05.620655 [Capture MESSAGE] Capture Start ...

*% (wireshark:7977) 14:12:05.662982 [Capture MESSAGE] Capture started

** (wireshark:7977) 14:12:05.663047 [Capture MESSAGE] File: "/tmp/wireshark_anyFORKX3.pcapng"

Fig 4.7: System Logs Indicating Packet Collection Activity and File Production.
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+1 spandana@spandana-VirtualBox: ~/5g_project

spandana@spandana-Virtuals... spandana@spandana-VirtualB... spandana@spandana-VirtualB... spandanad

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

[11:03:22] M Attack detected from 99.105.56.199
Broadcasting: Intent { act=FBS_ALERT flg=0x400000 cmp=com.example.fbsalertapp/.AlertReceiver }
Broadcast completed: result=0
& Blocking 99.185.56.199
[sudo] password for spandana:
Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Fig 4.8: System Output Demonstrating the Detection of the Attack of a Fake Base Station and Mitigation of the
Firewall. The figure shows the successful blocking of the suspicious IP address showing the capacity of the
system to prevent further malicious communication.

Tue, Mar 17

‘&.i ¢

Spandana -

@ A Fake Base Station Detected -

Fig 4.9: Mobile Alert Notification for Detected Activity of a Fake Base Station.
Overall, the results validate the feasibility of the proposed system for the detection and mitigation of fake base

stations in real-time. The combination of machine learning and network-level controls provides both accuracy and
an immediate response, making the system good for the deployment of 5G environments.
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4.1 GRAPHS:-

Normal vs Attack Traffic Distribution

800 A

600

Number of Packets

200 -

normal

Traffic Type

attack

Fig 4.10: Comparison of Normal and Malicious Traffic with respect to the number of packets.

-

s

Confusion Matrix

Normal

Attack
|
(@)

1
Normal

Predicted

250
o 200
150
100
95 _ 50
; -0
Attack

Fig 4.11: Accuracy of Normal vs Attack Detection Confusion Matrix.

Figure 4.10 and Figure 4.11 demonstrate the work of
the proposed system regarding the identification of
traffic and the accuracy of detection. It can be
observed that the traffic distribution plot has a
significant abundance of normal packets, some 900,
when compared to other packets that were identified
as attack packets and were correctly identified as
about 300 packets, which also shows that
differentiation between normal and malicious traffic

www.ijera.com

was successful.

This confusion matrix also supports the performance
of the model since there are no misclassifications,
263 normal instances and 95 attack instances were
correctly classified. These outcomes are almost
perfect, and this proves that the suggested system can
be very dependable when it comes to identifying the
presence of rogue operations of a base station. Not
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having false positives and false negatives points to
the strength with which the model can differentiate
normal and malicious network behavior in real-time
settings.

V. Conclusion

This paper proposes an overall outline of
fake 5G base station detection and mitigation based
on real-time monitoring, machine-learning-based
fake 5G base station detection and automated
mitigation strategies. Open5GS was successfully
used to implement and evaluate the performance of
that system in a controlled 5G environment with
UERANSIM and in a realistic scenario. Findings
suggest that the suggested method is a potential
means of generating accurate results in terms of
rogue base stations with minimal false positives and
identification. In addition, the combination of
mitigation measures that include IP blocking and the
disconnection of user equipment is a measure that
assures that the threats that are detected are not only
identified but also neutralized. This is because the
addition of user notification mechanisms in this work
is a major contribution to the work that generates user
awareness and provides an extra layer of security.
The real-time nature of the system, combined with
the high detection and response rate, makes it a viable
tool in order to improve the security of contemporary
5G. Future research can focus on how to increase the
scalability of the system, introduce powerful deep-
learning-based models and expand the system to
address more complicated attack cases with such
systems deployed on large networks.
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