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ABSTRACT

Vein-based biometric systems are more and more addressed as a secure and efficient means of individual
identification due to vascular pattern uniqueness and internal location, rendering spoofing or simulation
difficult. Infra Secure, this article suggests, is an appropriate framework that supports conventional vein-based
verification in physical access control systems. Due to near-infrared imaging technology and machine learning-
based pattern matching, Infra Secure enjoys more precise results, faster processing, and increased spoofing
attack resistance. Vein-based systems, compared to standard biometric options in the form of fingerprint or face
recognition, offer contactless functionality and increased privacy and are thus appropriate to high-security
environments and sanitary-sensitive applications. Infra Secure enjoys a multi-layered architecture in the form
of real-time image acquisition, preprocessing, feature extraction, and secure match algorithms. Experimental
evaluation on a commercial database shows satisfactory recognition accuracy, low false acceptance and
rejection, and robust performance under dynamic illumination and skin conditions. The system is also
deployable module-wise from  existing access control infrastructure. Experimental results show the
applicability and efficacy of Infra Secure as a flexible and secure biometric solution. This article is interested in
examining the potential vein biometrics presents in designing safe, non-invasive identification technology for

next-generation physical access control solutions.
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l. INTRODUCTION

With growing security requirements and
increased demand for  secure authentication
technologies in an era characterized by shifting
security requirements, biometric technologies are
emerging to the forefront for their capacity to
uniquely recognize individuals based on
physiological or behavioral characteristics. Of the
broad spectrum of biometric modalities—
fingerprint, iris, face, and voice biometrics—vein
pattern biometrics is emerging as one of the
tamper-resistant and most secure modalities with
increased usability. Internal to the body,
discriminative, and time-stable, vein patterns are
far removed from surface features that are
vulnerable to forgery, duplication, or degradation
due to environmental conditions. Such features
render vein-based authentication most suited to
high-security applications with rigorous identity
authentication protocols.

Infra Secure builds on this advantage by
offering an advanced vein based biometric solution
specifically for physical access control use. Using
near-infrared (NIR) imaging, Infra Secure reads
subcutaneous vein patterns on the finger or hand,
captures images using advanced feature extraction
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algorithms, and matches them against a secure
database to authenticate identity. The solution is
deployable in real time and offers a contactless user
experience with low hygiene concerns—especially
important in healthcare settings or public facilities.

Infra Secure is unique in that it provides
multiple levels of security, including liveness
detection, anti-spoofing, and secure data
transmission. The main flaw of existing access
control systems— such as magnetic cards, PINs, or
keypads—is that they are easily stolen, duplicated,
or accessed unauthorized. Even more advanced
biometric systems such as fingerprint or face
recognition can be spoofed using synthetic replicas
or printed photographs. In contrast, vein-based
authentication is much more difficult to replicate
because of the complex, internal, and dynamic
nature of blood vessel patterns. The system also
scores high on user acceptance due to its non-
invasive and privacy-based design.

This work claims design, development,
and testing of Infra Secure as a next-generation
vein biometric access control system. This work
starts with the state of the art in literature and
technology of vein biometrics and discusses their
limitations and benefits. The architecture of the
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proposed system is then discussed, including
image acquisition, preprocessing, feature extraction
through  deep learning techniques, and
cryptographic matching algorithms.  Particular
emphasis is placed on performance metrics such as
accuracy, false acceptance rate (FAR), false
rejection rate (FRR), and system latency.

Even a proof of concept model was made
in a way that it would be tested under various
environmental and illumination conditions to
simulate real usage scenarios. The performance
indicates that Infra  Secure possesses higher
identification accuracy and system robustness than
conventional biometric technologies. Moreover, the
modular nature and scalability of the design
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1. LITERATURE REVIEW

Biometric authentication systems have
drawn a lot of interest in recent years since they
have the potential to enhance security through
unigue biological features. Of the many biometric
modalities, vein-based authentication is gaining
immense popularity with its superior anti-spoofing
property and intrinsic uniqueness. This literature
review discusses recent work in vein-based
authentication systems, infrared imaging methods,
and their application in physical access control as a
basis for the proposed extension with Infra Secure.

1. Vein-Based Authentication Systems
Vein-based authentication systems are a
form of biometric security that employs the unique
patterns of veins in the skin to verify the identity
of an individual. Unlike external biometrics such as
fingerprints or facial recognition, vein patterns are
internal and thus extremely hard to fake, spoof, or
wear out environmentally. These systems typically
employ near-infrared (NIR) light to capture the
patterns of the wveins, since deoxygenated
hemoglobin in blood absorbs NIR and provides a
distinct image of the vascular structure. The most
sought-after ones are finger-vein, palm-vein, and
wrist vein recognition. Finger-vein authentication
is most sought after because it finds the best
balance among accuracy, cost, and ease of use.
The authentication process captures a photo,
extracts features from the photo, and matches it
against a stored template in an enclosure database.
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Vein-based systems are many advantages,
which are security-high, contactless, and
challenging to counterfeit. The constraints like
vulnerability to temperature fluctuations, motion
artifacts, and need for good-quality imaging
devices are still present. Still, wvein-based
authentication is being extensively adopted in high-
security applications, such as banking, healthcare,
and physical access control, where identity
authentication is extremely critical. Its ability to be
deployed in multi-modal systems makes it more
useful and trusted in modern security solutions.

2. Infrared Imaging Technologies

Thermal or infrared imaging sensors
enable the visible visualization of objects and
features unseen to the naked eye by sensing
infrared radiation, usually between 700 nm and
14,000 nm. Thermal or infrared imaging sensors
have many medical diagnostic, security system,
military intelligence collection, and biometric
identification applications. Infrared (IR) imaging
detects the heat radiation that objects give off and
translates this into an electronic signal, and this is
then processed to build an image.

NIR illumination is the most applied in
biometrics, i.e., vein-based identification systems.
NIR illumination, usually 760-1100 nm range,
goes through the skin and is visibly absorbed by
deoxygenated hemoglobin in veins, making
appropriate visibility of vascular patterns. This
characteristic makes IR imaging very useful in
scanning inner biometric features, finger or palm
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veins being difficult to duplicate or manipulate.

New IR sensor technologies such as
uncooled microbolometers and multispectral
imaging are improving image resolution,
sensitivity, and affordability. Additionally, new IR
imaging platforms employ machine learning to
identify  patterns and abnormalities more
effectively. These new technologies are broadening
the applications of infrared imaging technologies
in an effort to make them a core element of secure,
touchless, and hygienic biometric authentication
systems.

3. Physical Access Control Systems

Physical Access Control Systems (PACS)
are physical access security systems applied for
monitoring and controlling physical access into a
building, room, or secure facility. PACS prevent
the facilities from unauthorized access, thereby
protecting staff,  equipment, and confidential
information. Classical PACS utilize

methods like keys, PIN numbers, and
access cards; however, they can be easily stolen,
copied, and cloned without permission. More
recent PACS employ newer technologies like
mobile credentials, smart cards, and biometric
authentication. Biometric devices like vein, face,
and fingerprint biometrics are gaining popularity
big time because they have high accuracy rates and
are unbreakable as far as forgery is concerned.
They verify people on the basis of physiological or
behavioral biometrics that are unique to one person
and reduce the risk of unauthorized access. Other
than that, PACS is also easily interfaced to central
admin software to provide enforcement of access
control policy, real-time monitoring, and audit
trails. Integration of alarm and surveillance systems
also  supports security. Scalability and remote
management are some advantages cloud-based
PACS offers and thus multisite organizations are
well-suited for it. Growing demand for contactless
and sanitary access control, driven primarily by the
public transport and healthcare industries, has been
driving demand for contactless biometric solutions
like face and wvein biometrics. In addition to
growing advanced threats, PACS are also
continuing to evolve with additions of multi-factor
authentication, machine learning, and artificial
intelligence to offer a hardened and responsive
physical security.

4. Security and Privacy in Biometric Systems
Biometric systems are very secure as they
recognize individuals by precise biological
characteristics such as fingerprints, facial features,
or veins. But biometrics do have enormous security
and privacy concerns that should be handled with
care. Passwords can be modified but biometric

DOI: 10.9790/9622-1505200208

information cannot be modified—once hacked, it
cannot be modified. Therefore, biometric templates
are a number one target for cyber-threats.

Storing and transporting biometric data is
one of the major challenges. If templates are
centralized within a database in non encrypted
form, they are vulnerable to attacks. Such attacks
are guarded against by mechanisms like template
encryption,  biometric  cryptosystems,  and
cancellable biometrics. The mechanisms ensure
that even if the data gets compromised, it can
neither be reversed nor reused.

Privacy is also a matter in that the
biometric information can reveal individual data
near people other than identification, i.e., medical
conditions. Regulation like GDPR and standards
like ISO/IEC 24745 place emphasis on data
minimization, consent, and secure processing of
biometric data.

Further, the capability of liveness
detection must be used in trying to get one step
ahead of spoofing attacks through the use of false
images or fingerprints. With biometric technology
permeating more sectors, proper security measures
must be implemented and the rights of users'
privacy be protected in trying to win the trust of the
public in such systems.

5. Emergence of Infra Secure Frameworks

Infra Secure solutions represent a
revolutionary step toward biometric authentication
and, in fact, vein-based physical access control
solutions. Infra Secure utilizes advanced infrared
imaging technology, machine learning, and real-
time adaptive processing for neutralizing
exposures inherent in conventional vein recognition
systems. Infra Secure provides extremely high
accuracy and consistent identification of
subcutaneous vein patterns even under adverse
ambient  conditions like varying lighting,
temperature fluctuations, or motion of users.

Infra Secure platforms are designed to
provide greater speed, precision, and security of
biometric authentication. With advanced infrared
sensors and intelligent pattern recognition, they
minimize false acceptance rates and false rejection
rates. Infra Secure platforms also use liveness
detection and anti-spoofing techniques to
authenticate only legitimate biological traits,
minimizing the risks of illegal access.

And another important advantage of Infra
Secure is that it operates contactlessly, improving
hygiene and user convenience—a necessity for
high-density or health-sensitive environments such
as offices, airports, and hospitals. And, Infra
Secure systems also often  feature encrypted
template storage, edge computing, and global
privacy support, and can therefore be deployed

WwWw.ijera.com

202 |Page



Avijit Das. Int. Journal of Engineering Research and Application

www.ijera.com

ISSN: 2248-9622, Vol. 15, Issue 5, May 2025, pp 200-208

securely and at scale.

New Proposed Solution

Security service is required to block false
data injection and various Kkinds of attacks in
various domains , . Apart from the gathered papers
evaluated in this research, a new proposed remedy
is explained in this subsection. As described in
Subsection 4.2.1, 11 of the 61 technical challenges
emphasized security. This issue is regarded as a
severe challenge in this kind of technology, where
the leakage of biometrics results in severe threats
by utilizing the compromised FV templates in
diverse attacks, including spoofing and brute-force
attacks. This issue impinges on the reliability of the
verification framework and rights of the
stakeholders. In order to address this issue, the
majority of  prior research  utilized the
cryptography technique, which relates to protecting
biometric data against various threats. Overall,
encryption is not enough to guard against the risks
and vulnerabilities from poor system and protocol
design . Additionally, encrypted data are vulnerable
to intruders, which can decrypt confidential
information. If an intruder successfully breaches a
system from a weak point,, When the attacker
detects unknown data (unreadable data), he
becomes certain that sensitive information lies
behind these unknown data since cryptography
only conceals the meaning and content of data. The
attacker has the ability to move these unknown data
to another system or site and try to defeat the
decryption of cipher text by using contemporary
programmers and methods . Therefore, the secrecy
of such data should be amplified using the
techniques of data concealment,  like
steganography or watermarking . The conditions
required to remedy this issue based on the
definition of information security by the
international standard ISO/IEC 27002 (2005)
should also be amplified. This definition
formulates that CIA of public information should

be ensured to safeguard the information and
concepts of the CIA triangle (confidentiality,
integrity and availability). Further, randomisation
of FV features while generating user FV patterns
should be enhanced. Through these specifications,
FV information can be safeguarded in the
enrolment process.

In order to conduct such a study, two steps
are necessary in order to  create a secure
verification mechanism between an access point
(enrolment device) and node databases within a
decentralised network architecture devoid of a
central point. A new hybrid biometric pattern
model that utilizes a merge algorithm could be put
forward and used to merge radio frequency
identification (RFID) and FV biometric features
with the aim of enhancing the randomisation and
security levels in pattern structures. Second, we
can devise a mix of encryption, blockchain and
steganography methods in a hybrid pattern model.
During transmission of a pattern  from an
enrolment device (access point) to the node
databases, this  mechanism protects the FV
biometric verification system during authentication
by satisfying the requirements of information
security standard, which includes confidentiality,
integrity and availability.

Steganography and encryption methods
are employed for confidentiality in channels.
Blockchain technology is employed to ensure data
integrity and high availability . The decentralised
network architecture provides access to users'
information to authorised individuals in the event
of network failure or disaster scenarios with high
security  levels.  Blockchain technology s
suggested to remove the third party in terms of
verification. That is, this architecture is intended to
eliminate node failure and alleviate the
communication and verification operations in FV
biometric verification systems when users require
obtaining services or accessing multiple nodes
concurrently. This objective can be  realized
through the following functionalities:

~
. -

User Block chain
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As physical security requirements change,
Infra Secure models are a next-generation solution

that offers the finest technology with good security
and privacy capabilities.

1. FUTURE WORK
Future Studies
v v Y
R k.
Regarding to .V Rpatiog 10 F.Y : Regarding to F.V
: features representation : ; :
features extraction ; blometric security Issues
and recognition
v Y
Regarding to .V Regarding to
biometric performance and
implementation computing time
Integration  with  Multi-Modal  Biometric usability, speed and accuracy, as well as privacy of

Systems

Interoperability with other biometric
modalities such as fingerprint, iris, or face
recognition can actually render the security and
integrity of physical access control systems more
secure. While vein recognition in isolation is also
extremely accurate with anti-spoofing due to
vascular patterns within being internal and specific
to the person, interoperability with other biometric
characteristics yields a multi-modal system that is
still resistant to environmental influences, sensor
noise, or physiological defects.

Multi-modal biometric systems exploit the
strength of the different modalities to increase
identification and verification performance. As an
example, when vein imaging can be unreliable due
to poor circulation or damage, a redundant
biometric such as fingerprint or face would be
employed for user verification. This redundancy is
what adds strength to the system and limits its
exposure to false acceptance or rejection.

In Infra Secure-based systems, multiple
mode integration is possible through sensor fusion
or decision-level fusion algorithms wherein
different inputs are processed in parallel or
sequential form to identify an authentication result.
These systems are most effectively employed in
highly secure locations like government buildings,
laboratories, and airports. Seamless integration,
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the data for all biometric modes, are the areas that
need to be addressed by future work.

Real-Time Performance Optimization

Real-time optimization of performance is
critical to the practical deployment of vein-based
authentication ~ systems,  particularly  high
throughput  applications  where speed and
correctness of access decisions are critical. Infra
Secure technology, working through near-infrared
imaging to capture vascular patterns, must rapidly
process biometric information without
compromising accuracy. Slow processing can lead
to frustration on the part of users, queues, and
reduced efficiency in systems—particularly in
venues like airports, business corporations, or
secure zones where throughput is critical.

To be executed in real-time, several areas
need to be addressed. First, the image capture
process would have to be streamlined to take
images fast with reduced motion blur or outside
interference. This can be achieved through the use
of high-end sensors and adaptive illumination
systems. Second, the vein recognition algorithms
would have to be computational efficient. Utilizing
lightweight deep models or hardware acceleration
techniques such as GPU or FPGA based processing
can significantly reduce response time.

Moreover, system software also needs to
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be able to handle parallel  processing and
concurrent processing of authentication requests.
Local processing of data through edge computing
can also be utilized to reduce latency caused by
data transmission to distant  servers. Finally,
system performance has to be monitored
continuously and updated with the implementation
of machine learning techniques to learn new usage
patterns in order to ensure smooth real-time
authentication performance.

Scalability and Deployment in Large
Infrastructures

Scalability is a critical factor when
deploying vein-based  authentication systems,
particularly in large infrastructures such as
corporate campuses, airports, government facilities,
or smart cities. As the number of users and access
points increases, the system must maintain high
performance, reliability, and security without
degradation in speed or accuracy. Infra Secure-
enhanced vein authentication must be architected
to support distributed environments where
numerous  authentication  terminals  operate
concurrently.

To achieve scalability, a modular and
decentralized architecture is  essential. Edge
computing can be employed to process
authentication locally at each terminal, reducing
latency and minimizing reliance on central servers.
This approach not only accelerates decision-
making but also enhances fault tolerance and
system availability. Cloud integration may also be
leveraged for centralized data storage, analytics,
and system-wide updates, provided it complies
with stringent data privacy standards.

Effective database management is equally
important. Biometric templates should be
efficiently indexed and encrypted to allow fast
retrieval and matching, even as the user base grows
into the thousands or millions. Load balancing,
network optimization, and the use of scalable
communication  protocols  ensure  seamless
operation across multiple sites. Future work should
focus on intelligent system orchestration,
predictive  maintenance, and automated
deployment tools to support the long-term
scalability of vein-based access control systems.
Anti-Spoofing and Liveness Detection
Mechanisms

Anti-spoofing and liveness detection are
two of the key elements in keeping vein-based
authentication systems secure and unbroken.
Though vein patterns themselves are difficult to
fake because they are unseen and personal,
advanced spoofing technologies like artificial
hands with replicated vein patterns or thermal print
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remain possible loopholes. It makes it a necessity
to introduce advanced anti-spoofing and liveness
detection techniques in an attempt to  defend
systems against unauthorized use and protect
sensitive infrastructure. Liveness detection ensures
that the sample of the biometric offered to the
system is from a living individual and not a
picture, mold, or replica.

Infra Secure technology can be upgraded
by innovation of this ability by near-infrared
imaging-based real-time blood flow or very small
vascular temperature changes detection. Pulse
detection, thermal pattern changing, and dynamic
hand gesture recognition can be done in a manner
that liveness determination can be done without
losing the convenience of users. Machine models
learned from real and spoof vein data can also be
employed to enhance the capability of the system
for real and spoofed input detection.

The models analyze temporal and spatial
characteristics hard to  fake. Vein biometrics
integrated with other biometrics or behavioral
characteristics can also be employed in order to
offer more security against spoofing. New-
generation systems need to implement incessant
learning as well as adaptive security models so they
can combat dominant trends in spoofing.

User Privacy and Data Protection

User privacy and protection of data are the
paramount considerations when deploying vein-
based authentication systems, particularly where
users' biometric data is stored and captured. The
vein patterns are not erasable and are intimately
connected with an individual, and hence their
protection becomes paramount. Unintended
exposure and usage of the data can lead to
complete privacy violation and irretrievable loss of
identity.

In order to eliminate these challenges,
systems must catch up with global data protection
law such as the General Data Protection
Regulation (GDPR) and complementing national
laws. It entails storing data in an encrypted form
securely both in transit and at rest in a way that
secures biometric templates and not disclosed to
any third party. Additionally, template protection
techniques such as cancellable biometrics and
biometric cryptosystems could be employed to
render data revocable and non-invertible.

Infra Secure-hardened systems will also
have to offer transparency and consent in terms of
allowing users to view what data is being
collected, what it's collected for, and what access
and deletion control they can exercise. Systems
need to be developed in line with privacy-by-
design principles that curtail data collection and
retain only what's necessary. There needs to be
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periodic auditing, access control, and effective
authentication processes done to protect and
handle the users' information. Privacy protection
enforces user responsibility and enables ethical use
of biometric systems.

Environmental and Situational Adaptability

Environmental and situational flexibility is
also a major parameter to guarantee the reliability
of vein-based authentication systems, especially
when they are deployed in heterogeneous real-
world environments. Infra Secure technology from
near-infrared images of vascular patterns has to
function under some lighting intensity range, skin
type, hand poses, and ambient temperature. Failure
to factor in these parameters may result in
considerable false rejection rates or delays in
authentication.

Uncontrolled or external environments
induce interference caused by changes in lighting
and reflections during imaging, and the
aforementioned methods are thus employed here to
provide clear and consistent imaging of veins.
Infrared sensors also need to be calibrated for
supporting  different  types of skin and
environmental conditions like moisture, dust, or
temperature fluctuations endangering the visibility
of veins.

Environmental factors such as hand
motion, direction, or partial occlusions must be
accommodated as well. Preprocessing,
normalization, and deep learning-based alignment
methods can be used to compensate for these
variations, enhancing the rate of recognition.
Scanning with user feedback can help with correct
hand placement and eliminate user error.

Future systems will need to be developed
in such a way that they learn and adapt
dynamically to diverse environments to attain
robustness, reliability, and user satisfaction in all
application environments.

Blockchain for Access Auditability

Blockchain can be used to store secure
and immutable access logs. Every authentication
event can be logged as a block, and this ensures an
open and tamper-evident audit trail. This will be
particularly beneficial in very secure environments
such as government buildings, data centers, or
research institutions where it is important to
authenticate access history.

User Experience and Real-World Testing

Future work must then focus on usability
through the performance of real-world deployment
field trials. These field trials will consider system
responsiveness, usability, hygiene issues, and user
satisfaction. Field trial feedback will be pivotal to
iteratively improving system interfaces, training
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procedures, and enhancing user take-up in varying
physical environments.

FV Feature Extraction

Study employed varying levels of fusion
and increased the precision of feature extraction.
The study declared that the biometric pattern
databases should be managed efficiently to enhance
verification system performance. Study proposed
new features of extraction method utilization and
building strong HHsMs in the future to enhance
verification systems. The anatomical investigation
verified the diameter of the FV difference between
the fingertip and finger root and between the sub-
branch and core branch. Hence, this research
emphasized the enhancement of matching and
discrimination of FVs by splitting the width of the
core vein branch  and the sub-vein branch
individually during the matching process . Study
considered FAR due to the misalignment of FV
images at enrolment and rotation of the finger,
which complicates feature extraction. To resolve
this issue, a technique for extreme finger rotation
and illumination change should be employed in
future research. In addition, the ability to augment
computation via the integration of multi-modal
recognition, herein posited, with scattering blur-
restoration techniques needs to be investigated to
shed light on noise in FV images.

FV Feature Representation and Recognition
Researches and sought to improve FV
images for individuals who do not have vein
intersection points to minimize false rejection
outcomes. Research explored the applicability of
using score-level fusion techniques and established
a comparison between FV fusion and that of multi-
sample recognition systems. Identifying the
correlation between FV and finger dorsal in terms
of recognition may be an area to pursue for the
authors of Study.
Original Gray Image
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V. METHODOLOGY

Vein pattern images are captured via the
infra red (IR) cameras. The images captured are
blur in type since they represent the thermal
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signature of the veins pattern. The captured images
are usually in jpeg format and converted to gray
scale format by using the rgb2gray command in
matlab. The vein image patterns are enhanced by
using the histogram equalization method where the
histogram of the vein patterns are adjusted in
sequence in order to increase the vein patterns
from the back ground.

The histogram equalized image (O/P Img) is
represented by:

O/P Img (x,y) = Where CDF(i), CDF(min)
are the ith gray level and minimum cumulative
distribution function. (M,N) is the image size and
L is the maximum gray level intensity in image.
Original Gray Image Enhanced Image The
enhanced images are then binarized with the use of
Otsu algorithm. Otsu algorithm is founded on
choosing a threshold value based on minimum
within class variance approach. Minimum within
class variance is calculated for every gray level
value i.e. from i=0 to 255 and for which gray level
minimum class variance is minimum, that gray
level is utilized as the threshold value. Depending
on the calculated threshold value, the image is
binarized i.e. the gray value below threshold value
are mapped to back ground and above are mapped
to pattern. The binary pattern thus obtained has
salt and pepper type noise. It is eliminated by
employing the following algorithm:

The histogram equalized image (O/P Img) is given
by: O/P Img (x,y) = WHITE) Then PO is the
Background Pixel.

If (PO = WHITE) & P1=P2=P3 =P4 =P5P6 =
P7 = P8 = BLACK) Then PO is the Object Pixel.
Lastly the binary images thus obtained are now
thinned to single pixel width vein patterns. This is
achieved by employing the pixel neighborhood
connectivity algorithm and 8-neighbors of a pixel
under scanner. This can be readily implemented
with bimorph command in matlab.

V. CONCLUSION

Human  biometric-based  verification
medical systems are extensively employed in
several medical applications that need dependable
verification/identification schemes. Various
platforms utilizing FV authentication systems with
high security and low verification error rates have
gained more and more attention. The current study
extends existing research by generating a taxonomy
of existing literature. It distinguishes between the
kind of research carried out based on FV biometric
systems in development and categorizes them into
two types (software- and hardware-based
component development). Scholars can utilize this
taxonomy to identify research gaps in FV biometric
authentication system literature. We thoroughly
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reviewed related papers by underscoring the
amount of publications, types of problems,
suggested solutions, optimum results, evaluation
techniques, existing datasets, reasons, issues and
suggestions for further research. Some suggestions
for managing and regulating FV biometric
authentication healthcare systems are also
presented. These guidelines should be adhered to
by designers and developers to enable them to
design strong and highly secure FV biometric
authentication systems that are sufficient for the
needs of organizations and companies in terms of
security of information. Additionally, a newly
suggested solution is described. This can be used
in the future to manage the leakage of biometric
information, leading to serious threats when stolen
FV templates are utilized. The suggested solution
will be simulated and deployed in the future to act
as a reference for researchers who plan to test
secure framework-based decentralized network
architectures in health systems, such as access
points and other database nodes without a point of
centralization.
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