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ABSTRACT 
The neural network framework used for a development in cryptography. Cryptographic techniques and tools are 

playing an important role in designing emerging network security technologies. Cryptography is a fundamental 

part of cryptographic technology and is considered one of the important aspects associated with its use. It is 

constant battle between cryptographers trying to secure information and cryptanalysts trying to break 

cryptosystems that moves the entire body of cryptology knowledge forward. Cryptanalysis is the methods for 

obtaining the meaning of encrypted information, without access to the secret information that is normally 

required to do so.  

In this paper we mainly focusing an overview over cryptanalysis and cryptography gives the how neural 

network application used for this techniques of security mechanisms of cryptography. 
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I. INTRODUCTION 

Cryptology is divided into cryptography 

and cryptanalysis. Cryptography is an emerging 

technology in which two parties secure network 

communication by application of different 

encryption and decryption. Cryptography is the art 

and science of making a cryptosystem that is 

capable of providing information security. 

Cryptography deals with the actual securing of 

digital data. It refers to the design of mechanisms 

based on mathematical algorithms that provide 

fundamental information security services. The art 

and science of breaking the cipher text is known as 

cryptanalysis. The cryptographic process results in 

the cipher text for transmission or storage. It 

involves the study of cryptographic mechanism 

with the intention to break them. Cryptanalysis is 

also used during the design of the new 

cryptographic techniques to test their security 

strengths. A cryptosystem is an implementation of 

cryptographic techniques and their accompanying 

infrastructure to provide information security 

services.[1]    

In this Paper, we mainly focus on the study of 

neural network framework on cryptosystem. 

 

 

II.       TYPES  OF  CRYPTOSYSTEMS 
There are basically two types of Cryptosystems 

based on the manner in which Encryption and 

Decryption is carried out in the system. 

 A. Symmetric Key Encryption 

 B. Asymmetric Key Encryption 

The main difference between these cryptosystems 

is the relationship between the encryption and the 

decryption key. Logically, in any cryptosystem, 

both the keys are closely associated. It is practically 

impossible to decrypt the cipher text with the key 

that is unrelated to the encryption key.[11] 

 

A. SYMMETRIC KEY ENCRYPTION 

The encryption process where same keys 

are used for encrypting and decrypting the 

information is known as Symmetric Key 

Encryption. The study of symmetric cryptosystems 

is referred to as symmetric cryptography. 

Symmetric cryptosystems are also sometimes 

referred to as secret key cryptosystems.[2] 

A few well-known examples of symmetric key 

encryption methods are − Digital Encryption 
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Standard (DES), Triple-DES (3DES), IDEA, and 

BLOWFISH. 

 

 
Fig. 1: Symmetric key Encryption 

The salient features of cryptosystem based on 

symmetric key encryption are 

1) Persons using symmetric key encryption 

must share a common key prior to 

exchange of information. 

2) Keys are recommended to be changed 

regularly to prevent any attack on the 

system. 

3) A robust mechanism needs to exist to 

exchange the key between the 

communicating parties. As keys are 

required to be changed regularly, this 

mechanism becomes expensive and 

cumbersome. 

4) In a group of n people, to enable two-party 

communication between any two persons, 

the number of keys required for group is n 

× (n – 1)/2. 

5) Length of Key (number of bits) in this 

encryption is smaller and hence, process of 

encryption-decryption is faster than 

asymmetric key encryption. 

6) Processing power of computer system 

required to run symmetric algorithm is 

less. 

 

B. ASYMMETRIC KEY ENCRYPTION 

The encryption process where different 

keys are used for encrypting and decrypting the 

information is known as Asymmetric Key 

Encryption. Though the keys are different, they are 

mathematically related and hence, retrieving the 

plaintext by decrypting cipher text is feasible. 

 The salient features of this encryption scheme are 

as     follows  

1) Every user in this system needs to have a 

pair of dissimilar keys, private 

key and public key. These keys are 

mathematically related − when one key is 

used for encryption, the other can decrypt 

the cipher text back to the original 

plaintext. 

2) It requires putting the public key in public 

repository and the private key as a well-

guarded secret. Hence, this scheme of 

encryption is also called Public Key 

Encryption. 

3) Though public and private keys of the user 

are related, it is computationally not 

feasible to find one from another. This is 

strength of this scheme. 

4) When Host1 needs to send data 

to Host2, he obtains the public key 

of Host2 from repository, encrypts the 

data, and transmits. 

5)  Host2 uses his private key to extract the 

plaintext. 

6)  Length of Keys (number of bits) in this 

encryption is large and hence, the process 

of encryption-decryption is slower than 

symmetric key encryption. 

7) Processing power of computer system 

required to run asymmetric algorithm is 

higher. 

 

Fig. 2: Asymmetric key Encryption 

III.    NEURAL CRYPTOGRAPHY  

An Artificial Neural Network is an 

information processing paradigm that is inspired by 

the way biological nervous systems, such as the 

brain, process information. The key element of this 

paradigm is the novel structure of the information 

processing system. It is composed of a large number 

of highly interconnected processing elements 

(neurons) working in unison to solve specific 

problems.[3][12] 

The structured of neural network consist of different 

types layers 
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i) Input Layer-It contains those units (artificial 

neurons) which receive input from the outside world 

on which network will learn, recognize about or 

otherwise process. 

ii) Hidden Layer-These units are in between input 

and output layers. The job of hidden layer is to 

transform the input into something that output unit 

can use in some way. 

iii) Output Layer-It contains units that respond to the 

information about how it’s learned any task. 

 

 

 

 

 

 

 

 

 

  

 

 

Fig. 3 : Basic structure of Neural Network 

 

IV. WORKING OF NEURAL NETWORK 

FRAMEWORK IN CRYPTOSYSTEM 

Artificial neural networks are used to 

classify functional blocks from a disassembled 

program as being either cryptography related or not. 

The resulting system, referred to as NNLC (Neural 

Net for Locating Cryptography). When training a 

neural network it is tempting to experiment with 

architectures until a low total error is achieved.[5] 

In case of neural cryptography, both the 

communicating networks receive an identical input 

vector, generate an output bit and are trained based 

on the output bit. The two networks and their weight 

vectors exhibit a novel phenomenon, where the 

networks synchronize to a state with identical time-

dependent weights. The generated secret key over a 

public channel is used for encrypting and decrypting 

the information being sent on the channel.[8] 

We studied different types of neural 

network, we found back propagation neural network 

are more suitable for cryptography because it is very 

fast, simple and easy to analyze the program. The 

structure is   iterative, recursive and efficient 

method through which it calculates the updated 

weight to improve the network until it is not able to  

perform the task for which it is being trained 

There are some basic terms used in cryptography are 

as follows: 

Plain text –  The original message to be      

transferred to the other person. 

Cipher text –  The secret version of the plain text 

which is used for transferring. 

Key –  A secret code which is used to lock or unlock 

the plain text and the cipher text respectively. 

Encryption –  The process of converting plain text to 

cipher text. 

Decryption – The process of converting cipher text 

to plan text. 

 
Fig. 4: Process of Neurl cryptography 

 

The above procss of neural cryptography 

represents how encryption system works based on 

artificial  neural network. D uring encryption no 

output error are found.[13] 

In comparison with during decryption 

process,which is reverse of encryption there also 

this neural network work reliably. 

V. CONCLUSION 

In this paper , We define neural 

cryptanalysis as a cryptanalysis approach 

that leverages the learning ability of neural networks 

to measure the strengths of ciphers. In neural 

cryptology, two neural networks that have the same 

topology (layer size, transfer function, neuron 
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number in each layer, weight and bias values) can 

achieve the same output when trained for the same 

input. 

In this paper, study the structure of 

networks changes randomly. It means that the layer 

size and neuron numbers of each layer are generated 

by the neural-based pseudo-random number 

generator for each network structure. The training 

and transfer functions of the network are also 

selected randomly. This study also concluded that 

back propagation Neural network works more 

efficiently in case of cryptography system. 
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