
S. Merena, et. al. International Journal of Engineering Research and Applications 

www.ijera.com  
ISSN: 2248-9622, Vol. 11, Issue 1, (Series-III) January 2021, pp. 10-13 

 

 
www.ijera.com                           DOI: 10.9790/9622-1101031013                                      10 | P a g e  

       

 

  

 

Electronic Health Care Record Using Blockchain Technology 
 

S. Merena*, E. Thangadurai**, M. Shankar*** 
*(PG Scholar, Department of Information Technology, Vivekanandha College of Engineering for Women, 

Tiruchengode 

** (Assistant professor, Department of Information Technology, Vivekanandha College of Engineering for 

Women, Tiruchengode 

***(Assistant Professor, Department of Information Technology, Vivekanandha College of Engineering for 

Women, Tiruchengode 

 

ABSTRACT 
Blockchain technology has the ability to create new business models and trust issues handling in a more 

efficient way. It leads to wide research opportunities and business innovations. Blockchain based software 

solutions can be applied in a wide range of domains. This project presents a design in which blockchain 

technology is used in the healthcare system, in which the information regarding with medical analyses are 

shared between hospitals and research organizations dependent on access arrangements characterized by the 

patients. To secure secret information, the task includes the utilization of two kinds of chains: a private one, the 

sidechain, which keeps data about genuine ID of the patients, and a public one, the mainchain, which stores 

data about patients' wellbeing information set apart with a brief ID. The undertaking manages the clinic branch 

and patients' administration. Since dispersed processing passes on supportive, on-demand induction to shared 

pools of data, applications and gear over the web, it gives boundless structure to store and execute getting data 

and program. The project applies blockchain technology which is a decentralized network, and 3DES methods 
where the entire database of health care management is being handled by many users. All the records are 

hashed as entries as blocks and introduced into the blockchain so that the proof of contract is available for all 

the past and current transactions. The entire transactions are said to be valid using the above blockchain 

concept. 
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I. INTRODUCTION 

Distributed computing is extremely 

popular. "It's become the expression of the 

day," says Gartner senior expert Ben Pring, 
repeating a large number of his companions. 

The issue is that (similarly as with Web 2.0) 

everybody appears to have an alternate 
definition. "The cloud" is a natural platitude s a 

similitude for the Internet, yet when joined with 

"processing," the importance gets greater and 

fuzzier. A few experts and sellers characterize 
distributed computing barely as a refreshed 

variant of utility figuring: fundamentally virtual 

workers accessible over the Internet. Others go 
expansive, contending anything you burn-

through external the firewall is "in the cloud," 

including customary outsourcing. Cloud 
registering comes into concentrate just when 

you consider what IT in every case need: an 

approach to expand limit or add abilities on the 

fly without putting resources into new 

framework, preparing new staff, or authorizing 

new programming. It incorporates any 
enrollment based or pay-per-use organization 

that, ceaselessly over the Internet, grows Its 

present limits. At a beginning phase, distributed 
computing is with a diverse team of suppliers 

huge and little conveying a huge number of 

cloud-based administrations, from all out 

applications to capacity administrations to spam 
sifting. In fact, utility-style establishment 

providers are significant for the mix, be that as 

it may so are SaaS (programming as an expert 
association, for instance, Salesforce.com. These 

days, the most part, IT should plug into cloud-

based administrations separately, however 
distributed computing aggregators and 

integrators are now arising. Data World talked 
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abput many sellers, experts, and IT clients to 

coax out the different segments in distributed 

computing 
 

1.1 SAAS 

SAAS the kind of distributed computing 

conveys a solitary application through the program 

to a huge number of clients utilizing a multitenant 

design. On the client side, it implies no forthright 

interest in workers or programming authorizing. On 
the supplier side, with only one application to keep 

up, costs are low contrasted with traditional 

facilitating. Salesforce.com is by a long shot the 

most popular model among big business 

applications, however SaaS is additionally normal 

for HR applications and has even stirred its way up 

the natural way of life to ERP, with players, for 

example, Workday. 
 

1.3 UTILITY COMPUTING   
Distributed computing is getting new life 

from Amazon.com, Sun, IBM, and other people who 

currently offer stockpiling and virtual workers that 

IT can access on interest. Early undertaking adopters 
basically utilize utility registering for supplemental, 

non-crucial necessities, however one day, they may 

supplant portions of the datacenter. Different 

suppliers offer arrangements that assist IT with 

making virtual datacenters from item workers, for 

example, 3Tera's AppLogic and Cohesive Flexible 

Technologies' Elastic Server on Demand. Fluid 

Computing's LiquidQ offers comparable abilities, 

empowering IT to fasten together memory, I/O, 

stockpiling, and computational limit as a virtualized 

asset pool accessible over the organization. 

 

1.4 WEB SERVICES IN THE CLOUD 

Web specialist organizations offer APIs 

that empower engineers to abuse usefulness over the 

Internet, as opposed to conveying all out 

applications. They range from providers offering 

discrete business organizations -, for instance, Strike 

Iron and Xignite - to the full extent of APIs offered 

by Google Maps, ADP money taking care of, the 

U.S. Postal Service, Bloomberg, and even traditional 

charge card handling administrations.  

 

1.5 PLATFORM AS A SERVICE 

This type of distributed computing is another 

type of SAAS conveys improvement conditions as 

an administration. You assemble your own 

applications that sudden spike in demand for the 

supplier's framework and are conveyed to your 

clients through the Internet from the supplier's 

workers. Like Legos, these administrations are 

obliged by the seller's plan and capacities, so you 

don't get total opportunity, however you do get 

consistency and pre-coordination. Great 

representations incorporate Salesforce.com's 

Force.com, Coghead and the new Google App 

Engine. For very lightweight turn of events, cloud-

based mashup stages proliferate, for example, Yahoo 

Pipes or Dapper.net. 

 

1.6 MSP (MANAGED SERVICE PROVIDERS) 

This oversaw administration is 

fundamentally an application presented to IT instead 

of to end-clients which is probably the most 

seasoned type of distributed computing, for example, 

an infection filtering administration for email or an 

application checking administration (which 

Mercury, among others, gives). Overseen security 

administrations conveyed by SecureWorks, IBM, 

and Verizon fall into this class, as do such cloud-

based enemy of spam benefits as Postini, as of late 
procured by Google. Different contributions 

incorporate work area the board administrations, for 

example, those offered by Center Beam or Ever 

dream. PHRs can contain an assorted scope of 

information, including yet not restricted to:  

        •imaging reports (for example X-beam) 

•laboratory test results 

       •medications and dosing 

       •allergies and antagonistic medication    

•chronic infections 

•family history 

       •illnesses and hospitalizations 
      •prescription record 

      •surgeries and different methodology 

 

The undertaking manages the medical clinic 

branch and patients the board. Since distributed 

computing conveys helpful, on-request admittance to 

shared pools of information, applications and 

equipment over the web, it gives limitless foundation 

to store and execute persistent information and 

program. 

 

II. LITERATURE SURVEY 
A SECURE AND SCALABLE DATA SOURCE 

FOR EMERGENCY HOSPITAL MEDICAL 

CARE USING BLOCKCHAIN TECHNOLOGY 

Secure document moves techniques/apparatuses and 

blockchain innovation as an answer for record 

understanding Emergency applicable clinical 

information as patient stroll through from one 

center/clinical office to another, making a nonstop 
impression of patient as a safe and adaptable 

information source. In this way, rescue vehicle 

teams can access and utilize it to give excellent pre-

clinic care. All worries of clinical record sharing and 

getting to like validation, protection, security, 
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versatility and discernibility, classification has been 

considered in this methodology. 

 

INTEROPERABLE HEALTHCARE USING 

ZERO-KNOWLEDGE PROOFS AND PROXY 

RE-ENCRYPTION 

Blockchain structure for dealing with 

patients' Electronic Health Records (EHRs) access 
control and assets with regards to India's National 

medical services plot. We present a straightforward 

protection guarantee measure for medical services 

suppliers and an auditable path of EHR access 

utilizing brilliant agreements. We utilize a brilliant 

card approach permitting beneficiaries to confirm 

their personality utilizing zero-information 

evidences and representative admittance to support 

the suppliers by means of intermediary re-

encryption.  

 

ENHANCING SHARED ELECTRONIC 

RECORD INTEROPERABILITY AND 

INTEGRITY 
BiiMED: a Blockchain structure for 

Enhancing Data Interoperability and Integrity with 

respect to EHR-sharing. The proposed arrangements 

incorporate an entrance the board framework 

permitting the trading of EHRs between various 

clinical suppliers and a decentralized (TTPA) for 

guaranteeing information trustworthiness. This work 

builds up an establishment for additional 

examination on powerful information 
interoperability and uprightness verification in a 

completely decentralized climate.  

 

PATIENT-CENTRIC EMR EXCHANGE IN 

HEALTHCARE SYSTEMS USING 

BLOCKCHAIN TECHNOLOGY 

In PACEX, we build up a simple to-utilize 

persistent application that connects with various 

emergency clinic frameworks and handles EMR 

trades with respectability. We built up a proof of 

idea usage of PACEX utilizing Ethereum 
Blockchain and Smart Contracts to accomplish 

access control and keep a past filled with record 

trades among various partners. 

 

INTER-PLANETARY FILE SYSTEM 

ENABLED BLOCKCHAIN SOLUTION FOR 

SECURING HEALTHCARE RECORDS IN 

HOSPITAL 

A blockchain engineering has been planned 

and talked about for secure and simple sharing of 

patient's Personal Health Report (PHR) among the 

diff erent players of wellbeing association. Further, 
Inter-Planetary File System (IPFS) has additionally 

utilized in the proposed blockchain design for 

quicker recovery of PHR's. We exhibit the qualities 

of our proposed model, its client driven 

concentration and furthermore the test results. 

 

A BLOCKCHAIN-BASED MEDICAL DATA 

SHARING AND PROTECTION SCHEME 

METHODS 

It permits patients who get similar 

indications to direct shared confirmation and make a 
meeting key for their future correspondence about 

the sickness. The proposed plot is actualized by 

utilizing PBC and OpenSSL libraries. At last, the 

security and execution assessment of the proposed 

plot is given. 

 

III.PROBLEM STATEMENT 
It maintains all branch patients’ information 

in hospitals storage space. More number of IT 
professionals are required to keep availability of data 

at all time. High number of hardware assets process 

and their management method contain cost is also 

more. The drawbacks of existing system. It 

eliminates the risk in unavailability of one branch 

information in another branch. The existing system 

is using an approach such that with the cloud storage 

space, the hardware and software maintenance risk is 

reduced. Requires more personnel to maintain the 

hardware and software. It does not provide an 

innovative model of health care IT system based on 
privacy preserving. It does not make users 

recognized as owners of their own data and have full 

control over it. It does not make the users apply 

various security policies, such as sharing data with 

specific clinics or institutions and contribute 

anonymously to certain statistics. Consolidation of 

data for inter-branch patient visit information is 

tedious. 

 

IV. PROPOSED METHOD 
The proposed system maintains records in 

the web site database with blockchain technology 

applied into them.  Here all database or digital 

events is executed and shared among participating 

parties. Each transaction in the public ledger is 

verified by consensus mechanism of a majority of 

the participants in the system.  

Once entered, information could never be 

erased. It does contain a certain and verifiable record 

of every single transaction ever made. The items 

history of transactions such as which patient is 
attended by which doctors, what are the 

prescriptions given to them and receipt made by 

patients can be tracked. Here, two types of 

transactions are kept in a main blockchain: storage 

transaction and policy transaction. In this process 

Storage transactions are created to the interaction 

between a patient and a medical institution. After the 

patient gives her/his assent, data about her/his 
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clinical examination is distributed in the mainchain, 

and the investigation is put away in the center's 

inward information base. Within this mainchain it 

where saved only a reference (pointer) to the 

patient’s health data, whereas the data is kept 

securely in dedicated storage infrastructure, and it 

was heavily ensured by sufficient security 

instruments, both regarding access control and 
irregularity location. Each mainchain exchange 

contains an interesting brief ID that can prudently 

recognize the patient. The sidechain is distributed 

and maintained only trusted nodes about the patient 

details. To protect personal information, untrusted 

nodes are do not have access to this ledger in the 

management. 

 
V. CONCLUSION 

Nowadays it maintains almost all the 

system objectives that have been planned at the 

commencement of the software development have 

been net with and the implementation process of the 
project is completed. A trial-based system has been 

made and is giving good results compare to other 

method the procedures for processing is simple and 

regular order way. The way toward planning plans 

been passed up a great opportunity which may be 

considered for additional adjustment of the 

application. For maintain trusted and untrusted node 

we create side chain and main chain method in this 

project. The venture viably stores and recovers the 

records from the cloud space information base 

worker. The records are encoded and decoded at 

whatever point vital with the goal that they are 
secure. In future application if developed as web 

services, then many applications can make use of the 

patient records. The next process details can be sent 

as SMS to patients. The web site and database 

process can be hosted in real cloud place during the 

implementation it is in public way. 
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