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ABSTRACT

Actually the full network level privacy is categorized into four sub parts: ldentity privacy, route privacy,
location privacy and data privacy, we need to provide privacy in the four categories. Achieving complete
network level privacy is a cumbersome task due to the constraints imposed by the sensor nodes, sensor networks
and Quality of issues.

In this paper,mainlyconcentratedonthedataprivacyforWSNs. Therefore | proposed encryption and
randomnumber generation techniquesto provide efficient data privacyforWSNs.Forthatl am using the RSA
algorithm which addresses those techniques. ThroughthisRSAalgorithmwecanprovideeffectivecomputation cost
that is required to perform encryption and random number generation.
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dreceiver and a satellite parabola dish[3].

l. INTRODUCTION In the following sections first the WSN

From the definition of [6], Wireless
Sensor Networks (WSN) are devices that are
composed of large number of small sensor nodes
and each sensor node consists a simple processing
unit (CPU), a memory unit for storage purpose, and
sensing and
communicationcapabilities. TheseWSNsworkonthe
principle of Ad-Hoc networks. Each node is a
transceiver .It means it can receive and transmit
data.
Therearewidelyspreadingapplicationsof WSNsinsev
eralareas especially in sensitiveareas.

*  Someare“Disasterreliefapplications”[6]inwhic
htheWSN is employed with thermal sensors,
measuring th average
temperature.Forexampleinaforest,automaticall
yalarming the fire department if the
temperatures get toohigh.

» Another field where WSNs could be applied is
in  military applications ,they could
measuresomeimportantinformation  for  the
army. In this case it is obvious that a certain
level of security is required; therefore there is a
need for encryption algorithms.

* Andthereareseveralotherapplicationfieldslikehe
althcare,habitat-monitoring etc.

The need for encryption is always present,
especially after the incident in which US Army
surveillance airplanes, Predator MQ-1’s, were not
using any encryption algorithms for their
surveillance video data [3]. The videos and images
of territories under surveillance were monitored by
Iraqi militants as well,by
justusingasharewarewindowsapplication,satellitecar

requirements will be explained, and then the related
work, network model and then the encryption
method will be discussed.

The below fig. shows a model of wireless sensor

network.

« In that the small squares shows the sensor
nodes through which the information is
passsed. It means these
smallunitscontainsenergy,memory,andComput
ationpower.hebigbrowncircleshowsthegateway
sensornode.ltmeans it is like a base station for
the smallunits.
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Fig. 1:

A.  WSNRequirements

Depending on the applications WSNs
have different types of requirements. Mainly it is
important  that all sensor nodes work
properlyanditisgoodiftheirlifetimeisidenticalformos
tofthe sensor nodes. Why because WSNs are
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usually battery powered
applications,sothatthelifetimeofaWSNisimportant. T
herefore the algorithms which run on them must be
optimized andtested. These algorithms run on tiny
Micro controlling devices (MCU)
whicharelimitedinprocessingandstoragespace.Since
thegoal of a WSN is to make that all sensor nodes
workproperly.

B. Problems andlssues

A main issue with all wireless devices is
their battery power consumption; the more data are
being transmitted, the larger the battery
consumption is. One way to attack this problem is
to
reducethebittransmission.TheBittransmissioncanber
educedbyaggregatingsensordata. Thisapproachtothe
problemcannot be applied in all WSNs, but it can
be applied where theaverage,
variance,maxormintemperature,humidityorsomeoth
ersensing property is of vital importance for
theWSN. Therearenumberofprivacyschemessuchas|
1,9,1115]havebeenproposedforWSNs. Theexistedpr
ivacyschemesespecially[1]mainlyfocusedonthealgo
rithmsrelatedtoidentity,routeandlocation  of the
sensor nodes.  Although the privacy
schemesof[1]discussedaboutthedataprivacyscheme
butnotsuggestedany  algorithm  for  providing
efficient data privacy
forWSNs.Sonowinthislamproposinganalgorithmfor
providingefficient data privacy for WSNs. My
contribution lies in the following: RSA algorithm
for encryption and random numbergeneration.

1. RELATED WORK

A. Privacy Schemes

There are number of privacy schemes [1, 9-15] are

proposed for

WSNs. They are:

»  Phantom routing scheme and Phantom single-
path routing scheme for WSNSs, which helps to
prevent the location of a source from
theattacker.

+ Simple Anonymity Scheme (SAS) and
Cryptographic Anonymity Scheme (CAS) for
establishing anonymity in clusteredWSNSs.

+  GreedyRandomWalk(GROW)schemetoprotectth
elocationof the source node.

B. Adversary Model

We assumed that an adversary can perform passive
attacks why because such attacks help to conceal
the adversary’s presencein the network.

If the adversary is also capable of performing
active attacks like fabrication and packet drop

attacks. We also assumed that the adversary is both

device-rich and resource-rich [4].

These characteristics are defined below.

+  CyclicEntrapmentMethod(CEM)tominimizeth
echanceof < an adversary in finding out the
location of the sourcenode.

Butnoneoftheaboveschemesprovidingfullnetworklev
elprivacy

as collectively or separately. The first solution for

providing full network level privacy [1] for

WirelessSensor Networks:

* ldentityy, Route and Location (IRL)
privacyalgorithm.

* Reliable Identity, Route and Location (r-
IRL)privacyalgorithm.

« A data privacymechanism.

Device-
rich:theadversaryisfullyequippedwithdevices.F
orexampledeviceslikeantennaandspectrumanal
yzer.Sothat the adversary can measure the
angle of arrival of thepacket and received
signalstrength.

Resource-rich:theadversaryhas no resource

constraint in

computationpower,memoryorenergy.ltisalsoassume
dthat theadversary has basic domain knowledge
like the rangeof
identitiesassignedtothesensornodes,thepublickeyoft
he
basestationandinformationaboutthecipheralgorithm
suse

The data privacy mechanism that is mentioned in

the above [1]is the source for this paper.

1. NETWORK AND
ADVERSARYMODEL

A. Network Model

«  Wireless Sensor Networks (WSN) are
composed of large number of small sensor
nodes which consists of limited resources and
densely deployed in an environment.

«  Whenever the users require information about
any event related to some object(s), they send a
query to the sensor network via the
basestation.

«  Thenthebasestationpropagatesthatquerytotheen
tirenetwork or to a specific region of the
network.

+ Then sensor nodes send back required
information related to that query to the
basestation.

«  Atypicalwirelesssensornetworkscenarioisshow
ninFigure
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Fig. 2: Wireless Network
2. inthenetwork.However,adversaryhasnoknowledgewhich identity is physically associated with whichnode.

V. PROPOSED SCHEME

As mentioned in the introduction,
encryption plays a major role in all today’s
communication systems, especially in military or
WSNs applications. The proposed scheme is for
providing data privacy for WSNs i.e. encryption of

data using some algorithm.
InthispaperRSAalgorithmwasusedtoprovideencrypt
ion.For better performance random number

generation is also used in that algorithm.

A. Data PrivacyMechanism
Thepayloadcontainstheidentityofthesourcenode(IDs
)andtheactualdata(d). Identityisencryptedwiththepub
lickey(ke+bs)of
thebasestationanddataisencryptedwiththesecretkey(
kp,bs) shared between the sender node and the BS.
Both are appended with the payload as
shownbelow:payload = [En(IDs, ke+bs),En(d,
kp,bs)]
If we assume that the adversary knows the range of
identities assigned to the sensor nodes, public key
of the base station and information about cipher
algorithm used in the network, an adversary can
then successfully obtain the identity of the source
byperformingsimplebrute-
forcesearchattackbycomparingthe pattern of
encrypted identity with a known range of identities.
Thereforeinordertoprovideprotectionagainstbrute-
forcesearchattack,weappendarandomnumber(Rn)(e
quivalenttothesizeofidentity)withtheidentityofanode
andthenperformencryption. Now the
payloadis:payload = [En(IDs||Rn, ke+bs),En(d,
kp,bs)]
+  Encryptionofdata:Encryptingdataisawayofenca
psulatingtheinformationandprotectingitfromtheo
utsideworld,inthat
sensethatnobodyshouldbeabletoknowwnhatinfor
mationis
* Intheabovefigurethelinksbetweenthesensornod
es,basestation and end user are bidirectional.
«  Alsosensornodeskeepspacketsinitscacheuntilth

esenderreceives an Acknowledgment (ACK).It
means they use IEEE +802.11 standard link
layer protocol.

«  Whenever a receiver node successfully
receives thepacketit will send back an ACK
packet to the sender.

« If the sender node does not receive an ACK
packet during pre defined threshold time, then
the
sendernodewillretransmitthatpacket.insidethep
acketbesidethedevice/personwhoshouldreceive
it. The author goal was to achieve an end-to-
endencryption between the nodes and thesink.

End-to-end encryption: In end-to-end
encryption no node should be capable of knowing
or being able to extract the
informationfromthereceivedpacketsbesidethesink.U
sing this approach it is possible to guarantee that it
will be more

difficultforaneavesdroppertogainaccesstothedata. A

nother way of addressing the encryption problem

would be to use a global encryption key or only
keys between neighbouring
nodes,butinthatcasetheend-to-
endencryptionislost.For
thefirstapproach,havingoneglobalkey,aneavesdropp
er

couldgainaccesstoallinformationbyjusthackingonen
ode and determining the global key.

B. Suggested EncryptionAlgorithm

1. KeyGeneration

In every next level of the k-ary tree, the
transmission bit-length for the node in that level
grows exponentially. In other words, in a 3-ary
WSN tree of height 3,nodes in the third level
transmit their encrypted samples, nodesinthesecond
level transmittheir own read sample and the other
three sample values which they received from their
predecessors, without the header,
footerandGeneratetwolargerandomprimes,aandb,of
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approximately equal size suchthattheir
product p = ab is of the required bit

length, e.g. 1024 bits.

Compute p = ab and (phi) ¢ = (a-1) (b-1).delimiter.

VII. CONCLUSION AND FUTUREWORK

This paper mainly concentrates on providing data

privacy for

(iii) Choose an integer d, 1 <d < phi, such that
gcd(d, phi) =1.

(iv) Compute the secret exponent e, 1 < e < phi,
such that de = 1 (mod phi).

WSNs,the idea which was taken from the existing
system [1]. Sotheproposed systemis providing
privacyforWSNsbyusing the RSA algorithm. By
using the RSA providing encryptionand

Thepublickeyis(p,d)andtheprivatekey(e,a,b).Keepal

I

the values e, a, b and phi secret.

random number generation which supports efficient

data privacy for WSNs.This paper concludes that it

provides efficient data

(v) [Weprefersometimestowritetheprivatekeyas(p,
e)because you need the value of p when
usinge.]

. p is known as the modulus.

. disknownasthepublicexponentorencryptionex
ponentor just the exponent.e is known as the
secret exponent or decryptionexponent.

Encryption

Sender A does thefollowing:-

Obtains the recipient B’s public key (p, d).
Represents the plaintext message as a positive
integer m,1

<m<p.

»  Computes the ciphertext ¢ = md mod p.

»  Sends the ciphertext c toB.

LI V)

3. Decryption

Recipient B does the following:-

» Uses his private key (p, €) to compute m = ce
modp.

+ Extracts the plaintext from the message
representative m.

4. Digital Signing

Sender A does the following:-

+ Creates a message digest of the information to
besent.

* Represents this digest as an integer m between
1 and p-1.

»  Usesherprivatekey(p,e)tocomputethesignatures

me mod p.

+  Sends this signature s to the recipient,B.

5. Signatureverification

Recipient B does the following:-

«  UsessenderA’spublickey(p,d)tocomputeinteger
V=

sd mod p.

«  Extracts the message digest from thisinteger.

« Independentlycomputesthemessagedigestofthein
formation that has beensigned.

« If both message digests are identical, the
signature isvalid.

VI. RESULTS AND ANALYSIS

A. Theoretical Analysis

The no aggregation method just forwards
the packets received towardsthesink.Inthiscase, all
packets
areencrypted(itcouldbeanyencryptionalgorithmsche
measwellasahomomorphic,but the property of
aggregating data is not used) and beside thesink
none of the nodes knows what is inside the packet.
This method offers the best end-to-end privacy
option, however the waste of bandwidth is
obvious.privacy for WSNs.
The future work can be done in the way of
aggregating the data. Aggregating data is a way of
compressing the transmitted packet, in a sense that
the packet is comprised of onlynecessary
information [4].
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