
G. Ramachandran et al Int. Journal of Engineering Research and Applications             www.ijera.com 

ISSN : 2248-9622, Vol. 3, Issue 6, Nov-Dec 2013, pp.1826-1830 

 

 

www.ijera.com                                                                                                                            1826 | P a g e  

 

 

 

 

DFRFT Domain Digital Watermarking On Medical Images for 

Wireless Networks 
 

K. Jayaram M.E., MISTE
1
, G. Ramachandran M.Tech, MISTE

 2
, S. Kannan 

M.E MISTE
 3
,
 
L. Vasanth M.E MISTE

 4
, P.M Murali M.E MISTE

 5 

Assistant Professor, Electronics and Communication Engineering 
1
Madurai Institute of Engineering & Technology, Madurai. 

2,3,5
VMKV Engineering College, Salem. 

4
Tejaa Shakthi Institute of Technolgy, Coimbatore 

 

ABSTRACT 
The wireless networks have been increasingly used both inside hospitals and in patients homes to transmit 

medical information.  In general, wireless networks endure from decreased security.In this work, combining 

wireless transmission and digital watermarking technologies to better secure the transmission of medical images 

within and outside the hospital. This system is capable of enhancing the security during the transmission of 

medical images through a wireless channel, in two ways: initially by using the default IEEE 802.11 security, 

WEP and additionally by applying DFRFT domain digital watermarking  to the medical images before 

transmitting them through the wireless channel. The DFRFT digital watermarking provides two additional 

freedom like DFRFT powers and watermark location that results in the possibility to embed more number of 

watermark bits than watermarking domains. The DFRFT powers and watermark location can be used as secret 

keys for such type watermarking technique. The integration of the watermarking functionality in a wireless 

network not only allows for additional information to be embedded in the patient’s image, but also enables the 

receiving end to identify both whether the image has been tampered and whether the source of the image is an 

authenticated one. This system can enhance security during the transmission of medical images through a 

wireless channel. 

 

I. INTRODUCTION 
The medical world is no exception: an 

increasing number of medical applications rely on the 

treating physician and=or the patient using wireless 

means to deliver or acquire medical information. 

Wireless networks are the status quo in modern 

hospitals and have helped speed up procedures, 

deliver medical expertise, and manage time and space 

much more efficiently.1.Unfortunately, nothing good 

comes without a price: an increasing concern has 

been raised lately about the security of wireless 

networks.Both patients and physicians feel that since 

the range of the network is not fixed, anyone outside 

the hospital’s grounds can gain access to the network 

and tamper with the data sent. Understandably, this is 

a grim scenario because such an action may have a 

severe impact on the patients’ lives and their 

privacy.2The wireless networks industry suggested 

various ways of encrypting data sent in a wireless 

channel and also controlling the user access in that 

channel. These included Wired Equivalent Privacy 

(WEP),3 Wi-Fi Protected Access, use of RADIUS 

servers, and IPSec, with WEP being the simplest and 

most commonly used method of encryption.4 There 

are, however, increasingly publicized concerns about 

the effectiveness of the above-mentioned algorithms 

and especially that of WEP, the industry’s default 

wireless security standard.5 Exploiting vulnerabilities  

 

 

in the implementation of the security algorithms or 

even performing brute force attacks can lead to an 

intruder taking control of the channel and 

compromising security. In addition, wireless networks 

present a number of drawbacks,such as quality of 

service as compared with other means of electronic 

communication (namely, utilizing the fixed 

infrastructure), increased packet loss, increased 

latency, and jitter. Nevertheless, it is not the purpose 

of this article to go into depth regarding these issues, 

as they have been analyzed in other network-oriented 

and non-healthcare oriented publications. In this 

context, there is a critical need to resort to 

complementary measures to effectively address 

increasing security threats in the healthcare sector. 

Digital watermarking is a promising research area that 

can be exploited toward this direction. Among its 

numerous applications, ranging from copyright 

protection to integrity control,its value-added role in 

healthcare systems only recently started to be 

realized.6–8 Digital watermarking involves insertion 

of additional information directly into the data; from a 

healthcare perspective, this attribute can be explored 

by means of inserting (1) patient’s sensitive 

information into his=her examination data for 

increased security, (2) physician’s and=or medical 

device identification number for authentication,(3) 
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keywords (e.g., patient’s unique identifier and 

examination or diagnostic codes) for efficient data 

indexing, archiving,and retrieval, and (4) control 

arrays for integrity check.9In this context, it would 

make sense to introduce an integrated system that 

would be able to combine the security strengths of 

digital watermarking with the ease of use of wireless 

networks in medical scenarios. Such a system should 

be easy to use by both medical personnel and patients, 

secure enough to transfer vital medical 

information,integratable into standard pieces of 

software, and expandable to accommodate future 

needs and developments.  

This article presents a compact and 

integrated system that helps to ensure the safe 

transmission and receipt of medical images in a 

hospital environment that is run under wireless links. 

This has been achieved by combining the current 

wireless networking security (WEP) with an 

additional level of security provided by digital 

watermarking. As far as the authors are aware of, the 

concept of using digital watermarking 

as a complementary security solution in this context is 

still in its infancy, and its implementation in an 

integrated WEP-based security system has not yet 

been realized.                                                                                                                              

 

II. METHODS 
The suggested system essentially comprises 

two different units that are eventually combined 

together: (1) the wireless network that is partially 

secured using WEP encryption, and (2) the digital 

watermarking module that provides an additional 

level of security by enabling the insertion of 

patient=examination-specific information directly 

into the image, as well as the verification of the 

integrity of the image itself. 

 

III. WIRELESS NETWORK 
A lightweight laptop, connected with a high-

quality camcorder, which in turn had the ability to 

connect to a variety of other medical equipment 

around the A&E area through their video-out 

connectors, was mounted on a light trolley, and by 

having been connected to the WLAN, it was 

considered a part of the hospital’s network.2For 

compatibility purposes, WEP, being the default 

802.11b=g encryption, was utilized. WEP supports 

48-, 64-, or 128-bit encryption key. Unfortunately, 

owing to the implementation of its security algorithm 

(RC4), the overall security is compromised: improper 

use of the initialization vectors leaks out information 

about the key regardless of its length. An attacker can 

calculate the key by gathering and analyzing a 

sufficient number of packets. Using an 128-bit key 

would only linearly extend the attacking period, 

which nowadays takes no longer than 15–30 min, 

according to the distance of the attacker from the 

AP.3 Using the above-mentioned trolley, the treating 

doctor could use any of the system’s input (camera, 

video-in, etc.) to capture high-quality medical images, 

and apply the watermarking sequence before the 

image is transmitted through the wireless channel. 

The image would normally be directly transmitted to 

another site—in most cases a site where a medical 

consultant resides. As proof of concept, the authors 

utilized the high-quality camcorder to capture the 

dermatological images, whereas the other modalities 

were retrieved from the laptop’s hard drive. 

Nevertheless, the same procedure was applicable for 

these modalities as well. 

 

IV. DIGITAL WATERMARKING 
The implemented digital watermarking 

module has a twofold role: on the one hand, it allows 

embedding of additional data regarding the patient, 

the examination, and the like, directly into the image; 

on the other hand, it enables verification of the image 

itself. As far as verification is concerned, the digital 

watermarking module generates an image-specific 

authentication code, which is embedded along with 

the additional patient’s personal and examination data 

into the image during the embedding procedure.This 

authentication code may include a secure hash value 

or alternatively a digital signature, as well as a time-

stamp, and is retrieved at the watermark extraction 

site for image verification. In addition, for security 

reasons, a secret key string is used during both 

watermark embedding and extraction, to allow for the 

retrieval of the embedded information by authorized 

users only. During the customization of the 

watermarking module for the tests described in this 

article, the graphical user interface (GUI) was set to 

enable embedding of the following sequence of data 

in each image: (1) patient’s first and last name, 

father’s name, date of birth, and residence (street, 

municipality, city, and country), (2) image modality, 

(3) image time-stamp, (4) institute=clinic, and (5) 

general comments. The GUI was utilized to embed 

the four different character sequences (160, 480, 960, 

and 2,000 characters) in sets of images of six different 

modalities, comprising computed tomography (CT), 

magnetic resonance angiography (MRA), magnetic 

resonance imaging (MRI), dermatological, 

radiological, and ultrasound images.  

After the transmission of the watermarked 

image and its reception at the consultant’s site, the 

consultant utilizes the same GUI and inserts the secret 

key string to extract both the data and the 

authentication code for image verification. 
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Fig-Combining Wired Equivalent Privacy (WEP) 

encryption with digital watermarking to enhance 

security in wireless medical image transmission. 

 

Each Digital watermarking is a technology 

of protecting multimedia contents from intellectual 

piracy. It is achieved by embedding some 

information, called watermark, into original host 

media with minimum perceptual degradation. The 

watermark is detected or extracted to prove the 

ownership of multimedia content when an ownership 

dispute occurs.A watermarking algorithm is 

implemented for gray-scale images using 2D-DFRFT. 

A normal distributed random sequence is used as a 

watermark. This watermark is used to modify the 

DFRFT coefficients of an image for various locations 

and various length of watermark. . Then the inverse 

DFRFT is applied to give the watermarked image. 

The detection of watermark is performed through 

same transform operation. Then we compute the 

detection value from the DFRFT coefficients of 

watermarked image. We also find threshold value 

from some randomly generated sequences. Then 

comparison between the detection value and the 

threshold value is performed. It is decided that a 

watermark has been detected if the detection value is 

larger than the threshold value. There is a criterion 

given in [3] that a watermark has been detected if the 

detection value i.e. computed value of d is larger than 

a threshold, which is set to E [d]/2. 

 

V. OVERVIEW OF DFRFT 
The Fractional Fourier transform (FRFT) is 

the generalized form of the classical Fourier 

transform (FT). The FRFT is a powerful and potential 

tool for time-varying and non-stationary signal 

processing [4-6]. The FT corresponds to a rotation in 

the time-frequency plane over an angle equal to α = 

π/2. But, the FRFT corresponds to a rotation over 

some arbitrary angle i.e. α = pπ/2. The pth order 

FRFT of a signal f (x) is defined as  

 

where, Kp (x, u) is the kernel function of the FRFT, 

and is given 

as:

 
where p is the FRFT order or power, α is the FRFT 

rotation angle. The relationship between p and α is 

given as α = pπ/2. The inverse of an FRFT with an 

order p is the FRFT with order p.  

 
 

VI. WATERMARK EMBEDDING 
Digital image watermarking in DFRFT 

domain was also attempted earlier in [3]. In our 

digital image watermarking technique, first the 

DFRFT of the host image is computed. Then the 

DFRFT coefficients are sorted according to their 

magnitude in ascending order and the sorted array is 

denoted as Zi=Xi+jYi. Then the watermark is 

embedded into the DFRFT coefficients Zi, i =L+1, … 

, L+M. The watermark itself is a normal distributed 

random sequence of M complex numbers.  

 

Embedding of watermark modifies the sorted vector 

Zi  as: 

 
Then the modified array Ziw is rearranged in 

the original 2D array and the watermarked image is 

obtained by computing the inverse DFRFT. 

 

VII. WATERMARK DETECTION 
Watermarked image is first transformed by 

using DFRFT with same powers, and DFRFT 

coefficients are put in the same order as was used for 

embedding. Next the detection value (d) from the 

DFRFT coefficients of the watermarked image is 

computed as: 

 
The expected value of d is given as 

 
The presence or absence of the watermark is 

decided based on the decision whether the computed 

value of d is greater/smaller than threshold, which is 

set to E[d]/2 [3]. This seems reasonable since an 

image without a watermark has E [d] =0. The value d 
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for the correct watermark should stand out above this 

average. Here stand out can be defined as being larger 

than τ= μ+ 4σ. 

 

VIII. RESULTS AND DISCUSSION 
Parameters used in watermark embedding 

and detection are DFRFT powers (p), watermark 

location (L), watermark length (M), and watermark 

variance (σ2). Parameters used for performance 

measurement of this algorithm are PSNR and 

imperceptibility.  

 

PSNR: PSNR is used to measure the objective quality 

of watermarked images. It is defined as 

 

 
 

Where MSE is the mean square error of watermarked 

image with host image. MSE is defined as 

 

 
Especially in the case of medical images 

being subjected to watermarking, it must be ensured 

that the watermarking process does not induce any 

degradation to them that would result in loss of 

diagnostic information and thus in the risk of 

misdiagnosis. Therefore, apart from addressing the 

issue of image quality evaluation based on the above-

mentioned quality metrics, the watermarked images 

need to be evaluated by physicians as well. In the 

context of the work presented in this article, a blind 

review process took place; namely, two radiologists 

were provided with both the original and the 

watermarked images, without knowing which of them 

were the original ones, and were asked to evaluate 

their diagnostic information.The radiologists viewed 

the images in two ways before proceeding with their 

evaluation: for each medical modality test set, they 

first viewed the corresponding images, that is, the 

original images and the ones conveying watermarks 

of different sizes, individually, sequentially, and in a 

random order; then, they viewed them side by 

side on flat-panel, 20-inch LCD monitors, with a 

resolution equal to 1,600 · 1,200. They were asked to 

report whether they were able to notice any difference 

among them, which would mean different diagnostic 

findings, or whether they would extract the same 

diagnosis regardless of the image that it would be 

based on. Given that the radiologists did not know 

which the original images were, they overcame the 

possibility of biased evaluation. 

 
(a) Original computed tomography test image. 

(b) Watermarked computed tomography test image. 

 

 
 

IX. DISCUSSION 
Regarding the wireless transmission, the 

proposed integrated system presented reasonable 

stability and its performance was comparable to that 

of a wired network. This system is capable of 

enhancing the security during the transmission of 

medical images through a wireless channel, in two 

ways: initially by using the default IEEE 802.11 

security, WEP, and additionally by watermarking the 

medical images before transmitting them through the 

wireless channel. The integration of the watermarking 

functionality in a wireless network not only allows for 

additional information to be embedded in the patient’s 

image, but also enables the receiving end to identify 

both whether the image has been tampered and 

whether the source of the image is an authenticated 

one. The proposed system is modular and easy to use: 

a GUI interface accepts two inputs, that is, image and 

data, and incorporates them into the wireless stream. 

The results of the tests showed the efficiency of the 

system in terms of both performance and image 
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quality preservation. Future work involves large-scale 

tests of the proposed approach, using bigger and more 

representative data sets of different medical 

modalities commonly used in clinical practice. 

Further, more extended blind studies should take 

place regarding the radiologists’ ability to reach an 

accurate diagnosis regardless of the watermarking 

process, before such an approach could be adopted in 

a clinical environment.  
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