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Abstract:

Networks are protected using firewalls but when
wireless networks are being used, the information in the
network leaks like a sieve and information passes right
over the firewall in both the directions. Hence these
firewalls are not sufficient and effective in wireless
networks. And even many intrusion detection systems are
used in mobile ad-hoc networks like a).Signature-based
IDS which is incapable of detecting novel threats and b).
Anomaly detection scheme which can detect novel attacks
but require much overhead , requires more processing
capacity, and minor changes in the networks cannot be
determined hence generate false positives. These IDS focus
on either routing protocols or its efficiency, but it fails to
address the security issues. Hence the ultimate goal of the
security solutions for wireless networks is to provide
security services, such as authentication, confidentiality,
integrity, anonymity, and availability, to mobile users. This
paper incorporates agents and data mining techniques to
prevent anomaly intrusion in mobile adhoc networks.
Home agents present in each system collects the data from
its own system and using data mining techniques to
observe the local anomalies. The Mobile agents
monitoring neighboring nodes and collect the information
from neighboring home agents to determine the
correlation among the observed anomalous patterns
before it will send the data. This system was able to stop
all of successful attacks in an adhoc networks and reduce
false alarm positives.
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I. Introduction:

Intrusion detection is an important part of security
related to computers. It is used to detect attacks and other
security violations that are not prevented by other security
mechanisms. A mobile ad-hoc network is basically the
collection of wireless mobile hosts forming a dynamic
networks infrastructure in absence of centralized
monitoring system [26]. These are also called as
MANETS. The mobility nature of MANTES leads to
many issues, one of the biggest issues is the security in
network due to lack of centralized monitoring system. It is
very important to protect these kinds of networks. But the
traditional way of protecting wired and wireless networks

using firewalls has proven no longer sufficient to protect
MANETS [7]. This is because of Potentially Unwanted
Programs (PUPs): PUP is the collective term given to
programs whose presence poses a serious security and
privacy threat to users. This includes malware, spyware,
adware and other myriad programs. The commercial
incentives of these programs are lucrative enough for this
'industry’ to thrive, and according to some projections, are
expected to rise at exponential rates in the future. The
success of any spyware on a system is determined by its
ability to evade detection. Towards this goal, early
spyware had the advantage of user ignorance and lack of
security mechanisms or tools to detect and remove them.
Since then, various anti-spyware mechanisms like toolbars,
various detection and removal tools, etc., have been
developed. These defense solutions employ either
signature based or anomaly detection (flow based)
philosophies. Even though signature based systems have
the advantage of detecting known spyware programs with
a high degree of accuracy, they are incapable of detecting
novel threats. Anomaly detection schemes, on the other
hand, are capable of detecting new threats with reasonable
accuracy. They operate on the premise that any behavior
observed in a system that deviates from the 'normal’
behavior is indicative of the presence of unauthorized
actions.

Given the history of spyware creation and
operation, it is quite likely that the next update of spyware
will attempt to bypass this mechanism too. The work in
this paper presents a methodology whereby simple
mechanisms like honey token generation can be detected
by a new class of spyware called SpyZen.

Il. Related Works:

Traditional security mechanism such as intrusion
detection system, firewall and encryption methods are not
sufficient to provide security in an adhoc networks.
Countering threats to an organization's wireless adhoc
network is an important area of research. Intrusion
detection means identifying any set of actions that attempt
to compromise the integrity, confidentiality or availability
of resource [3]. Many techniques have been discussed to
prevent attacks in an wireless adhoc networks as follows.
Ricardo Puttini et al [16], propose design and development
of the IDS are considered in 3 main stages. A parametrical
mixture model is used for behavior modeling from
reference data. The associated Bayesian classification
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leads to the detection algorithm [15]. MIB variables are
used to provide IDS needed information. Experiments of
DoS and scanner attacks validating the model are
presented as well. Jodo B. D. Cabrera Et al [17], provides
the solution of intrusion detection in Mobile Ad-Hoc
Networks (MANETS), utilizing ensemble methods. A
three-level hierarchical system for data collection,
processing and transmission is described. Local IDS
(intrusion detection systems) are attached to each node of
the MANET, collecting raw data of network operation, and
computing a local anomaly index measuring the mismatch
between the current node operation and a baseline of
normal operation. The complete suite of algorithms was
implemented and tested, under two types of MANET
routing protocols and two types of attacks against the
routing infrastructure. Yongguang Zhang et al [18],
propose new intrusion detection and response mechanisms
are developing for wireless ad- hoc networks. The wireless
ad-hoc network is particularly vulnerable due to its
features of open medium, dynamic changing topology,
cooperative algorithms, lack of centralized monitoring and
management point, and lack of a clear line of defense.
Many of the intrusion detection techniques developed on a
fixed wired network are not applicable in this new
environment. Farroq et al [19] propose the signature
detection technique and investigate the ability of various
routing protocols to facilitate intrusion detection when the
attack signatures are completely known. We show that
reactive ad-hoc routing protocols suffer from a serious
problem due to which it might be difficult to detect
intrusions even in the absence of mobility. Mobility makes
the problem of detecting intruders harder.

Vijay Bhuse et al [10], propose lightweight
methods to detect anomaly intrusions in wireless sensor
networks (WSNSs). The main idea is to reuse the already
available system information that is generated at various
layers of a network stack. This is the different approach for
anomaly intrusion detection in WSNs. Hongmei Deng et al
[21], proposes the underlying distributed and cooperative
nature of wireless ad hoc networks and adds one more
dimension of cooperation to the intrusion detection
process. That is, the anomaly detection is performed in a
cooperative way involving the participation of multiple
mobile nodes. Unlike traditional signature-based misuse
detection approaches, the proposed scheme detects various
types of intrusions/attacks based on the model learned only
from normal network behaviors. Without the requirements
of pre-labeled attack data, the approach eliminates the
time-consuming labeling process and the impacts of
imbalanced dataset.

Bo Sun et al [22], propose we first introduce two
different approaches, a Markov chain-based approach and
a Hotelling's T2 test based approach, to construct local
IDSs for MANETS. Then demonstrate that nodes' moving
speed, a commonly used parameter in tuning IDS
performances, is not an effective metric to tune IDS
performances under different mobility models. To solve
this problem, author further propose an adaptive scheme,
in which suitable normal profiles and corresponding proper
thresholds can be selected adaptively by each local IDS

through periodically measuring its local link change rate, a
proposed unified performance metric.

Haiguang Chen et al [23], propose lightweight
anomaly intrusions detection. In the scheme, author
investigates different key features for WSNs and defines
some rules to building an efficient, accurate and effective
Intrusion Detection Systems (IDSs). We also propose a
moving window function method to gather the current
activity data. The scheme fits the demands and restrictions
of WSNs. The scheme does not need any cooperation
among monitor nodes. Simulation results show that the
proposed IDSs are efficient and accurate in detecting
different kinds of attacks.

Gabriela F. Cretu et al [24], propose the use of
model exchange as a device moves between different
networks as a means to minimize computation and traffic
utilization. Any node should be able to obtain peers’
model(s) and evaluate it against its own model of “normal”
behavior.

Yu Liu et al [25], propose game theoretic
framework to analyze the interactions between pairs of
attacking/defending nodes using a Bayesian formulation.
We study the achievable Nash equilibrium for the
attacker/defender game in both static and dynamic
scenarios. The dynamic Bayesian game is a more realistic
model, since it allows the defender to consistently update
his belief on his opponent's maliciousness as the game
evolves. A new Bayesian hybrid detection approach is
suggested for the defender, in which a lightweight
monitoring system is used to estimate his opponent's
actions, and a heavyweight monitoring system acts as a
last resort of defense.

Many authors proposed different techniques to
prevent attacks in wireless adhoc networks. they mainly
focused on signature based system, Anomaly detection
scheme and creating static honey tokens to detect the anti-
spyware. The signature based approach signature based
systems have the advantage of detecting known spyware
programs with a high degree of accuracy; they are
incapable of detecting novel threats

The Anomaly detection scheme is used to monitor
the system whether there is any deviation in the process. It
observed in a system that deviates from the 'normal’
behavior is indicative of the presence of unauthorized
actions. The new class of spy ware overcomes these
processes by hacking with the user process without any
deviation in the system[26].

I11. Our Approach

This paper incorporates new methodology such as
mining and agents to provide solutions against wireless
networks[26].0Our Proposal incorporates that, given the
history of spyware creation and operation; it is quite likely
that the next update of spyware will attempt to bypass this
mechanism too. The work in this paper presents a
methodology whereby simple mechanisms like honey
token generation can be detected by a new class of
spyware called SpyZen. The basic concept behind our
scheme is quite intuitive. SpyZen spyware operates in
three stages.
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The first stage is an 'install and observe' stage,
where spyware merely listens to the sequence of events, of
which certain portions are honey tokens.

In the second stage of analysis and inference,
spyware detects the honey token sequence. Using data
analysis algorithms like Associative Rule Mining
algorithm, spyware can infer the honey token generation.
The third stage is the actual operation stage, where
spyware operates only when the honey token sequence is
not detected. We then present a defense mechanism against
this new class of spyware, called SpyCon, which utilizes a
randomized honey token generation scheme.

Local
Agent Local Agent
Stream
Honey token
when user is
idle
» Network » NIDS
Real User
Activity v
User Raise Alert for
activity corrupted Data

Dataflow Diagram

Modules used in this work are as follows:
a. Host agent:

This is at the client side. Host connects to the
server through the proper port , once the connection is set
then the, Host request for a page, request is sent to the
server through the Spycon. If there is no syware detected
by the spycon then the requested is served by the server.

b. Creating SpyZen

In this module, spyware named as SpyZen is
created. This SpyZen avoids detection from the existing
systems like Signature based detection systems, Anomaly
based detection systems. SpyZen can also avoid detection
from static honey token detection systems.

c. Generating randomized honey token

In this module, randomized honey token are
generated. This randomized honey token is used to detect
our spyware named as SpyZen. Honey tokens are
generated in a random manner to help the SpyCon to
detect our new kind of spyware.

d. Creating SpyCon

In this module we design the anti spyware called
SpyCon. SpyCon is used to detect the new class of
spyware called as SpyZen. SpyCon detects the SpyZen
with the use of randomized honey token generation
technique.

V. Experimental Results
1. To illustrate the disadvantage of Signature based
IDS:

Our project is designed so that it illustrate the
disadvantages of traditional intrusion detection schemes
like Signature based and Anomaly based Intrusion
Detection.

In Signature-based IDS approach- Intrusion is determined
using the Static Honey Token hence novel spyware are no
detected.

As said earlier our project aims at designing new
Spyware called as Spyzen which is capable of defeating
current state of art of anti-spyware techniques. As this is a
novel Spyware it is obvious that it will not be detected by
Signature-based ids, hence host agent still assumes that no
one is hacking the information but the hacker is on the
other hand is easily reading the sensitive data.

2.Working of Spycon( A new approach to detect new
spyware-i.e., Spyzen in our project)

Spycon is the anti-spyware which is used to
detect new class of spyware called Spyzen. This spycon
unlike signature-based IDS which uses static honey tokens
to determine spyware, spycon uses randomized honey
token generation technique to determine novel spywares.

Once the spyware is determined by the spycon, it
is viewed by host agent easily. As soon as the host
encounters Spyzen, host shut downs itself and restart itself
once again by the time anti-spyware (spycon) removes the
spyware (Spyzen). Now host can easily communicate the
server this time intruder will not be able to view anymore
information.
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USER ACFIVITY

Select The Request:  wwmjavasocket.com * Go

¥ unning on the network. A socket is bound to a port rumber so that the
ideriify the application that datais destined to be send.

nts. That way you

Java platiorm provides a class. Sockel, that implements one side of a two-way connection between your Java program and
work. The Socket class sits on top of a platform-dependent implementation. hiding the details of any particular system from
the javanet.Socket class instead of relying on native code, your Java programs can communicate over the network ina

can useto listen for and accept connections to cents.

omection, URL Encoer)
partaf

opriate than the
e

LOCAL AGENT

Select The Type of HoneyToken Static Honey Token

Figure 1:Static Honey Token is selected in host and
requests for a page from server.
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UL Figure 2: As Static honey token selected, new Spyware
bypass anti-syware. Hence network status is still
normal though the honey tokens are receiving.
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Figure 3: but as we are using the Spycon, Figure 4. Advanced syware , SpyZen is detected.
which is acts as anti-spyware detects the spyware

| Host System ;El

USER ACFIVITY

Select The Request:  |www.javaswing.com v Go

Anarray s a container object thal hokds a fixed number of values of a single type. The length of an aay s established when the array is created,
After creation, its length is fixed. You've seen an example of arays alfeady, in the main method of the "Hello World” application. This section
discusses aays in greater detail

Like dectarations for variables of other types, an array declarafion has two components: the array's type and the array’s name. An array's type
s written as type[], where type is the data type of the contained elements; the square brackets are special symbols indicating that this variable
holds an array. The size of the array s not part of ts type (which is why the brackets are empty). An array's name can be anything you want,
provided that it follows the rules and discussed in the namir i i other types, i
does not actually create an array 0t simply tells the compiler that this variable will hold an array of the specilied type.

B A—

Similarly, you can declare arays of othes types:

Iyte]] anArrayOfBytes;
shortf] anArray0fShorts;

IBEQUEST SENDING TO SERVER Message
IBESPONSE SENDING TO HOST =
[HOFEY TOEEN SEQUENCE RECHVING u) SpyWare Detected Use Your Scanner to Remove it
IBEQUEST SENDING TO SERVER
ESPONSE SENDING TO HOST

Jongl] anArrayOfiongs;
Toat]] anArrayOfFioats;
doubled] anArayOfDoubles;
boolean]] anArrayCfBosleans;
charf] anArTayOfChars;
String[] anArrayOfSirings;

[HO HORE CONNECTIONS CAN BE MADE

LOCAL AGENT

Select The Type of HoneyToken : Fandomized Honey Token |

Figure 5:Randomized honey token is selected from host. Figure 6: This time as Randomizes honey token is
selected, advanced Spyware is detected.
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V. Conclusion

In this project, we presented a new class of

spyware called SpyZen that is capable of defeating current
state of- the-art anti-spyware techniques. SpyZen operates
in a surreptitious manner by blending in with legitimate
user activity. It also defeats anti-spyware schemes that
generate deterministic honey tokens to trick spyware into
assuming legitimate user activity. To counter spyware like
SpyZen, we devised a randomized honey token generation
scheme called Spy- Con that addresses the inherent
disadvantages of static honey token generation.

Hence, Traditional security mechanism such as IDS and
firewall have not been sufficient to provide the security of
wireless networks, however, this mechanism is able to
block abnormal approach to wireless networks and to
detect previously unknown attacks as well as variations of
known attacks. Lastly it is concluded that our project
overcomes the problem of false negative.
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