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ABSTRACT

Cloud computing provides easy accessibility of the data from anywhere all the time. Due to the availability of
the data over the cloud it is easy for every user to access the data. The user can also store the sensitive data so
the security is the matter of concern of the sensitive data. So to provide security of the data, the database where
all the user details (such as username, password, etc.) are available to access the data of the user is available in
the encrypted form. So the owner of the cloud will also not be able to get inside the user space and will not be
able to see the data of the user. With all this, the database and the data is available in the other cloud also as a
backup of the main data, so that in case of failure of one cloud the user can get its data from other cloud.
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. INTRODUCTION bit.

The utilization of cloud computing has | | Register Here
expanded quickly. Cloud computing gives numerous
profits to the clients, for example, availability and
accessibility. As the information is accessible over
the cloud which is entered by number of distinctive s
clients, so there are some security issues. There may ;
be touchy information of association which is stored Comtry Austala .
over the cloud which might be accessed by any
client. This is the one issue to give confirmation of
the client to gain access to the information, even if Mokl
it’s the manager of the cloud or the top administration Phone Nuziber
of the cloud. ——
The other issue could be if the cloud where
the information is stored if fails. Assuming that such
things happen then the information have to be stored
in number of different cloud such as backup of the
cloud, so if one cloud fails then the client will get the
information from the other cloud. With this, the cloud
will not get overloaded because of access of the same
information by various confirmed clients.
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Il.  Background And Related Works

The Triple DES algorithm will be used at the
registration page where the user will need to register
itself. The 3DES algorithm uses eight bytes per
block. So the user will enter the different 24 bytes
key to be used in the algorithm. The confidential
3DES key combined between the corresponding
parties is appropriately 168-bits lengthy. This key
comprises of 3 self-sufficient 56-bit numbers utilized
by the DES algorithm. All of the 3 56- bit sub keys is
placed as a 64-bit (8 octet) quantity, with the lowest
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Fig. 1. Register page

As you can see in the above figure, the user
will need to enter the 24 bytes key as needed by the
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Triple DES algorithm. At this point the use of triple
DES algorithm will be done.

The way the triple DES works is that the
user needs to give three 56-bit keys, and encrypt with
K1, decrypt with K2 and encrypt with K3. There are
also 2-key and 3-key versions. In 2 key versions the
user will define two different keys. As merely one
where K1=K3. In 3-key versions there will be only 1-
key i.e. if K1=K2=K3, then 3 DES is only Single
DES.

Triple DES was created back when DES
was getting a bit weaker than people were
comfortable with. As a result, they wanted an easy
way to get more strength. In a system dependent on
DES, making a composite function out of multiple
DES is likely to be easier than bolting in a new cipher
and sidesteps the political issue of arguing that the
new cipher is better than DES.

It would appear, when you create a figure
into another one, you can't utilize a twofold
enciphering. There is a class of assaults called meet-
in-the-middle attacks, in which you scramble from
one finish, decode from the other, and begin
searching for crashes.

I11.  Methodology Used (Triple Des)

The 3DES encryption algorithm requires 3,
8 byte keys for encryption and decryption process.
The user enters the key while registration for the
cloud access i.e. when the user makes registration to
access the cloud, the user has to choose the key
which will be used as the key encryption and
decryption of the user data. This will make the user to
remember the key easily.

l.e.,, decrypt with K3, encrypt with K2, and then
decrypt with K1. [9]

While the user registers itself to access the
cloud, the data will be maintained in the sql and the
owner of the cloud will also not be able to see the
data from the database as this data will also be
available to the admin in the encrypted format as
shown in the figure below.
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Fig. 3. Database in Encrypted form

After completion of the registration for the
cloud, the user has to activate its login i.e. a
validation part by entering the code. After all these
process are completed the user space will be created
with the name of the user i.e. every user has to enter a
unique username where all the files and other
documents of the user are maintained.

After completing the validation part the user

will be able to see the space created for the user
where the user will enter the documents and its files
are maintained securely. The user can see the
complete list of files and folders user has created and
maintained in its space as shown in the figure below.
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Fig. 2. Triple DES

The working of the triple DES is as follows:

Triple DES uses a "key bundle™ which comprises
three DES keys, K1, K2 and K3, each of 56 bits
(excluding parity bits). The encryption algorithm is:
Cipher text = EK3 (DK2 (EK1 (plaintext)))

l.e., DES encrypts with K1, DES decrypt with K2,
then DES encrypt with K3.

Decryption is the reverse:

Plaintext = DK1 (EK2 (DK3 (cipher text)))
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Fig. 4. User space/ Main page of the user
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There is more security maintained while the
user download its files from the cloud, the text and
document files are downloaded but are available in
the encrypted format, so if any unauthenticated user
downloads the file of the user, it will get the files in
encrypted form as can be seen in the figure below.
While the aunthenticated user will known that after
getting the files from the cloud it will have to be
decrypted using the same key and encryption
algorithm used by the user at the time of registration
and the time of uploading the files.
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Fig. 5. Data in Encrypted form

Triple DES is an encryption and decryption
algorithm which is used to encrypt the file and
documents uploaded by the user. While the user is
registering, the user is entering the 24 byte keys each
of these are divided in 3 parts i.e. k1, k2, k3, which
are used in the triple DES encryption algorithm. This
algorithm is implemented in the main page of the
user i.e. the page named main portal space of the user
where user is maintaining its files. The result can be
seen in the above figure.

IV.  Conclusion
The user will register and will get the cloud
space. While registering the user has given the key
which will be used as encrypted and decrypted
purpose. As the user will register its space will be
created and after validating the account the user can
store the files and documents in the encrypted form.

V. Future Work

At this part, the user is able to upload all the
files and can maintain the security of the data. In the
future, the user will also be able to upload images and
videos in its space. This will also be encrypted using
the encryption algorithm so that the authentication of
the cloud user will be maintained and security of the
files and images will be done.
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