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ABSTRACT- 
In wireless mesh network many problems encountered we present a jamming aware traffic allocation in single 

path as well as multiple path routing. In this paper we observed and consider jamming problem for traffic 

allocation from source to destination i.e. based on non experience traffic jammed on any network node. We 

distribute this traffic allocation in lossy network flow optimization problem using portfolio selection theory 

from financial statistics. We also show multisource traffic allocation from source to destination, this centralized 

optimization problem can be solved using a distributed algorithm based on decomposition in network utility 

maximization. We demonstrate the network ability to estimate the impact of jamming, effect of jammer in 

network, end to end packet success rate and overall network throughput in network. Finally we show the 

achievable throughput using network simulator. 

Keywords - effect of Jammer Mobility on Network, jamming, multiple-path routing, packet Success rates, and 

performance evaluation. 

 

I. INTRODUCTION 
In the field of wireless technology, we have 

face various problem that are encountered in day to 

day life we focus on jamming, conjunction in 

network and how to tackle all these activity in 

network traffic allocation. There are several 

antijamming techniques and defensive technique to 

avoid the jammer activity incorporate into higher 

level protocol, for example channel surfing or routing 

around jammed regions of the network. 

      The major antijamming techniques used 

diversity (different best path) For example; 

antijamming protocols may employ multiple 

frequency bands, different MAC channels, or 

multiple routing paths. Such diversity techniques help 

to curb the effects of the jamming attack by requiring 

the jammer to act on multiple resources 

simultaneously. In this paper, we consider the anti-

jamming diversity based on the use of multiple 

routing paths. Using multiple-path variants of source 

routing protocols such as Dynamic Source Routing 

(DSR) or Ad-Hoc On-Demand Distance Vector 

(AODV), for example the MPDSR protocol, each 

source node can request several routing paths to the 

destination node for concurrent use. To make 

effective use of this routing diversity, however, each 

source node must be able to make an intelligent 

allocation of traffic across the available paths while 

considering the potential effect of jamming on the 

resulting data throughput. 

      In order to characterize the effect of 

jamming on throughput, each source must collect 

information on the impact of the jamming attack in 

various parts of the network. However, the extent of 

jamming at each network node depends on a number 

of unknown parameters, including the strategy used 

by the individual jammers and the relative location of 

the jammers with respect to each transmitter-receiver 

pair. 

      In this paper, we thus investigate the ability 

of network nodes to characterize the jamming impact 

and the ability of multiple source nodes to 

compensate for jamming in the allocation of traffic 

across multiple routing paths. 

      Figure below show the how jammer disturb 

the communication and brake there transmission of 

there packets to different node that are connected to 

the network. 

Fig.1.example of jammer effect for several nodes. 
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II. NETWORK MODEL AND 

ASSUMPTIONS 
The wireless mesh network we represent the 

directed graph and have several vertices to represent 

the node we designed two nodes as source and two 

nodes as destination to formed connection between 

them. 

 

Fig.2.example of network with source(r, s) along 

with destination (t, u). 

 

      In this paper, we assume that the source 

nodes in have no prior knowledge about the jamming 

attack being performed. That is, we make no 

assumption about the jammer’s goals, method of 

attack, or mobility patterns. We assume that the 

number of jammers and their locations are unknown 

to the network nodes. Instead of relying on direct 

knowledge of the jammers, we suppose that the 

network nodes characterize the jamming impact in 

terms of the empirical packet delivery rate. Network 

nodes can then relay the relevant information to the 

source nodes in order to assist in optimal traffic 

allocation. Each time a new routing path is requested 

or an existing routing path is updated. 

 

III. ALLOCATION OF TRAFFIC 

ACROSS MULTIPLE ROUTING 

PATHS 
We create simple network along with five 

nodes to form a simple traffic allocation on network 

then multiple path network to transfer packet from 

source to destination.  

      We formulate the problem of allocating 

traffic across multiple routing paths in the presence 

of jamming as a lossy network flow optimization 

problem. 

      We design network of several node to 

observe the packet flow from source to there 

destination to estimate the effect of jammer and 

characterized impact of jammer. 

 
Fig. 3. Snapshot of multiple path routing of packet. 

 

IV. CHARECTERIZING THE IMPACT OF 

JAMMING 
In this Module, network nodes to estimate 

and characterize the impact of jamming and for a 

source node to incorporate these estimates into its 

traffic allocation. In order for a source node s to 

incorporate the jamming impact in the traffic 

allocation problem, the effect of jamming on 

transmissions over each link must be estimated. 

      However, to capture the jammer mobility 

and the dynamic effects of the jamming attack, the 

local estimates need to be continually updated. 

      Fallowing section we discuss on effect of 

jammer mobility on network and estimating end to 

end packet success rate using single source network 

with several paths.  

 

 
Fig. 4. Illustrates a single-source network with three 

routing paths. 

 

4.1 Effect Of Jammer Mobility On Network 
Fig 4  illustrates a single-source network 

with three routing paths p1 = {(A, G), (G, H), (H, 

D)}, p2 = {(A, I), (I, J), (J, D)} and p3 = {(A, E), (E, 

C), (C, D)}. 

     The label on each edge (i, j) is the link capacity cij 

indicating the maximum number of packets per 

second (pkts/s) which can be transported over the 

wireless link. In this example, we assume that the 

source is generating data at a rate of 300 pkts/s. In the 
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absence of jamming, the source can continuously 

send 100 pkts/s over each of the three paths, yielding 

a throughput rate equal to the source generation rate 

of 300 pkts/s. If a jammer near node G is transmitting 

at high power, the probability of successful packet 

reception, referred to as the packet success rate, over 

the link (A, G) drops to nearly zero, and the traffic 

flow to node D reduces to 200 pkts/s. If the source 

node becomes aware of this effect, the allocation of 

traffic can be changed to 150 pkts/s on each of paths 

p2 and p3, thus recovering from the jamming attack 

at node G. However, this one-time re-allocation by 

the source node A does not adapt to the potential 

mobility of the jammer. If the jammer moves to node 

y, the packet success rate over (A, G) returns to one 
and that over (A, I) drops to zero, reducing the 

throughput to node d to 150 pkts/s, which is less than 

the 200 pkts/s that would be achieved using the 

original allocation of 100 pkts/s over each of the 

three paths. Hence, each node must relay an estimate 

of its packet success rate to the source node s and the 

source must use this information to reallocate traffic 

in a timely fashion if the effect of the attack is to be 

mitigated. The relay of information from the nodes 

can be done periodically or at the instants when the 

packet success rates change significantly. These 

updates must be performed at a rate comparable to 

the rate of the jammer movement to provide an 

effective defence against the mobile jamming attack. 

Next, suppose the jammer continually changes 

position between nodes G and y, causing the packet 

success rates over links (A, G) and (A, I) to oscillate 

between zero and one. This behaviour introduces a 

high degree of variability into the observed packet 

success rates, leading to a less certain estimate of the 

future success rates over the links (A, G) and (A, I). 

However, since the packet success rate over link (A, 

E) has historically been steadier, it may be a more 

reliable option. Hence, the source s can choose to fill 

p3 to its capacity and partition the remaining 100 

pkts/s equally over p1 and p2. This solution takes 

into account the historic variability in the packet 

success rates due to jamming mobility. 
 

4.2 Estimating End To End Packet Success 

Rate 
Estimating End-to-End Packet Success 

Rates are obtain on graphical representation of 

simulated result, The packet success rate estimates 

for the links in a routing path, the source needs to 

estimate the effective end-to-end packet success rate 

to determine the optimal traffic allocation. Assuming 

the total time required to transport packets from each 

source s to the corresponding destination is negligible 

compared to the update relay period. 

 

 

V. PERFORMANCE EVALUATION 
In this section, we simulate various aspects 

of the proposed techniques for estimation of jamming 

impact and jamming-aware traffic allocation. We 

obtain several result on graph after simulation, first to 

estimate the packet success rate to each node using 

packet delivery ratio from each node with jammer 

without jammer, second is to estimate end to end 

delay to increase reliability of our network traffic 

flow and finally efficiently allocate the traffic to 

maximize the overall throughput in network and We 

observe that simulation result is better than previous 

result while ignoring jammer we reduce packet loss 

and increase throughput in network. 

      Fallowing graph shows our experimental 

work with jammer and ignoring jammer, we obtain 

comparative results firstly packet delivery ratio, end 

to end delay and overall throughput in network from 

source to destination. 

 

 
Graph1: packet delivery ratio. 

 

 
Graph2: end to end delay 
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Graph3: overall throughput in network 

      

VI. CONCLUSIONS 
We studied the problem of traffic allocation 

in multiple-path routing in the presence of jammers 

whose effect can only be characterized statistically. 

We formulated multiple-path traffic allocation in 

multisource networks as a lossy network flow 

optimization. We have thus shown that multiple-path 

source routing can optimize the throughput 

performance by effectively incorporating the 

empirical jamming impact into the allocation of 

traffic to the set of paths. We presented simulation 

results using network simulator. 
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