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ABSTRACT- 
This paper represents algorithm has good robustness against content preserving distortion. It with stands JPEG 

compression, filtering , noise addition as well as   moderate geometrical distortions. Additionally, we achieve 

improved performance in terms of discrimination, sensitivity to malicious tampering and receiver operating 

characteristics. We also analyze the security of the proposed algorithm using differential entropy and 

confusion/diffusion capabilities. Simulation shows that the proposed algorithm well satisfies these metrics. A 

randomization mechanism is designed to achieve good discrimination and security. 
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I. INTRODUCTION 
The effectiveness of a password of a given 

strength is strongly determined by the design and 

implementation of the authentication system 

software, particularly how frequently password 

guesses can be tested by an attacker and how 

securely information on user passwords is stored and 

transmitted. Password strength is a measure of the 

effectiveness of a password in resisting guessing and 

brute-force attacks. In its usual form, it estimates 

how many trials an attacker who does not have 

direct access to  the password would need, on 

average, to guess it correctly. The strength of a 

password is a function of length, complexity, and 

unpredictability. Using strong passwords lowers 

overall risk of a security breach, but strong 

passwords do not replace the need for other 

effective security controls. Risks are also posed by 

several means of breaching computer security which 

are unrelated to password strength.  In the absence of 

other vulnerabilities, such systems can be effectively 

secure with relatively simple passwords. However 

the system must store information about the user 

passwords in some form and if that information is 

stolen, say by breaching system security, the user 

passwords can be at risk.  

 

II. METHEDOLOGY: 
2.1 Image Fusion: 

Significance of image fusion algorithm is 

only to avoid the dependency of generated password 

on single image. Image fusion modifies input image 

pixels & at the result end, we find two images are 

mixed up. Let us consider the following example of 

two image fusion (RGB Format. 

 

 

 

 
Fig 1: Image Fusion 

 

2.2. Image Encryption: 

Once the images are fused, we will apply 

two shares Visual Cryptography that Encrypt the 

image & converts it into unreadable format, result of 

visual cryptography becomes as follow:  

 

 
                    Fig 2: Image Encryption 

 

2.3 Key Generation: 
In key generation, select Key file. We 

suggest the multiple key selection to create more 

patterns of selection and Segment key file into 

multiple segments. Select Segments randomly or 

manually to create key file. 
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Fig 3: Key Generation 

 

2.4 Hash Generation: 

Select Pixels of Fused Image as per 

Combined Segmented Image. Finally we assemble 

all these selected pixels into a single dimensional 

array which we will divide into 04 sections that is 

Digits, Characters, Special Symbols, & Special 

Character.then, Convert Pixels value to Decimal 

Values.after this,Convert decimal Values to ASCII 

character Values.then Remove redundancy. 

 

 

 

 

 

                             Fig 4: Hash Generation 

 

 2.5 Hash Strength Check:  

Once the password is generated we pass 

this password from strong password definition filter 

if it pass through it than we will use it for the 

Authentications else we forward it to proposed 

password generator algorithm again.  

 

 
Fig 5: Hash Generation And Hash strength check 

 

 

 

 

 

 

 

 

 

 

 

III. RESULT: 

Table No.1: Image fusion Result 
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1 100 4 25 

1 25 No 

2 50 No 

3 75 Yes 

4 100 Yes 

2 200 4 50 

1 50 No 

2 100 Yes 

2 150 Yes 

4 200 Yes 

 

Table No.2: Password strength Result 
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IV. CONCLUSION: 

In addition to robustness, another important 

performance aspect of image hashing is security 

(i.e., the hash values should not be easily forged or 

estimated without the knowledge of the secret key. 

In this work, we propose a robust and secure image 

hash algorithm. The algorithm extracts image 

features in the Radon transform domain. 

randomization mechanism is incorporated to make 

the hash output dependent on a secret key. It is 

resilient to filtering, JPEG compression, and noise 

addition. It is also robust to moderate geometrical   

distortions   including   rotation   and   cropping.   

The proposed algorithm achieves significant 

improvement to the well- known RASH 

algorithm.It has better discrimination and higher 

sensitivity to  malicious tampering than  RASH,  

which leads to  a better operating characteristic. 

The key-dependent feature also makes it suitable 

for a wider range of applications. The security of 

the algorithm is evaluated in terms of differential 

entropy and confusion/diffusion capabilities. Good 

security is confirmed by both metrics.In the future, 
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we plan to improve the proposed algorithm by 

detecting several geometric distortions (e.g. scaling 

and cropping) before computing the hash 

distance.This will further enhance robustness.  More 

security metrics will be taken into account. 
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