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ABSTRACT 
Humans have always loved having access to as much knowledge as they can in the least amount of time and 

space. Next Generation Computers and High-Speed Internet as a result have become more popular in recent years. 

We have seen incredible developments, such as the switch from large hard drives to portable flash drives, which 

has made managing personal data storage much easier. Yet, the current data storage technology falls far short of 

being able to manage huge data in an effective manner. An appropriate media is urgently required for information 

retrieval and archival reasons. Since it resembles the sequential code of 0s and 1s in a computer, deoxyribonucleic 

acid (DNA) is seen as a viable medium for such uses. Throughout the last ten years, this discipline (DNA 

Computing) has grown to be a research focus due to significant advancements. "A penny-sized gadget could 

contain the entire information as the entire Internet," a statement that sounds like it is straight out of science 

fiction. Four grams of DNA can hold all the knowledge that the world generates in a year, according to the 

research's studied data. Here, the subject of "Data Storage in DNA" is discussed from the earliest studies to the 

most recent ones, along with its methods, benefits, and disadvantages. It is also discussed why DNA storage is 

necessary and how it may eventually cause a paradigm change in computing  

KEYWORDS: DNA data storage, Digital data  

----------------------------------------------------------------------------------------------------------------------------- ---------- 

Date of Submission: 02-04-2023                                             Date of acceptance: 12-04-2023 

----------------------------------------------------------------------------------------------------------------------------- ---------- 

 

I. INTRODUCTION 
As more and more data is produced every 

day, the demand for data storage devices is rising 

daily. At the moment, data is stored on gadgets like 

flash drives, portable hard drives, and optical discs. 

Yet, the environment is polluted by silicon and other 

non-biodegradable materials used in data storage. As 

a result, more modern equipment is required for data 

storage and archival procedures. The current data 

storage technology will not be sufficient to store data 

in the future as data is increasing daily. Lack of 

storage space can cause even potentially vital 

information to be lost. Due to improper backup 

mechanisms, many people lose crucial data every 

day when they accidentally delete files. It may be 

challenging to recover data if liquids harm the drive's 

electronic components. There are numerous methods 

for data backup. To store data, one can use cloud 

services. Yet, a constant internet connection is 

required in order to access data that is stored in a 

distant cloud. So, it is impossible to access the data 

that is saved in the cloud without a working internet 

connection. Data can also be kept on an external 

drive. But data loss is also a problem with external 

drives. During the past ten years, scientists and 

researchers have worked to create a reliable method 

of storing data on a medium that is dense, reliable, 

and everlasting. They are adhering to DNA, the store 

material that nature uses. The small size and high 

density of DNA make it an ideal storage medium for 

a variety of purposes. 455 exabytes of data may be 

stored in just 1 gm of dried DNA. Hence, it is 

possible to conveniently store Genetic data. When 

compared to conventional storage, working with 

DNA requires very little power and also the storage 

error rates are far lower than the average storage 

gadget. DNA is a substance that is incredibly durable 

and has a lengthy shelf life. Even thousands of years 

later, it is possible to extract the information 

contained in DNA. You can obtain as many copies as 

necessary by employing polymerase chain reaction 

techniques. Although large virtual DNA molecules 

are used to store the data, short DNA strands that 

have been synthesized are used to encode the data. 

Short strands make data manipulation simple. 

Information contained in DNA can be read 

concurrently and at random. Moreover, data is 

compressed without any loss using compression 

techniques. Adenine, which will be denoted as A, 

Cytosine, Guanine, and Thymine are the four 

nucleotides of DNA employed in the model.  
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II. LITERATURE SURVEY 
 

Portable and Error-Free DNA-Based Data 

Storage-In the paper, all significant encryption, 

decryption, and cryptography methods used to store 

DNA (deoxyribonucleic acid) data are critically 

evaluated. This essay discusses the fundamentals of 

data storage in DNA, how it may be used to store 

data, and how it has great promise for revolutionizing 

how the world stores data in the near future. All of 

the major techniques for storing DNA data have been 

covered. Similar techniques can also be used to plot 

graphs for data storage density.The fundamental 

constraints of DNA storage are also discussed in this 

paper along with how DNA is being used as a tool 

for cryptography. Near the end, the potential of DNA 

data storage is questioned. The research determines 

whether "DNA data storage has a future scope or not" 

with the aid of a density graph. 

 

Neural Network-Based Decoding of Constrained 

Codes for DNA Data Storage-With the recently 

developed DNA-based data storage systems, where 

the accompanying complex biochemical processes 

are challenging to understand, constrained codes 

play a crucial role. In this paper, we propose a novel 

decoder for high-efficiency finite-state restricted 

codes for DNA data storage devices based on neural 

network (NN). Our work shows, for the first time, 

that the NN-based decoding of the finite-state 

constrained codes needs to take into account the 

correlation between consecutive codewords in the 

NN structure, unlike the case with simple block 

constrained codes where the encoded codewords are 

independent with each other.The suggested NN-

based decoder can achieve noticeably superior error 

rate performance without previous knowledge of the 

DNA data storage channel by using a well-trained 

multiple layer perceptron (MLP) network, which 

prevents error propagation in the standard restricted 

decoder. 

 

DNA cryptography for secure data storage and 

transfer-Because DNA can store tremendous 

quantities of data in incredibly small spaces, storing 

data in a safe form of DNA bases has long caught the 

attention of academics. One of the most recent 

technological developments in data storage and 

transmission security is DNA cryptography, which is 

based on the idea of using DNA as a medium to 

encrypt, store, and transfer data in a safe way. New 

cryptosystems have been established by a number of 

algorithms that combine biological functions with 

other computing methods. In this essay, we examine 

the current condition of the field's published research 

as well as its future directions. Also, we suggest and 

assess the quad-fid scheme, a new DNA-based 

symmetric cryptosystem. 

 

III. METHODOLODY 
 

DNA synthesis: DNA synthesis, also known as 

DNA replication, is the process by which a cell 

makes an exact duplicate of its genetic material, 

which is encoded in the form of DNA molecules. 

This procedure is necessary for the genetic 

information to be passed from one generation to the 

following during cell division..During DNA 

synthesis, the two strands of the DNA double helix 

are unwound, and Each strand serves as a model for 

the construction of a new complementary strand. 

This is accomplished by DNA polymerases, which 

add nucleotides to the growing strand in the order 

specified by the template Sequencing preparation:A 

multitude of procedures are involved in DNA 

sequencing preparation in order to get the sample 

ready. Here are some fundamental procedures for 

DNA sequencing setup.:  

● DNA extraction: The sample of interest, 

which can come from a variety of sources like 

blood,tissue or saliva must first have its DNA 

extracted. Depending on where the DNA came 

from,several techniques may be used to extract it.  

● Library preparation: In order to build a 

library of sequenceable DNA fragments, library 

preparation entails cutting the DNA into smaller 

pieces, attaching adapters to the ends of the 

fragments, and amplifying the fragments.  

● Quality control: To guarantee that the 

DNA sample is of sufficient quality and quantity for 

sequencing, quality control procedures are crucial. 

Assessing DNA content, purity, and fragment size 

distribution are some examples of this.  

● Sequencing: The sequencing platform 

loads the produced library of DNA fragments and 

then uses one of several sequencing technologies to 

identify the nucleotide order in the DNA.  

● Data analysis: Large amounts of raw 

sequencing data are frequently produced as the 

process' output. To produce significant outcomes, 

such as identifying genetic variants or figuring out a 

genome's sequence, this data must be processed and 

analyzed.  

Overall, the aim of DNA sequencing preparation is 

to guarantee the high quality of the sample, proper 

sequencing preparation of the DNA fragments, and 

accurate and trustworthy sequencing results.  

Nanopore sequencing: Third-generation DNA 

sequencing method known as "DNA nanopore 

sequencing "involves passing DNA strands through 

a nanopore and monitoring changes in electrical 

current as the DNA nucleotides move through the 

pore. This technique has the potential to be employed 

in a variety of applications, including DNA 
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sequencing, genome assembly, and DNA 

methylation studies. It enables for the real-time 

detection of DNA sequence information. 

Coding and decoding:In a manner akin to earlier 

work3, the user input ("HELLO" in ASCII bytes plus 

the hash consisting of the rightmost 12 bits of the 

SHA256 hash) was sent through a one-time,pad 

before coding. single-use pads  

X1=(13010110322211310222322211321300)   

and  

X2=(31122112302110322033022033101322)  

The first and second experiments in this paper, 

respectively, used.  

A two-layer method was used to code the data, 

storing 5 bytes over 32 dsDNA bases and adding 13 

bases of 3′ padding to make up for lost fidelity near 

the end of the read (Fig. 2). A four-symbol alphabet 

with a checksum basis that finds all two-base read 

faults and fixes all single-base errors made up the 

outer layer,which was composed of a (31, 26) 

Hamming code. For the sake of algebraic simplicity, 

the following equivalences were created: A = 0, 

C = 1, G = 2, T = 3. We employed the canonical 

generating matrix and modulo-4 arithmetic.  

DNA alignment: The parasail parasail aligner 

command-line tool18 with the options -d -t 1 -O was 

used for all DNA alignment. SSW -o 8 -m -a sg trace 

striped 16 NUC.4.4 -e 4. The additional flag -c 20 

was used for alignments to the adaptor sequence for 

decoding, while the flag -c 8 was used for payload 

error analysis 

  

IV. PROPOSED METHOD 
 

The model put forward in this research uses 

DNA as a data storage medium. To enable random 

access to the data, a delimiter is utilized at the end of 

each file in this system. A specialized Huffman tree 

will be used to encrypt the data. If necessary, it is 

possible to encode each file separately using a 

Huffman tree, which will both strengthen data 

security and compress the data. Any errors in the data 

that occurred while encoding are exclusive to that 

particular file. Data compression is accomplished via 

encoding with the Huffman tree. As no one can 

decode it without the original tree, it offers security. 

There is a lot of specialized equipment required for 

sequencing DNA strands. Hence, DNA cannot be 

read without the necessary tools. DNA contains a 

maximum of 2 nucleotide repetitions, excluding 

delimiters. Every piece of data is duplicated twice. 

Hence, Another copy can be used to recover data in 

the event of data loss. This approach is adaptable, 

allowing the user to customize it to meet their needs 

and store any type of data. Encoding 

1. Create a frequency table for the data's characters.

     

2. The Huffman tree for encoding non-repeating 

nucleotides is now created as follows: 

a. The tree's nodes will each have three offspring. 

b. The branch weights of children will vary 

depending on the parent's entering weight. 

c. If a parent's incoming branch weighs A, the 

leftmost kid is represented by C, the middle child by 

G, and the rightmost child by T. 

d. If a parent's incoming branch has a weight of C, 

then G represents the child on the left, T represents 

the child in the middle, and A represents the child on 

the right. 

e. If a parent's incoming branch has a weight of G, 

then T stands for the child who is farthest to the left, 

A for the middle child, and C for the child who is 

farthest to the right. 

f. If a parent's incoming branch has a weight of T, the 

leftmost child is represented by A, the middle child 

by C, and the rightmost child by G. 

g. For root, T will be regarded as an incoming 

weight. 

3. Next, divide the data into segments that overlap 

and are each 100 nucleotides long with a 50 

nucleotide offset   strands of DNA from earlier 

4. Starting with the first segment, create pairs of 

segments. 

5. Index each pair from 0 to 107, then reindex from 

0 after 107. 

6. Reverse complement each pair's second segment. 

7. The index will have a length of 4 nucleotides. 

Nucleotides in the sequence A, C, G, and T are used  

to encode the index, ensuring that no two consecutive 

nucleotides are the same. Example: 0 = ACAT, 1 = 

ACG. 

8. To the first part of the pair, prepend A and append 

C. 

9. To the second component of the pair, prepend T 

and affix G. 

10. Now, each segment is converted into a real DNA 

strand that is 106 nucleotides long. 

 If a character's code is only 1 nucleotide long, one 

more nucleotide must be added to prevent nucleotide 

recurrence. 

 

Decoding: 

1. The decoding process is just the opposite of 

encoding. 

2. The first nucleotide of DNA will reveal the 

directionality of the strand, whether the DNA is the 

first or second segment of the pair, and if the data is 

reverse-complemented or not. 

3. Delete the first nucleotide if the first nucleotide is 

A. 

a.Remove first nucleotides 

b. The segment numbers will be revealed in the 

following 4 nucleotides. 

c. Data will be the next 100 nucleotides. 
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d. The final nucleotide might be utilized to establish 

the segment type. 

4. If the first nucleotide is C then,  

a.Reverse the entire segment. 

b. Subtract the first nucleotide. 

c. The segment numbers will be revealed in the 

following 4 nucleotides. 

d. Data will be the next 100 nucleotides. 

e. The final nucleotide can be utilized to confirm the 

segment type. 

5. If the first nucleotide is G, 

a. reverse the entire segment. 

b. Subtract the first nucleotide. 

c. The segment numbers will be revealed in the 

following 4 nucleotides. 

d. Complement the next 100 nucleotides in reverse. 

e.The following 100 nucleotides will serve as data. 

f. The final nucleotide might be utilized to establish 

the segment type. 

6. If the first nucleotide is a T, do the following:  

a.Remove first nucleotide 

b. The segment number is revealed by the following 

4 nucleotides. 

c. Complement the next 100 nucleotides in reverse. 

d. The data for these 100 nucleotides is now 

available. 

e. The final nucleotide can be utilized to confirm the 

segment type. 

7. The file's end will be indicated if the TTTT 

sequence is detected. Next nucleotide will mark the 

beginnings of the new character. 

8. Today, data can be transformed into original 

characters using the same Huffman tree. 

    

V. EXPERIMENTAL RESULTS 

It is evident that the idea of data storage in 

DNA is no longer just a concept for science fiction, 

but is instead being developed and achieved by 

research teams around the world at a very promising 

rate. According to comments made on several 

science websites, the general public has positively 

criticized this concept. DNA-based data storage 

technology, like other technological revolutions, 

must overcome significant obstacles in order to reach 

its full potential. Nonetheless, due to its extreme 

density, durability, stability, and energy efficiency, 

DNA will inevitably be used for archival purposes.It 

is theoretically possible to store all of humankind's 

knowledge in a single gram of DNA. Until data 

retrieval becomes economically widespread, several 

innovations are necessary. Digital data can be stored 

in DNA with several benefits. That is quite small.If 

stored in a cool, dry environment, it can persist for 

hundreds of thousands of years.Human societies will 

be able to decode DNA as long as they are capable 

of reading and writing it. DNA won't deteriorate or 

become obsolete over time like CDs and cassette 

tapes do. 

 

File name 

 

Size in 

bits 

 

 

Length 

after 

encoding 

Total 

nucleotides 

required 

 

IJCA paper 

template.docx 

(from website 

http://www.ijcaonl 

ine.org/) 

189944 63070 133772 

Dummy.txt (Text 

document with 

only alphabets) 

 

8192 3162 6784 

MLK_excerpt_VB 

R_45-85.mp3[9] 

 

1348312 454124 962904 

pic.png (author’s 

own picture) 

 

930360 305289 647236 

Watsoncrick.pdf 

(from website 

http://www.nature. 

com/nature/dna50/ 

archive.html) 

2943008 1001699 2123604 

 

 

http://www.ijcaonl/
http://www.nature/
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The file size and total nucleotides needed to 

store the data in the file using the encoding procedure 

are shown in the table. The file name column 

contains information about the file, the size in bits 

column indicates the file's size in bits, the length after 

encoding column indicates the length of the data after 

encoding, and the total nucleotides column indicates 

the total number of nucleotides needed to store the 

data in the required format and a reverse-

complemented copy of the data. By adding a 

delimiter after each file, it is possible to store all of 

the data from these files in a single system. Less 

nucleotides will be needed to store data if the length 

of the DNA strand is extended. Data on DNA strands 

must be longer than the number of copies that will be 

stored.  

 

It is simple to identify the delimiter from all 

DNA strands randomly and is not essential to rely on 

information from the previous file because the 

delimiter is the only place where more than 2 

nucleotides are repeated. The user is now able to read 

data at random. Even if two files share data on a 

single strand, both files can be read at the same time 

since there are two copies of every piece of 

information. As no character code in the data is 

reverse complemented and T is not a character, any 

error can be immediately seen.If any other nucleotide 

is repeated more than twice, the error can be found 

right away in the DNA strand that is not reverse-

complemented as only T is repeated more than twice. 

In case of error, a second copy of each data might be 

used. The Huffman tree's root must be changed from 

A to C to G, accordingly, in order to prevent the data 

from beginning with the same nucleotide after 

changing the delimiter to AAAA, CCCC, and 

GGGG. 

Even the delimiter's length is adjustable. 

For each file, a distinct Huffman tree might be 

constructed if the file sizes are big. Each file will 

have security as a result of this. Altering the offset 

value will increase the number of copies. By 

lengthening the DNA strand, the amount of info in 

each segment can be expanded. The size of the index 

can be changed to suit the needs of the user, but the 

process used to construct the index shouldn't be 

altered to prevent duplication. The data is 

substantially more compressed in this case because 

there are more outgoing branches in the Huffman tree 

than there are in the Huffman tree used for binary 

data. Moreover, additional file kinds, such as 

multimedia files, document files, etc., can be stored 

using this technique. The files must be read in hex, 

binary, etc. kinds depending on requirements in order 

to convert other sorts of files.For hex types, the 

compression approach can be used quickly by 

creating pairs of hex numbers. Data for binary must 

first be read as bytes before the encoding technique 

can be used. 

 

VI. CONCLUSION 
Hence, it is possible to store enormous 

amounts of data in very little space by employing 

DNA as a data storage medium. Data can be stored 

for a very long time since DNA may preserve 

information for millions of years.Using this method, 

data is securely protected while also being 

compressed. Users can read numerous files 

simultaneously thanks to the option for parallel 

reading of files. This method keeps two copies of the 

data. Thus, its copy can be used to read data in the 

event of data damage. If there are any mistakes made 

while encoding the data, they are limited to just that 

one file and have no impact on any other files. By 

making a few little adjustments depending on the 

type of file, this technique may be applied to all types 

of files. With minimal computational cost, this 

method can be utilized to store large amounts of data 

in a very tiny amount of space. This approach is 

scalable and works well for storing massive files. 

Moreover, making many copies is simple. 

Information can be kept in large data or archive 

systems using this technique. In the future, DNA-

based storage methods will be used to keep data 

securely, for a long time, and to overcome the 

problem of limited space, as opposed to conventional 

storage devices, which have a limited capacity to 

hold data. 
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