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ABSTRACT
In an increasingly interconnected world, security is of paramount importance, and traditional lock and key

systems are being replaced by more advanced and convenient technologies. This project focuses on the
development of a Fingerprint Door Lock system using an Arduino Uno microcontroller. The system integrates
biometric fingerprint recognition technology with an Arduino-based control unit to provide a reliable and secure
access control solution for doors.

The Fingerprint Door Lock system leverages a capacitive fingerprint sensor to capture and verify a user's
fingerprint data. When a user places their finger on the sensor, the system compares the captured fingerprint with
stored templates in the Arduino's memory. If a match is found, the door lock mechanism is activated, granting
access to the authorized individual. The system can store multiple fingerprint templates, making it suitable for
use in both residential and commercial applications.

This project not only enhances security but also offers convenience by eliminating the need for physical keys or
access cards. It can be customized to include additional features, such as remote access control via a smartphone
app, time-based access restrictions, and data logging for monitoring access activity.

The Fingerprint Door Lock system using Arduino Uno combines cutting-edge biometric technology with the
versatility and affordability of Arduino-based microcontrollers, providing an effective and user-friendly solution
for access control. Its potential applications extend to homes, offices, and various secure environments, where
reliable and convenient access control is essential.
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l. INTRODUCTION

In a rapidly evolving technological
landscape, recent developments in security systems
have redefined the way we protect our homes,
offices, and sensitive environments. Traditional lock
and key systems are gradually giving way to
innovative and convenient access control solutions.
Among these, biometric recognition technology,
particularly fingerprint recognition, has emerged as a
game-changer in ensuring the security of physical
spaces. With the advent of cost-effective and
powerful microcontrollers like the Arduino Uno, it is
now possible to create advanced security systems
that harness the potential of biometrics.

This introduction explores the
contemporary relevance of a Fingerprint Door Lock
system using Arduino Uno, considering the latest
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developments in the field of security and access
control. We delve into how this project bridges the
gap between cutting-edge biometric technology and
open-source  hardware, providing an all-
encompassing and adaptable solution.

Recent Developments in Security:

Recent years have witnessed a surge in the
demand for enhanced security solutions due to the
ever-growing need for personal safety and asset
protection. As the world becomes increasingly
interconnected, the vulnerability to security breaches
has prompted innovative advancements in access
control systems. Key developments in this field
include:

. Biometric Advancements:
Biometric technologies have witnessed significant
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advancements, offering higher accuracy and
reliability. Fingerprint recognition, in particular, has
become widely accepted as a secure means of
authentication. Recent developments have made
fingerprint sensors more affordable and efficient,
paving the way for their widespread adoption.

. 0T Integration: The Internet of
Things (IoT) has revolutionized the way we interact
with our surroundings. Security systems can now be
seamlessly integrated into the loT ecosystem,
allowing remote monitoring and control through
smartphones and other smart devices. This has
brought about a new level of convenience and
accessibility in security systems.

. Open-Source Hardware: The rise
of open-source hardware platforms, such as the
Arduino Uno, has empowered enthusiasts, engineers,
and developers to create custom solutions for a wide
range of applications. The Arduino Uno, with its
versatility and extensive community support, has
become a popular choice for prototyping and
developing hardware-based projects.

1.1 The Fingerprint Door Lock System:

The Fingerprint Door Lock system using
Arduino Uno is a prime example of how these recent
developments in  security, biometrics, loT
integration, and open-source hardware come
together to address modern security challenges. This
system combines the robustness of fingerprint
recognition with the flexibility of Arduino-based
microcontrollers, resulting in a secure, convenient,
and cost-effective access control solution.

This project can store multiple fingerprint
templates, enabling authorized users to gain access
without the need for keys or access cards.
Furthermore, the system can be tailored to
accommodate additional features, such as remote
access control through a smartphone app, time-based
access restrictions, and activity monitoring. Recent
developments in 10T have made such features more
accessible and user-friendly.

In summary, the Fingerprint Door Lock
system using Arduino Uno represents a fusion of the
latest trends in biometric technology and open-
source hardware. It offers not only an advanced
security solution but also a reflection of the ever-
evolving landscape of access control, where security
and convenience go hand in hand. As we continue to
adapt to changing security needs, projects like these
exemplify the capacity of technology to provide
innovative and holistic solutions for modern security
challenges.

Il. OBJECTIVES
The main objective of the Fingerprint Door
Lock system using Arduino Uno project is to
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develop a highly secure, user-friendly access control
solution for doors. This system leverages advanced
biometric fingerprint recognition technology to
ensure that only authorized individuals can gain
entry. It eliminates the need for physical keys or
access cards, enhances user convenience, and offers
features like customizable access control, time-based
restrictions, and  optional remote  access.
Additionally, the project aims to provide reliability,
scalability, and compliance with relevant privacy
and legal regulations, making it a versatile and
cutting-edge solution for various security needs.

Il. Methodology
Developing a Fingerprint Door Lock
system using Arduino Uno involves several key
steps and methodologies. Below is an outline of the
typical methodology used to create such a system:

e Project Planning and Requirements Analysis:

- Begin by defining the project's objectives,
including the desired features and functionality
of the Fingerprint Door Lock system.

- ldentify the hardware components and software
libraries required for the project.

Consider factors like power source, physical design,

and any specific security requirements.

e  Selecting Hardware Components:

Choose the appropriate hardware components,
including an Arduino Uno microcontroller, a
capacitive  fingerprint  sensor, a locking
mechanism (e.g., servo motor or solenoid), and
any additional components such as an LCD
display or LEDs.Acquiring Fingerprint Sensor
and Library:

Acquire a compatible fingerprint sensor and its
associated Arduino library. Ensure that the library
supports fingerprint enrolment and matching.

e  Circuit Design and Assembly:

- Design the electronic circuit that connects the
Arduino Uno to the fingerprint sensor, locking
mechanism, and any other components.

- Assemble the circuit on a breadboard or custom
PCB (Printed Circuit Board).

e Programming the Arduino Uno:

- Write the Arduino sketch (program) that
controls the Fingerprint Door Lock system.

- Use the fingerprint sensor library to interface
with the sensor, capture fingerprint data, and
perform matching.
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Implement the logic for granting or denying

access based on successful fingerprint matching.

Include features like fingerprint enrollment for

new users, data storage, and error handling.

Implement any additional features, such as a

user interface (LCD screen or LEDs), access

logging, and remote access control (if desired).

Testing and Debugging:

Thoroughly test the system to ensure it operates

as intended. Test for fingerprint recognition

accuracy and reliability.

- Debug and refine the code as necessary,

addressing any issues that may arise during

testing.

Physical Assembly:

- Integrate the hardware components into a
secure and user-friendly physical enclosure,
such as a door lock assembly.

Security Considerations:

- Implement security measures to protect the
system against unauthorized access or
tampering.

- Consider encryption and secure data handling
for stored fingerprint templates.

User Documentation:

- Create user manuals or documentation
explaining how to enroll fingerprints, grant
and revoke access, and troubleshoot
common issues.

Ensure that the system complies with local
regulations and privacy laws regarding the use
of biometric data.

The development methodology for a Fingerprint
Door Lock system using Arduino Uno involves
a combination of hardware design, software
development, testing, and deployment phases. It
is essential to approach each step with careful
planning and attention to detail to create a
reliable and secure access control solution.

V. Block diagram

Fig 1. Block Diagram of the system

Fingerprint Module (Fingerprint Sensor)

- Component: Fingerprint sensor module (e.g., R307,

R305, GT-511C3, etc.)

- Function: The fingerprint module captures and

Deployment and Integration:
- Install the Fingerprint Door Lock system on
the target door or access point.
- Ensure it is properly integrated with the

processes the user's fingerprint data. It consists of
an optical sensor to scan fingerprints, an
embedded microcontroller, and the necessary
firmware for fingerprint recognition.
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locking mechanism and any optional remote
access control interfaces.

User Training:

- Train end-users and administrators on how to

use the system and manage access.

Maintenance and Updates:

- Develop a maintenance plan, including
regular system updates and hardware
maintenance.

User Support:

- Provide user support and troubleshooting
assistance as needed.

Scaling and Enhancements

Consider opportunities for system enhancements
or scaling for larger installations, such as
multiple doors or networked access control
systems.

Compliance and Legal Considerations:

Arduino Uno:
Component: Arduino Uno microcontroller
board
Function: The Arduino Uno serves as the
central control unit for the system. It runs the
Arduino IDE program responsible for
interfacing with the fingerprint module,
managing fingerprint data, controlling the
solenoid lock, and providing user feedback
through an LCD or LEDs.

Solenoid Lock:

- Component: Solenoid lock or servo motor

- Function: The solenoid lock is a physical
locking mechanism that is controlled by the
Arduino. When access is granted, the
solenoid is activated, unlocking the door or
granting access to the secured area.

DOI: 10.9790/9622-13117682




Shubha B. Baravani, et. al. International Journal of Engineering Research and Applications

www.ijera.com

ISSN: 2248-9622, Vol. 13, Issue 11, November 2023, pp 76-82

e Power Supply:

- Component: Appropriate power source
(e.g., 5V DC adapter, battery, or a
combination)

- Function: The power supply provides
electrical power to the Arduino Uno
and the fingerprint module. The
system typically operates on low
voltage, usually 5V, and might include
battery  backup  for  continuous
operation.

e User Interface:

- Component: LCD display or LEDs

- Function:  The user interface
component provides feedback to the
user during the access process. For
example, it can display messages like
"Access Granted" or "Access
Denied" and provide instructions for
enrolling fingerprints.

e Arduino IDE (Integrated
Development Environment):
- Software: Arduino IDE running on a
computer
- Function: The Arduino IDE is used for
programming the Arduino Uno. It allows
you to write, upload, and debug the code
that controls the operation of the entire
system. You'll use libraries and write code
to interface with the fingerprint module,
manage access, and control the solenoid
lock.
V. Working of the System:
The working of the Fingerprint Door Lock system
using Arduino Uno involves a seamless blend of
hardware and software components to provide a
secure and user-friendly access control solution.
First, users enrol their fingerprints by placing their
fingers on the fingerprint sensor, which captures and
stores their unique fingerprint data. When a user
requests access, they place their finger on the sensor
again, and the Arduino Uno, functioning as the
central control unit, manages the process. The
captured fingerprint data is sent to the Arduino,
which then compares it with the stored templates. If
a match is found, the system grants access by
activating the solenoid lock or servo motor,
physically unlocking the door or allowing entry. The
optional user interface component, like an LCD or
LEDs, provides real-time feedback, while the power

supply ensures continuous operation. This system's
sophisticated operation combines the robustness of
fingerprint recognition with the versatility of the
Arduino IDE, creating a reliable and secure means of
access control for various applications, from
residential homes to high-security environments.
This Fingerprint Door Lock system offers an
advanced and secure access control solution using
biometric technology and Arduino Uno as the core
controller. The Arduino IDE allows for easy
customization and control of the system's
functionality and interactions with users. The
solenoid lock adds a physical layer of security to the
system, making it a robust and reliable access control
solution.

V1. Flowchart
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Fig 2: Flowchart for the system

This simplified flowchart represents the primary
steps in the system'’s operation:

The system is initialized.

A user places their finger on the sensor.

The system checks if a valid fingerprint is detected.
If not, access is denied.If it's a valid fingerprint, the
system checks if the fingerprint is enrolled. If not, it
prompts the user to enroll.
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If the administrator initiates the action
(enrollment or verification), the system
proceeds accordingly.

For user verification, the system verifies the
fingerprint against stored templates.

If the fingerprint matches, access is granted,
and the door unlocks. If not, access is denied.
This simplified flowchart provides an overview
of the main decision points and actions in the
system's operation. In practice, the system
would include additional steps and features,
such as data logging, time-based access
restrictions, and optional remote access control.
The flowchart can be expanded and customized
to reflect the specific requirements and features.

VII. Circuit Diagram

Fingerprint Sensor
R307

12vDC | .
Power
source

Fig 3: Circuit Diagram

The Fingerprint Door Lock system
operates on a 12V power supply, as the Arduino
Uno MCU board (BOARD1) requires 5V, and
the solenoid electric lock demands 12V. A single
12V power source efficiently serves the entire
system, simplifying the setup. BOARD1, based
on Arduino UNO R3 V1.0, functions as the core
of the circuit, boasting 14 digital input/output
pins, six analog inputs, and a USB connection for
programming via the Arduino IDE software. The
Fingerprint sensor module R305, connected to
CON2, features a UART interface that can be
directly linked to the MCU or a PC through a
max232/USB serial adaptor. Users can store
fingerprint data in the module and configure it in
either 1:1 or 1:N mode for identification
purposes.
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The project's primary goal is to seamlessly
integrate an Adafruit fingerprint sensor and a
relay module. The methodology commences with
initializing the requisite libraries, defining
variables, and assigning pins for connections.
During the setup phase, the program establishes
serial communication and verifies the connection
to the fingerprint sensor. It also retrieves the
number of stored fingerprints within the sensor
and patiently awaits the placement of a valid
finger on the sensor.

The loop function is the heart of the system,
persistently attempting fingerprint recognition
through the get Fingerprint ID ez() function.
Upon detecting a valid fingerprint, the relay is
activated, signifying a successful identification.
The system promptly displays an appropriate
message to indicate a successful match.
Conversely, when an invalid fingerprint is
detected, an error message is displayed. A
programmed delay is included to ensure that
there is adequate time for the user to remove their
finger. Subsequently, the relay is deactivated,
restoring security. The loop function perpetually
iterates this process with minor delays between
cycles.

The project methodology is focused on the
continuous monitoring of valid fingerprints and
the precise control of the relay, thereby providing
a fundamental yet efficient fingerprint
recognition and relay control system.
Deployment and Maintenance:

. Deploy the fingerprint door lock system in
the intended environment.

. Establish a maintenance plan to regularly
inspect and clean the fingerprint scanner/sensor.

. Monitor system performance and address
any technical issues or failures promptly.

. Stay updated with software and firmware

updates to ensure security and compatibility.
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I1. Conclusion

The Fingerprint Door Lock system using
Arduino Uno, Adafruit fingerprint sensor, and a
relay module offers a practical and secure access
control solution. This integration of biometric
technology with Arduino's computational power
simplifies the operation, making it efficient. The use
of a 12V power supply streamlines energy
requirements. The project successfully achieves its
objective of reliable access control, where
fingerprint recognition leads to access grants,
displayed with confirmation messages, while invalid
fingerprints prompt error messages. The system's
versatility allows for potential enhancements like
time-based restrictions or remote access control,
making it a promising foundation for evolving
security solutions. In an increasingly security-
conscious world, this project exemplifies the
potential of technology to meet modern access
control needs.

References

[1] N. Meenakshi, M. Monish, K. J. Dikshit and S.
Bharath, "Arduino Based Smart Fingerprint
Authentication System,” 2019 1st International
Conference on Innovations in Information and
Communication Technology (ICHICT),
Chennai, India, 2019, pp. 1-7, doi:
10.1109/ICIICT1.2019.8741459.

[2] K. Masykuroh, F. T. Syifa, G. R. Setiyanto, A.
D. Ramadhani, D. Kurnianto and N. Iryani,
"Prototype Smart Door Lock By Using
Wireless Network Based on Arduino Uno,"
2021 IEEE International Conference on
Communication, Networks and Satellite
(COMNETSAT), Purwokerto, Indonesia, 2021,
pp. 342-347, doi:
10.1109/COMNETSAT53002.2021.9530806.

[3] J. W. Simatupang and R. W. Tambunan, "Security
Door Lock Using Multi-Sensor System Based on
RFID, Fingerprint, and Keypad,” 2022
International Conference on Green Energy,
Computing  and Sustainable  Technology
(GECOST), Miri Sarawak, Malaysia, 2022, pp.

453-457,
10.1109/GECOST55694.2022.10010367.

[4] K. Elavarasi and V. Mohana, "Smart
Fingerprint ~ Authentication and  Alert
System Using 1oT," 2023 2nd International
Conference on Smart Technologies and
Systems for Next Generation Computing
(ICSTSN), Villupuram, India, 2023, pp. 1-
6, doi:
10.1109/1ICSTSN57873.2023.10151621.

[5] M. A. Kader, M. Y. Haider, M. R. Karim, M.
S. Islam and M. M. Uddin, "Design and
implementation of a digital calling bell with
door lock security system  using
fingerprint," 2016 International Conference
on Innovations in Science, Engineering and
Technology (ICISET), Dhaka, Bangladesh,
2016, pp. 1-5, doi:
10.1109/ICISET.2016.7856484.

[6] J. Baidya, T. Saha, R. Moyashir and R. Palit,
"Design and implementation of a
fingerprint based lock system for shared
access,” 2017 IEEE 7th Annual Computing
and  Communication  Workshop and
Conference (CCWC), Las Vegas, NV,
USA, 2017, pp. 1-6, doi:
10.1109/CCWC.2017.7868448.

[7] Swati and R. P. Gupta, "Implementation of
Biometric Security in a Smartphone based
Domotics," 2018 International Conference
on Advances in Computing,
Communication Control and Networking
(ICACCCN), Greater Noida, India, 2018,
pp. 80-85, doi:
10.1109/ICACCCN.2018.8748672.

[8] R. Shah, S. Punjabi, S. Kamath, Y. Dange
and Y. Bandi, "Biometric-based Smart
Security  System,” 2023 IEEE 8th
International Conference for Convergence
in Technology (I2CT), Lonavla, India,
2023, pp. 1-6, doi:
10.1109/12CT57861.2023.10126356.

[9] R. Bhatt, K. Thakkar, H. Kanzariya and S.
lyer, "3 Tier Bank Vault Security,” 2018
International Conference on Smart City and
Emerging Technology (ICSCET), Mumbai,
India, 2018, pp. 1-4, doi:
10.1109/ICSCET.2018.8537311.

WwWw.ijera.com DOI: 10.9790/9622-13117682




Shubha B. Baravani, et. al. International Journal of Engineering Research and Applications
www.ijera.com
ISSN: 2248-9622, Vol. 13, Issue 11, November 2023, pp 76-82

[10] Sarma, Malabika & Gogoi, Amlanjyoti &
Saikia, Rahul & Bora, Dibya & Bora,.
(2020). Fingerprint Based Door Access
System using Arduino.

WwWw.ijera.com DOI: 10.9790/9622-13117682




