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ABSTRACT

Sending encrypted message may be trigger hackers and crackers challenges to break and cover the original
message to tampering with message and distorting its true meaning. Cipher experts have developed various
techniques to overcome the weaknesses in traditional methods. To remedy such dangerous consequences for
breaking and revealing the true messages, some different steganography technique should be implemented.

The subnational goal of the Cryptography approach to provides an actual fashion to store sensitive information
and transmit this informationthrough insecure commination networks so that it cannot be read and understand by
any parties except the intended recipient.

In this work, we implement some conventional encryption techniques to hide the secured key and the cipher
message in two different approaches. Firstly, we hidethe secured encrypted key in a ciphertext message.
Secondly, we used a colored image and monocolor image to hide a secured encrypted key and encrypted
message using least significant bit (LSB) technique. In order to increase the communication security, we
implemented these two different fashions and then retrieve encrypted secret key and encrypted message.
Vigenére encryption technique had been used to encrypt the cipher message.
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l. INTRODUCTION

Caesar cipher is a monoalphabetic cipher. It is a type of substitution cipher in whicheach letter in the
plaintext is replaced by a letter.

Given that RC4 cipher is widely used inthe wireless communication and has some weaknesses in the
securityEven before the advent of the computer, the exchange information such official letters, military
information, it was well understood that some coding device was necessary to ensure secrecy information from
the enemy who might intercept messages. Caesar cipher is a monoalphabetic cipher. It is a type of substitution
cipher in whicheach letter in the plaintext is replaced by a letter.[1 - 4].

With the speedy progression of computer communication and a digital data exchange in electronically
way Information. Security policy is becoming much more important in data storage and transmission.

If you want to send a message to a specificperson or partner and you do not want it to be understood by
everyone elsemay intercept that message. The message may ordervia the Internet such as given your credit card
number. Obviously, you do not want any intruder to discover it. So, the companies' responsibilities that doe-
business on the Internet use very sophisticated coding systems to keep this information secret from intruders.
The increase in using the electronic communication leads to more security needs on the exchange of the critical
information. The field that concerns this problem is called cryptography (the science of writing secret codes), so,
now a day’s become more important to discourse this issue [3].

The encryption/decryption secured keys are central to cryptographic operations. A secured key is a
piece of variable data that is fed as input into a cryptographic algorithm to perform encryption/decryption
operation. In a well-designed cryptographic scheme, the security of the scheme depends only on the security of
the keys used. The real challenge facing the security of communications is to hide the key to prevent the
discovery of intruders on the Internet

Steganography may be define as the art and science of data hiding and makes data invisible by
scrambling and hiding (or embedding) them in another piece of data, known alternatively as the cover, the host,
or the carrier. There is a need to hide secret identification inside certain types of digital data. Storing, hiding, or
embedding secret information in all types of digital data is one of the tasks of the field of steganography. This

WwWWw.ijera.com DOI: 10.9790/9622-0709065863 58| Page




Dr. Taleb A. S. Obaid. Int. Journal of Engineering Research and Application www.ijera.com
ISSN : 2248-9622, Vol. 7, Issue 9, ( Part -6) September 2017, pp.58-63

information can be used to prove copyright ownership, to identify attempts to tamper with sensitive data, and to
embed annotations, for more details see[6 - 9]

Organizations should encrypt their data before transmission to guarantee that the data is safe during
transmission. Usually, the data is sent over the public network should be encrypted; using appointed
technique;and is decrypted by the intended recipient. Data encryption works by running the plain text through a
special encryption key. Both the sender and the receiver should know this key which may be used to encrypt and
decrypt the data as shown in figure (1).

Key
Plaintext Encryption Ciphertext Decryption Original Plaintext
Figure 1: an encrypting system with a key.
Vigenére Cypher

The Vigenére cipher encrypts its inputsby using the key and the plaintext as indices into a fixed lookup
table: the Vigenére square, each row in the square is derived from the row above by circularly shifting it one
place to the left. Recovery of the plaintext from the ciphertext requires the key.

To encrypt, replicate the letters in the key so the key and plaintext are the same lengths. Then, drive
each ciphertext letter by lookup in the Vigenére square: use the key letter as the row index and the plaintext
letter as the column index. If the key K and the plaintext P are n letters long, form the ciphertext result C by
indexing into the Vigenére square V, as follows:

C(n) = V(K(n), P(n))
Decryption simply reverses the process, using the key letter to determine the row index and the ciphertext letter
to determine the column index, which is the plaintext letter [10 - 13].
Example (1):
Implement Vigenere technique to encrypt the given plaintext:
'COLLEGE OF COMPUTER SCIENCE AND INFORMATION TECHNOLOGY, DEPARTMENT OF
COMPUTER INFORMATION SYSTEMS', and the key: 'COMPUTER SCIENCE". The result of Matlab code
is as in figure(2).

4\ MATLAE 7.6.0 (R2008a) o | B |-
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The plain text is:

COLLEGE OF COMPUTER SCIENCE AWD INFOBMATICON TECHNOLOGY, DEPARTMENT OF COMPUTER INFORMATION SYSTEMS
The key is:

COMPUTEE SCIENCE

The cipher text is:

EBX YZIIQWXBESZRYVSCOLVMVMUGHE FDEARCEEEJHFPHERELPEEC QDUDGCZXZIGEVN UTVSCOLVMVMERHECAULMEMEUFUFGQU
The cipher kevy is:

EBYDNLIHZJEQI EI

i |

|4 Start | OVR

Warkspace

Figure (2), Implementation of encryption/decryption in Vigenere technique.

Hiding a secured Key in a text

The proposal work used new structure fashion to hide a secure key within a cipher message. The secret
key may be embedded in the cipher message in the different fashions. These fashions may include; appending
the key in the tail of the cipher message, the front of cipher message, in the first half only of the cipher message,
in the second half, or in random locations... etc. In this work, the secret key is hidden in either character of
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cipher message. However, let cipher message array P[], secured key array K[], and a new array N[] which
represents an embedded key incipher message. The results of the processes are: N[1]=P[1], N[2]=K[1],
N[3]=P[2], N[4]=K[2],.. etc.

To implement the proposal technique, firstly extended the key length to be as a message length. As a result, the
size of the new array will be doubled off the original message size. This approach will enhance the security of
communication by hiding the key to decrepit the original message.

Example (2):

Hide a key ="COMPUTER SCIENCE ", in the message "COLLEGE OF COMPUTER SCIENCE AND
INFORMATION TECHNOLOGY, DEPARTMENT OF COMPUTER INFORMATION SYSTEMS".
Solution:

We provide a secured key that intendant to be hidden in the required message. In our work, we called the
Vigenére technique to encrypt the message. As mention previously we have to extend a secured given key and
embedded in the cipher message in either location. The result of hiding secured key in the cipher message
shown in the figure (3).

-
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The plaintext is :

COLLEGE OF COMPUTER SCIENCE AND INFOEMATION TECHNOLOGY, DEPARTMENT OF COMPUTER INFORMATICN SYSTEMS
The key is :

COMPUTER SCIENCE

Workspace

The cipherText is :
EBX YZIQNEBESZRYSGELGWAIDEWEIROEMMHECAULMEMEVHMGUPSKQUJOXXTROKOMRFESEED ATMEVOREVIATO VW BTEBISWO
3 The ExpandEey is :
COMPUTER SCIENCE COMPUTER SCIENCE COMPUTER SCIENCE COMPUTER SCIENCE COMPUTER SCIENCE COMPUTER 3CI

[l Merge expandkey in cipherText to get full nev array is :
ECBOXM PYUZTIEQEN XSECKISEZNECYES GCECLMGPWUATIEDRE WSECIIRECNECMEM HCBOCMAPUULTMEEERM ESVCMIGEUNF
C3EE QCUQIMOPXUXTTERRQ ESOCMIREFNECSEE BCQO MAPIUMTEEVRED RSECVIJEANTCQE VCWO MEPTUKETEEIRS W3OC

Extract the cipherText and decrypted it :
COLLEGE OF COMPUTER SCIENCE AND INFOERMATICON TECHNOLOGY DEPARTMENT OF COMPUTER INFORMATION SYSTEMS
s

|4 start OVR
Figure 3: Hide a secured key in the cipher message

Steganography

In general the researchers use image steganography, is the science of hiding data inside cover images
for security. Imageshave a lot of visual redundancy in the sense that our eyes do not usually care about
subtlechanges in color in an image region. One can use this redundancy to hide text, audioor even image data
inside cover images without making significant changes to the visualperception. Image steganography is
becoming popular on the internet these days since astenographic image, which just looks like any other image,
attracts a lot less attentionthan an encrypted text and a secure channel. The goal of steganography is to transmit a
message through some innocuous carrier such as(text, image,audio, and video) over a public communication
channel where the existence of the message is buried.Steganography may define as the hiding of a secret
message within an ordinary message and the extraction of it at its destination, [13], [14].

Least Significant Bit (LSB)
Least Significant Bit (LSB) steganography is a simple algorithm where higherbits of the color channels
of hidden text/image (secretmessage) are stored in lower few bits of the color channelsin the cover image. Image
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files can hide secretmessage without their size being affected too much. It’s called steganography, and it allows
you to hide a secretmessage in images without anyone from knowing.In this method, the least significant bits of
some or all of the bytes of an image may bechanged with bits of the originalmessage. The LSB embedding
technique has become the basis of several techniques that hide a secretmessage withinrequired media (text,
images, video, and audio) carrier data. LSBembedding can also be implemented to a variety of data formats and
types. However, LSB embedding is one of the mostimportant steganography techniques in use today. To
reflectthe message it needs to be hidden, LSB replacement steganography flips the last bit of each of the data
values. Consideran 8-bit grayscale bitmap image where each pixel is stored as a byte. And it also represented in
a gray scale value, [15].In our proposal, we used the two lowest bits of the covered image, i.e. the 8-bit and 7-
bit, to hide the message and the secret key, respectively. Using the two lowest bits of an image required the size
of both the message and a secret key are identical.

Example 3:
Hide the message: "COLLEGE OF COMPUTER SCIENCE AND INFORMATION TECHNOLOGY,
DEPARTMENT OF COMPUTER INFORMATION SYSTEMS" and the secret key: 'COMPUTER SCIENCE!,
first in colored cover image figure (4, a), the obtained image is as shown in figure (4,b). And then hiding the
same text message and key in mono color image figure (5, a), and the new modified mono color image is as in
figure (5, b). The extracted text message and text of the used secret key are shown in figures (4), (5), and (6).

[ B Figure 1 | = ) ]
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Figure (4): (a) The original cover color image, (b) the modified cover color image.
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Figure (5): (a) The original mono cover image, (b) themodified mono color image.
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Figure (6): Extracted original text of the secret message and encrypting key.

I1. CONCLUSION

The central to cryptographic operations are cryptographic keys. A key is a piece of variable data that is
fed as input into a cryptographic algorithm to perform encryption/decryption operation. In a well-designed
cryptographic scheme, the security of the scheme depends only on the security of the keys used.

The proposed approach in this work uses thesecuredkey is embedded firstly in the text message and
secondly in a covered image.The main intention of the project is to develop asteganography application that
provides good security. The proposed approach provides good security andcan protect the message from attacks
through sending unsecured channels. The covered imageresolution doesn't significantly changeand may be
negligible whenwe embed the message and the key into the covered image. So, it is notpossible to damage the
data by unauthorized personnel.We had used the Least Significant Bit algorithm in this work for developing the
application which is fasterand reliable and the compression ratio is moderatecompared to other algorithms.
Thefuture work on this project is to improve thecompression ratio. Although the Least SignificantBit Algorithm
is easy and well secure, we can improve its performance to acertain extent by varying the carriers as well as
usingdifferent keys at random bits for encryption and decryption.
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