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Abstract 
Due to technological advances in sensor technologies, wireless sensor networks are widely used for location 

monitoring. In such systems monitoring personal locations is done through Internet server. As the server is 

untrusted, it may cause threats pertaining to privacy of individuals being monitored. This is the potential risk to 

be addressed. This paper presents two algorithms to address this problem. These algorithms achieve two 

purposes. The first one is that they can improve quality of monitoring locations while the second one is for 

location anonymization so as to preserving personal location privacy. The first algorithm is resource-aware 

which is aimed at reducing computational and communicational cost while the quality-aware algorithm is aimed 

at improving the quality of monitoring locations. Both are having a feature that preserves personal location 

privacy. The system is evaluated with simulation experiments using NS2.The empirical results revealed that the 

proposed system can provide high quality monitoring besides preserving personal location privacy. 

Index Terms – WSN, privacy preservation, location monitoring 

 

I. INTRODUCTION 
The technological innovation in sensor 

technologies paved way for wireless sensor networks 

to be used many application for both civilian and 

military purposes. Location monitoring and 

surveillance are also part of these applications. The 

location monitoring systems are implemented by using 

two kinds of sensor. They are counting sensor and 

identity sensor. The identity sensor are meant for 

pinpointing exact location of persons in given location 

while the count sensors are meant for reporting the 

number of persons present in the given location. 

Identity sensors examples are in [1] and [2] while 

counting sensors examples are described in [3],[4] and 

[5]. 

Monitoring personal locations required a 

server being used for location query processing. The 

server is essentially an Internet server and therefore it 

is untrusted.such server may cause potential risk to the 

privacy of individuals being monitored. This is 

because hackers might be able to get sensitive 

personal information through compromised server[2] 

[6] [7] [8] .     The identity sensors especially provide 

exact location of  individuals being monitored which 

causes privacy breaches when hacked from server. 

The counting sensors also provide information related 

to count of people being monitored. It also breaches 

privacy when hacked by adversaries .In papers [8] and 

[9] solution is provided for such problems by 

introducing the concept of aggregating location 

information and removing identities from such 

information [8] and [9]. 

This paper proposes a system for location 

monitoring that ensures anonymity with respect to  

 

privacy of individuals being monitored and also 

improves quality of sensing or location monitoring. K-

anonymity concept is used in the proposed system in 

order to avoid distinguishing an individual among a 

group of people monitored though such information is 

hacked. For both identity and counting sensors, the 

same solution is adopted and k-anonymity concept is 

used. Aggregation of location details is capable of 

removing actual individuals’ sensitive data. With the 

help of this the proposed system is capable of 

providing high quality in location monitoring and also 

efficiency in working and preserving personal location 

privacy. The proposed system is capable of avoiding 

privacy leakage with efficient algorithms and high 

quality location services. The adversaries can’t get 

actual sensitive information even when they are able 

to hack server due to the location aggregation and k-

anonymity concept used in the proposed system.  

The system is capable of knowing aggregate 

information pertaining to location of individuals being 

monitored; it can also provide such services though a 

query system. For instance our query system can 

provide number of individuals being monitored by 

sensors. Spatial histogram concept is used to achieve 

this. The proposed system uses two novel algorithms 

known as quality – aware algorithm and resource – 

aware algorithm. The first algorithm is meant for 

improving quality of location monitoring services with 

in terms of accuracy. The second algorithm is meant 

for improving the efficiency in usage of computational 

power communications. However, both are aware of 

preserving personal location privacy. The system is 

evaluated using simulations made using NS2. The 

simulation results reveal that our system is able to 
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preserve privacy of individuals being monitored by 

sensors of WSN. At the same time it has improved the 

quality of monitoring services dramatically.  

 

II. RELATED WORK 
In [10] and [11], the privacy enforcement by 

using privacy policies is described. It is a straight 

format approach which makes use of location 

information collected by sensors [10], [11] and 

perform something anonymization of stored data 

before providing it to any one through queries [12]. 

These approaches have some drawback that is they 

fail to prevent internal thefts of data and disclosure of 

it illegally. Location anonymization is the recent 

phenomenon which ensures that location information 

is secured and thus privacy of personal location is 

preserved. Such techniques are used to avoid security 

breaches in location monitoring services and systems. 

However, these techniques are making use of one of 

the following three concepts. The first one is known as 

false locations which indicate that sensors might send 

many locations out of which there may be only one 

correct location [13]. The second one is spatial 

cloaking which converts user’s locations into a 

clocked spatial area that ensure to satisfy security 

requirements as discussed in [14], [15], [16], [17], 

[18], [19], [20], [21], [22], [23]. The third one is space 

transformation which is meant for converting location 

based results of queries into another space by using 

some encoding in spatial information [24]. Out of 

these concepts, our problem can only be solved using 

the spatial clocking technique. The rationale behind 

this is that the other two are not suitable to our 

problem as the first one provides false location 

information while the third one is transforming the 

space which has trade-offs between quality services 

and privacy preserving. The spatial clocking is the 

technique is capable of providing aggregate location 

information to the underlying server. It also achieves 

balance between the privacy requirements and also 

quality of services. Its main privacy requirements 

include k-anonymity [12], [22].  

In case of architecture of the system, there 

are three classifications. Systems based on spatial 

cloaking techniques [14], [15], [17], [20], [21], [22], 

[23], systems based on the distributed techniques [18], 

[19], and systems based on peer-to-peer [16] 

approaches. Out of them the problem with the 

centralized approach is the fact that it can’t prevent 

internal attacks. The distributed systems are different 

from the wireless sensor networks and therefore the 

distributed approaches are not suitable for the present 

paper. Peer to peer can be applied but previous 

research showed that it is not good approach it can 

hide only one identity. Therefore for WSN spatial 

cloaking techniques spares well and practically 

suitable. Cricket [2] is the only existing system in 

terms of privacy preserving and location monitoring 

services. However it provides such services in 

decentralized systems. In this system users are capable 

of letting whether their location information can be 

disclosed or not. When compared to our system, it is 

in contrast as our system is aimed at providing 

aggregate location information of all people monitored 

by sensors. The work that has close resemblance with 

our work is the algorithm described in [6] which 

partitions space of the system into some units. The 

system rounds the count of people for security 

reasons. This approach is not suitable for 

environments such as shopping mall, outdoor 

environments etc. The proposed system in this paper 

has differences from this as no hierarchical structure is 

used and utilization of anonymity is our system.  

 

III. SYSTEM MODEL 
The outline of architecture of proposed 

system is as shown in fig. 1. A WSN is considered 

with many sensor nodes covering certain area. The 

sensor nodes are integrated with a server which can 

save the data sent by sensors permanently. There are 

moving objects that come into the purview of each 

sensor. The job of sensors is to send location 

information of the objects that they detect. This 

information is stored in server. The server gives k-

anonymity privacy requirement to sensor network and 

the sensors provide aggregate locations information to 

the server in turn. Thus the server stores aggregate 

location information which is built in such a way that 

it can’t disclose individual’s personal location privacy. 

 
Fig. 1: Block diagram of proposed system 

architecture 

 

When user requests server for location 

information by raising a query, the server takes it 

gives information to user. This is the proposed system 

architecture. In order to make this system to achieve 

location anonymity and high quality in location 

services, two algorithms are proposed. They are 

known as resource-aware algorithm and quality – 

aware algorithm.  

 

IV. LOCATION ANONYMIZATION 

ALGORITHMS 
The proposed location anonymization 

algorithms are meant for achieving three purposes. 

The first purpose is that they can enhance the quality 

of location services.The second purpose is to 

minimize the computational resources and 
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communication overhead. The third purpose of them 

is to ensure anonymity of personal location privacy. 

 

Resource – Aware Algorithm 

This algorithm is meant for improving 

resource consumption. It minimizes the computational 

cost and communication cost while preserving the 

personal location privacy. The algorithm out line is 

given in fig. 2. 

1: function RESOUCEAWARE (Integer k, Sensor 

m, List R) 

2. Peer List ← {φ} 

// Step 1: The broadcast step 

3. Send a message with m’s identity m. I.D, sensing 

area m. Area, and object 

Count m, Count to m’s neighbor peers 

4. If receive a message from Peer p, i.e.,(p.ID, 

p.Area, p.Count) then 

5. Add the message to Peer List 

6. if m has found the adequate number of objects 

then 

7.  Send a notification message to m’s neighbors 

8. end if 

9. if some m’s neighbor has not found an adequate 

number of objects then 

10.  forward the message to m’s neighbor 

11. end if 

12. end if 

//setup 2: the cloaked area step 

13. S ← {m} 

14 Compute a score for each peer in Peer List. 

15. Repeatedly select the peer with the highest score 

from Peer List to S until the total number of objects 

in S at least k 

16. Area ← a minimum bounding rectangle of the 

sensor nodes in S 

17. N ← the total number of objects in S 

// Step 3: The validation step 

18. if No containment relationship with Area and R ε 

R then 

19. Send(Area, N) to the peers within Area and the 

server 

20 . else if m’s sensing area is contained by some R ε 

R then 

21. Randomly select a R’ ε R such that R’. Area 

contains m’s sensing area. 

22. Send R’ to the peers within R’. Area and the 

server 

23. else 

24. Send Area with a cloaked N to the peers within 

Area and the Server. 

25. end if. 

Fig. 2: Outline of resource – aware algorithm 

 

The resource aware algorithm has three 

major steps. The first step is known as the broadcast 

step. In order to minimize the communication and 

computational cost, this step is aimed at informing all 

sensor nodes to know required number of objects to be 

considered in a cloaked area. In the first steps a sensor 

node sends its ID, sensing area and other details as 

given in the algorithm to all other sensor nodes. If a 

sensor receive a message it adds that node in the peer 

list and sends a message to its neighbors if the node 

has adequate number of objects. The step2 is cloaked 

area step in which each sensor node blurs its sensing 

area into an area known as cloaked area with k objects 

and k-anonymity is achieved. In order to reduce 

computational cost, this step also uses a greedy 

approach. The third step is known as validation step in 

which it avoids reporting aggregate relationships. 

Therefore adversaries can’t get any information which 

breaches privacy.  

 

Quality – Aware Algorithm 

This algorithm is meant for improving 

quality of location services. Besides this, it also takes 

care of location anonymity. The outline of this 

algorithm is given in fig. 3.  

Algorithm 2 Quality aware location anonymization 

1. function QUALITYAWARE (Integer k, sensor 

m, Set init_solution,List R) 

2. current_min_cloaked_area ←init_solution 

// Step 1: The search space step 

3. Determine a search space S based on init_solution 

4. Collect the information of the peers located in S 

//Step 2: The minimal cloaked area step 

5. Add each peer located in S to C[1] as an item 

6. Add m to each itemset in C[1] as the first item  

7. for i=1; i≤4;i++ do 

8. for each itemset X= {a1,.........,aδ+1 } in C[i] do 

9. if Area (MBR(X)) < Area 

(current_min_cloaked_area) then 

10. if N(MBR(X))≥ k then 

11. current_min_cloaked_area ←{X} 

12. Remove X from C[i] 

13. end if  

14. else 

15. Remove X from C[i] 

16. end if 

17. end for 

18. if i<4 then 

19. for each itemset pair X = {x1,....xδ+1}, Y = 

{y1,........,yδ+1} in C[i] 

do 

20. if x1 = y1,.....,xδ = yδ and xδ+1 ≠ yδ+1 then 

21. Add an itemset {x1,.....,xδ+1,yδ+1} to C[i+1] 

22. end if 

23. end for  

24. end if 

25. end for 

26. Area ←a minimum bounding rectangle of 

current_min_cloaked_area 

27. N ←the total number of objects in 

current_min_cloaked_area 

// Step 3: The validation step 

28. Lines 18 to 25 in Algorithm 1 

Fig. 3: Quality – aware algorithm 

 

As can be seen in fig. 3, this algorithm has 

three steps. The first step is known as the search space 

step. The second step is named the minimal cloaked 
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area step while the third step is known as the 

validation step. The first step is meant for finding the 

search space. This is required to reduce 

communication and computational cost. The step 2 

takes a collection of peers that live in the search space 

“S”. They are taken as input and computation takes 

place to find minimum cloaked area for the given 

sensor. Although search space is pruned for efficiency, 

all combinations are to be searched. To overcome this 

problem, two optimization techniques are introduced. 

The first optimization technique is to verify only four 

nodes almost instead of all combinations. The other  

technique has two properties namely monotonicity 

property and lattice structure. Lattice set is generated 

to improve search operations while  monotonicity is 

used to reduce the number of objects in the MBR. 

Afterwards, a progressive refinement is performed for 

finding minimal cloaked area.  

 

V. SPATIAL HISTOGRAM 
In this paper, we also develop a spatial 

histogram which is meant for estimating the 

distribution of monitored objects. It runs in the server 

machine and it functionality is based on the aggregate 

locations. It is implemented as a two – dimensional 

array. The algorithm used to build spatial histogram 

and maintaining it is outlined in fig. 4.  

Algorithm 3 Spatial histogram maintenance 

1. Function 

HISTOGRAMMAINTENANCE(Aggr

egateLocationSet R) 

2. for each aggregate location R ε R do 

3. if there is an existing partition P = 

{R1,…..,R|P|} such that R.Area ε 

Rk.Area = ε for every Rk ε P then 

4. add R to P 

5. else 

6. create a new partition for R 

7. end if 

8. end for 

9. for each partition P do 

10. for each aggregate location Rk ε P do 

11. Rk.Nε  εG(i,j) εRk.Area H(i,j) 

for every cell G(i,j) ε Rk.Area, H[i,j]ε  Rk.N 

                                                       No. of cells within 

Rk.Area 

12. end for 

13. P.Area ε  R1.Area U…..U R|P|.Area 

14. For every cell G(i,j) ! ε P.Area, 

                        H[i,j] = H[i,j] + εRk εP Rk.N-Rk.N 

                   No. of cells outside P. 

Area 

15. end for 

Fig:4 Spatial histogram maintenance algorithm 

 

As can be seen in fig. 4, the algorithm 

outlines the histogram creation and maintenance 

algorithm that is meant for estimating the distribution 

of monitored objects.  

VI. IMPLEMENTATION 
The proposed architectural model and 

algorithms have been implemented in NS2 that runs in 

Linux OS. The NS2 implementation of simulation is 

shown in figures 5, 6, and 7.  

As can be seen in fig. 5, the simulation shows 

sensor nodes, people or objects in movement, user and 

server. It only shows the movement of sensor nodes 

and also objects in motion.  

 

Fig. 6: shows sensor nodes 3, 5 and 7 capturing 

data and sending to server 

As can be viewed in the simulation shown in 

fig. 6, the nodes 3, 5, and 7 are capturing data 

pertaining to moving objects or people. In the 

simulation nodes are having their sensing areas 

marked besides having the user and server represented 

in the simulation.  

 

Fig. 7 shows the further simulation of the WSN 

As can be viewed in fig. 7, the simulation 

shows further communication between sensor nodes 

and the server. The resource-aware and quality-aware 

algorithms are in place. The system is able to 

demonstrate the proposed architectural model.  

 

VII. Experimental Results 
The experiments made with the simulations 

using quality – aware and resource – aware algorithms 

revealed that they are capable of minimizing 

computational cost and communication cost. At the 

same time they are able to preserving personal 

location privacy.  

 
Fig. 8: Resource – aware algorithm 

 

As can be seen in fig. 8, the resource aware 

algorithm performance is presented. As it is evident in 

the graph, the more query region size ratio, the less is 

query answer error. It ensures less computational cost 

and communication cost.  
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Fig. 9: Quality – aware algorithm 

 

As can be seen in fig. 9, the quality aware 

algorithm performance is presented. As it is evident in 

the graph, the more query region size ratio, the less is 

query answer error. It ensures that the quality of the 

results is improved. 

 

VIII. CONCLUSIONS 
The system presented in this paper is 

pertaining to WSN and its privacy preserving of the 

objects being monitored by sensors. To achieve this 

two algorithms are implemented. They are known as 

resource – aware privacy preserving algorithm and 

quality – aware privacy preserving algorithm. The first 

algorithm ensures that fewer resources are consumed 

and minimizes the cost of communication and 

computation. The second algorithm is meant for 

improving quality of location services. However, both 

the algorithms are having the feature of privacy 

preserving.  K-anonymity concept is used to have 

aggregate location information which forms a clocked 

area. This kind of information is without sensitive 

personal identity in the available location related 

information. Thus the adversaries can’t get sensitive 

information even if they hack the information from 

server. The empirical results revealed that the 

proposed algorithms are working as expected and they 

can be used in the real world WSN applications.  
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