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Abstract 
Steganography and cryptography are 

used to send the data in a confidential way. 

Steganography  hides the existing message and 

cryptography will confuse the message. The 

transformation of plain text to cipher text is 

called as encryption. The transformation of 

cipher text to plain text is called decryption. 

Encryption and decryption are controlled by 

keys. Hashing, symmetric and asymmetric 

algorithms are cryptographic techniques. There 

is a difficulty to find the hidden messages. For 

this purpose various transformations like DCT, 

FFT, FFT, and 2DDCT are used. A system is 

proposed in this paper to develop a new 

technique along with a newly enhanced security 

model in which cryptography and Steganography 

are used. In cryptography DES algorithm is used 

to encrypt a message and part of the message is 

hidden in 2DDCT of an image and the rest of the 

message will generate two secrete keys for the 

generation if high security. 

 

Keywords: Steganography, Cryptography, Data 

hiding, 2DDCT, DES algorithm 

 

I. INTRODUCTION 
Information security is called cryptography 

[3]. Some techniques included in cryptography are 

the merging of words with images, microdots and 

the different ways of hiding the data in storage. 

Cryptography mainly concern with the conversion 

plain text into cipher text. This process is called 

encryption. The reverse of this process is called 

decryption. The four objectives in modern 
cryptography are:(i)Confidentiality(unauthorized 

person will not be able to understand the 

data)(ii)Integrity(The data can’t be altered in the 

storage between sender and 

receiver)(iii)Authentication(confirmation from the 

sender and receiver side) (iv)Non- repudiation(at the 

later stage the sender will not be able to refuse the 

data which is about for transmission). 

Steganography, this hides information by 

embedding the messages within other. Replacement 

of useless bits or used data is the work performed by 

it. If the encryption is not allowed Steganography is 
used or otherwise encryption is supplemented by 

Steganography. This encrypted file may also hide 

information’s. The hidden messages will not be seen 

if the encrypted file is deciphered. Data hiding: The  

 

other part of the program is protected on changing 

the decision of a design from the extensive 

modification. For better confidentiality security we 

use both cryptography and Steganography in this 

paper to develop one system. DES algorithm is a 

secured technique for cryptography and 

Steganography methods. Our idea is based on 
combining these techniques the intruder may find 

the original data, to get a highly secured system for 

data hiding. In data hiding the following are 

performed. 

The part of a message which is encrypted will be 

hidden instead of hiding message which is highly 

encrypted. 

The encrypted message which are unhidden will be 

converted into two secrete keys. 

To get the original text along with keys for 

Steganography and cryptography, two extra keys 
and the reverse process of the key generation should 

be known. So the aim of the project is to develop 

system which is more secured and even if the 

messages from stegno images are retrieved from 

somebody [1], it becomes meaningless for any 

existing cryptographic techniques. 

 

II. BASIC CONCEPTS AND RELATED 

WORK 
For security there are many aspects. One of 

the aspects for confidential communication is that of 

cryptography. The specific security requirements [8] 

for cryptography are confidentiality, authentication 

and integrity, on-repudiation. 

The following describes the four types of 

algorithms: 

(a)Public key cryptography (PKC): uses one 

public key for encryption and uses other private key 

for decryption. 
(b)Key distribution centre single key (KDC): A 

single key is shared with the key distribution centre. 

Key management and authentication is performed 

by KDC for communication key distribution is 

essential. 

(c)Shared secrete key: Both source and destination 

share the secrete key. It is also called as challenge 

response protocol. 

(d)Hash function: To encrypt data irreversibly a 

mathematical transformation is used. The other 

technique for communication is Steganography [7]. 
It transfers the messages by which it can’t be 

detected. The information can be hidden in audio, 
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video, text, images, or code [11] which is digitally 

representative. 

 

A. DES algorithm for cryptography 

DES algorithm is a cipher block, which 

encrypt data in 64 bit block. It is a symmetric 

algorithm which uses same algorithm [13] and key 
for encryption and decryption. This algorithm 

encrypts and decrypts the blocks of data containing 

64 bits under 64 bit key controls. 

 Advantages of using DES algorithm 

(i)The security of this algorithm resides in the key 

(ii)More secured as the length of the key is 

increased. 

 

B. 2DDCT algorithm for Steganography 

This  2 dimensional discrete cosine 

transformations is  a signal from spatial 

representation into frequency representation. Than 
higher frequencies, lower frequencies are more 

obvious on transforming an image [5] into 

frequency components. By throwing away higher 

frequency coefficients without sacrificing too much 

image quality [15] , reduce the amount of needed 

data to describe the image.Over simplified Jpeg 

compressor 

 Image is cut into 8x8 pixel of chunks 

 Through an 8x8 2DDCT run each chunk 

 Resulting coefficients are quantified 

 Quantified coefficients are compressed using a 
losels’ methods 

Formulae for 2DDCT: 

Ru=1/√2 if u=0  

1 else  

Rv  = 1/√2  if v=0 

 1 else 

else 

Fvu = 

1/4 Rv Ru 
  Syx cos(vπ 

2y+1/2N)cos(vπ 2x+1/2N) 
Inverse Discrete Cosine Transform: 

Image can be rebuild in the spatial domain from 

frequencies 

IDCT formulae: 

Ru=1/√2 if u=0 

else 

               Rv  = 1/√2 if v=0 

                       1 else 

Fyx=1/4 RvRu Fvucos(vπ 

2y+1/2N)cos(vπ 2x+1/2N) 

Until the coefficient quantizing is started no image 

is lost.DCT is perfectly reversible. 

 

III. PROPOSED SYSTEM 
The two different techniques are combined 

which is based on idea of distortion of message and 

hiding the existence of distorted message for getting 
back the original information and retrieve the data 

which is distorted [2] and regain the actual text by 

reverse distortion process. Here the system is 

designed with three modules. 

(i)Crypto module for cryptography 

(ii)Stegno module for Steganography [10] and 

(iii)Security module for more security 

 

A. Hiding the text 

 Crypto module: 

For the encryption of data the following steps are 

considered in crypto module [14]. 

 For encryption the text is inserted 

 DES algorithm is applied using 64bit key 

 Hexadecimal form cipher text is generates 

 

 

                    

 

Figure1: Crypto module 

 

 Security Module: 

To our newly developed system an extra 

security feature is provided by this intermediate 

module. Cipher text is modified by this module to 

generate two extra keys [6]. It regenerates the 

original cipher text on its reverse process. The 

process of this module before hiding the process 

follows: 

 The alphabets and digits are separated from 

cipher text 

 The digits and the track of the original position 
of the alphabets are kept in the form of a secrete 

key (keyC) 

 In first step, the first seven characters are 

separated, the remaining alphabets are added to 

the end of the separated digits as in the first step 

by which the second key (keyD) is guaranteed. 

 

 

 

 

 

 
                                                                          

                                                                                                                  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure2: security module 
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 Stegno Module: 

The above guaranteed cipher text are hidden by the 

following steps: 

 From the above discussed security module the 

seven alphabets are taken 

 The alphabets are scrambled using 128 bit key 

 2DDCT of the image is found 
 By altering 2DDCT the cipher text is hidden 

 Inverse 2DDCT is applied 

 Stegno image is found 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

Figure3: Stegno module 

 

B. Retrieving text 

 Stegno Module(reversing process): 

To retrieve the cipher text the following steps are 

considered in stegno module: 

 2DDCT  of the original image is taken 

 2DDCT of the stegno image is taken 

 Difference of 2DDCT coefficient is taken 

 From LSB of 2DDCT bits are retrieved from 

the hidden seven alphabets 
 The distorted seven alphabets are constructed 

 Using keyB unscramble the distort seven 

alphabets 

 Original seven  alphabets are retrieved 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

Figure4: stegno module (reverse process) 

 

 Security Module(reversing process): 
  

For retrieving the cipher text the following steps are 
considered in the security module: 

 

The seven characters are clubbed with the alphabets 

of keyD 

 

The cipher text is reconstructed using keyC and 

keyD from digits and alphabets. 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

Figure5: security module (reversing processing) 

 

 Crypto Module(Reversing Process): 

For retrieving the original text the following steps 

are Considered in crypto module: 

Retrieved cipher text is taken from the above 

Reverse DES algorithm by using keyA 

Original message is obtained. 
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Figure6: crypto module (reversing process) 

 

IV. IMPLEMENTATION DETAILS 
By VC6.0 platform using VC++ this project is 

developed. The three modules taken part are  

a) Crypt module 
b) Security module 

c) Stegno module 

 

A. Algorithm for the proposed system: 

In DES algorithm we are getting the cipher text as 

hexadecimal form [9].  

 

Data is encrypted in units which are smaller than the 

defined block size. 

 

Using cipher feedback mode, DES is converted into 
stream cipher. With the same key more than one 

message is encrypted and different initialization 

vector is used. 

 

 Cipher feedback mode (CFB) is same as the block 

cipher. Here encryption is not parallelizable only 

decryption is parallelizable [12] and it has random 

access property. It is self recovery with respect to 

synchronization errors. 

 

A. Hiding text: 
 

Cipher text is generated in hexadecimal form by 

DES algorithm in the form of alphabets like . 

With the help of a intermediate the alphabets and 

digits are separated and the original position of the 

alphabets and digits are kept tracked in the form of 

first key(keyA). 

 

 The first seven characters of the alphabets are taken 

and hidden in the image 

The rest of the alphabets are taken and combined 

with digits. This form the second key 
 

Then the seven characters are hidden in the image 

mentioned in image 2.2 

 

B. Retrieving text 

From the image the seven characters are retrieved 

 

From keyB with the help of seperator2 the alphabets 

and digits are separated 

From keyB the rest of the alphabets are added back 

to seven characters which are retrieved from the 

image 

 

With the help of the keyA the digits and elements 

are reorganized to get back the original cipher data 

in the form of hexadecimal 
 

The original message from the cipher text is 

regenerated with the help of DES algorithm. 

 

C. Advantage of the proposed system: 

The proposed system is highly secured because 

 

Let’s the combination of two secured techniques 

a) DES for cryptography 

b) 2DDCT for Steganography 

 NNumber of keys: 

Four keys are used in this system 
a) For scrambling the cipher text one 56 bit private 

key 

b) For DES algorithm one 64 bit private key   

c) For retrieving the original data two extra private 

generated key 

The system is highly secured by using these two 

extra generated keys. 

 

V. CONCLUSION 
The summary of this project is mentioned in the 

following points: 

 AThe new system with the combination of 

cryptography and Steganography using 4 keys is 

introduced. 

 TThe method used for encryption using DES 

algorithm is very secure and it is the main advantage 

of this system. The 2DDCT transformation 

Steganography is very difficult to detect. 
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