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ABSTRACT
This paper proposes three approaches to
content-based
watermarking
for
image
authentication based on Independent Component
Analysis (ICA). In this scheme, ICA is applied to
blocks of the cover image and the resulting mixing
matrix is used as the content-based feature. This is
embedded in the mid-frequency DCT coefficient
of the block in the first method. The watermark is
embedded in the 3rd level DWT’s HL3 in the
second method. In the third method, DCT is
computed for the third level DWT’s LH3 and the
watermark is embedded in the mid-frequency
DCT coefficient of the block.
Index Terms –Content Based Watermarking,
Discrete Cosine Transform, Discrete Wavelet
Transform, Fast-ICA, Frobenius Norm.

1. INTRODUCTION
A digital watermark is a technique to hide the
information in a multimedia content, in such a way
that it is imperceptible to a human observer which is
identified by a computer. By this, the watermark is
inseparable from the content.
This technique was initially used to measure the
authenticity in paper and currency. In earlier days
encryption is used for data protection. During data
transmission, Encryption protects the content.
Though, the datum is not protected after receipt and
decryption. Watermarking stabilizes encryption.

Digital Watermarking has the two phases namely
Watermark embedding, and Watermark extraction.
Digital watermarks can be a pseudo random
sequence or a logo of a company or an image.
Watermark embedding is done in the watermark
carriers such as Discrete Cosine Transform (DCT) or
Discrete Wavelet Transform (DWT), etc of the
original data resulting in watermarked data. The
watermarked data may be compressed to reduce its

size, corrupted by noise during its transmission
through a noisy channel. It may be subjected to other
normal image processing operations such as filtering,
histogram modification etc.
Digital watermark technology has been developed
quickly during the recent few years and widely
applied to protect the copyright of digital image. A
digital watermark is the information that is
imperceptibly and robustly embedded in the cover
data such that it cannot be removed. The
watermarking procedure is to add a watermark signal
to the cover data to be watermarked such that the
watermark signal is unobtrusive and secure in the
signal mixture.
A blind content-based watermarking scheme for
authentication using ICA and DCT for grayscale
images is proposed in [1]. Based on this paper, we
propose color image watermarking. Watermarks are
embedded in the mid-frequency DCT coefficients. DCT
is a widely used technique for watermarking [2].
In [3] ICA is applied to the blocks of the cover
image and the watermark image. The least-energy
independent component of the cover image is
replaced by the high-energy independent components
of the watermark image. For watermark extraction
the demixing matrices of both images are required.
In [4] treat the cover image, the key image, and
the watermark image as the independent sources.
Embedding is done by weighted addition of the key
and the watermark to the cover image. For watermark
extraction, additional two mixtures are acquired by
adding the key and the watermark using different
weights. ICA is then applied to these mixtures to
separate the cover image, the key, and the watermark.
The cover image and the key is required for
watermark extraction.
ICA is used for detection of the watermark which
is embedded in low frequency DCT coefficients [5].
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Original DCT coefficients are required for watermark
detection.
Redundant DWT (RDWT) is used in [6]. Contentbased watermarking for image authentication has
been worked by many authors. Paper [7] discusses a
content-based watermarking scheme that uses local
features of the image such as edges and zero
crossings. Their scheme uses a look-up table to
embed the watermark and the same table is required
at the receiver end to extract the watermark. The
scheme [8] embeds a Gaussian sequence watermark
into low-frequency band of the wavelet transform. In
their technique, watermark is embedded into visually
insensitive pixels in quad-trees. A content based
digital signature scheme has been presented in [9].
Choices of image features vary with techniques
and directly influence the robustness of the scheme.
Some techniques generate a random binary sequence
to embed the watermark based on the features of the
images [11]. In [12] a localization based method has
been presented to verify the integrity of the received
image. In these techniques the cover image is divided
into several disjoint blocks and watermark is
embedded in each of these blocks. To verify the
authenticity of the received image, block wise
authentication has been done.
In [11] image authentication has been done using
content-based watermarks. But these schemes do not
embed the watermark in the image content; instead
embed them in the image header. These techniques
distort the cover image before watermark embedding.
In [13] the flippablility of a pixel is determined by
connectivity preserving transition criterion.
The two vector watermarking schemes that are
based on the use of complex and quaternion Fourier
transforms to embed watermarks into the frequency
domain that is consistent with our human visual
system is proposed in [14].

2. CONTENT BASED WATERMARKING
In content-based watermarking scheme that uses
local features of the image such as edges and zero
crossings. Content-based watermark is generated
based on salient features of the image either in spatial
domains like edges, texture, and fractal dimensions
etc. or in a transform domain such as singular values,
Eigen values, etc. Choices of image features vary
with techniques and directly influence the robustness
of the scheme.
This paper aims in proposing efficient technique
to provide authentication for color image. This is
achieved by using Fast-ICA for generating
watermark values. Techniques such as DCT, DWT,

Combined DCT and DWT, are used for watermark
values embedding and the same methods are used to
extract the watermark values form the watermarked
image.
In the scheme proposed here, the watermark
generation procedure using ICA is applied to blocks
of the cover image and the resulting mixing matrix
represents the features of the image blocks. Frobenius
norm of the mixing matrix is adapted as the contentbased feature.
The Frobenius norm (FN) represents the feature of
the cover image. The spatial domain and frequencydomain watermarking techniques are used to embed
the watermark values in various coefficients of the
blocks. This authentication technique is robust
against minor image processing operations.

3. INDEPENDENT COMPONENT
ANALYSIS (ICA)
A very popular method for statistical models for
task learning data representations is independent
component analysis (ICA), the concept of which was
initially proposed by Cormon.
The ICA algorithm was initially proposed to solve
the blind source separation (BSS) problem i.e., given
only mixtures of a set of underlying sources, the task
is to separate the mixed signals and retrieve the
original sources. Neither the mixing process nor the
distribution of sources is known in the process.
3.1 Fast- ICA Algorithm
One of the most popular solutions for linear ICA/
feature extraction problem is Fast ICA used to its
simplicity and fast convergence. The basic algorithm
involves the Preprocessing and a fixed-point iteration
scheme for one unit.
3.2 Fixed-Point Iteration for One Unit
The fast ICA algorithm for one unit estimates one
row of the demixing matrix W as a vector wT, which
is an extreme of contrast function. Fast ICA is an
iterative fixed point algorithm, derived from a
general objective or a contrast function.
Assume x is the whitened data vector and wT is
one of the rows of the rotation/ separating matrix W.
Estimation of w proceeds iteratively with the
following steps, until a convergence, as stated below,
is achieved.
1) Choose an initial random vector w of unit norm.
2) w ← E {zg (wT z)} − Eg ‘(Tw)
where g1(y) = y3 (derivative of kurtosis),
g2 (y) = tanh (ay), 1 ≤ a ≤ 2
and g’(y) are the corresponding derivatives.
3) w ← w / || w || where ||w|| is the norm of w.
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4) If wold − wnew ≤ε is not satisfied, then go back to
step 2,
where ε is a convergence parameter and wold is
the value of w before its replacement by the newly
calculated value wnew.

4. PROPOSED METHOD
To achieve authentication for color images
the proposed scheme make use of the following the
three phases
i.
Watermark generation
ii.
Watermark embedding
iii.
Watermark
extraction
and
authentication
4.1 Watermark Generation Using Fast-ICA
The following procedure is used to generate the
watermark values for all the watermark techniques.
1. Segment the watermark image I of size n x n into
blocks of size m x m resulting in K blocks.
2. Perform ICA of each block treating each row of
the block as a vector.
3. Extract the mixing matrix A.
4. Compute the Frobenius norm of the mixing
matrix; this is the content-based watermark w of
the block.
5. Repeat steps 2 – 4 for computing the watermark
for all the blocks. This set forms the watermark,
W= {w1, w2,…, wk}
4.2 Watermark Embedding
4.2.1 Discrete Cosine Transform (DCT)
1. Compute DCT of each block of cover image.
2. Select the mid-frequency coefficient at the
chosen location (p, q) in each block.
3. Replace the chosen coefficient with the
watermark:
DCT (p, q) =sign (DCT (p, q))* (α*w)
where α- embedding strength
4. Perform inverse DCT.
5. Repeat steps 1– 4 for all the blocks. The resultant
is the watermarked image I*.
4.2.2 Discrete Wavelet Transform (DWT)
1. Apply DWT (Haar wavelet) to decompose the
cover image into four non-overlapping multiresolution sub-bands:LL1, HL1, LH1 , HH1.
Similarly apply two times to get the 3 rd level subbands: LL3, HL3, LH3, HH3.
2. To replace mid component with scaled
watermark wit same sign
HL3 = (sign (HL3))* α *w (k)

3.
4.

1.

2.
3.

4.
5.

where α- embedding strength
Perform inverse DWT.
Repeat steps 1 & 2 for all the blocks. The
resultant is the watermarked image I*.

4.2.3 Combined DCT and DWT
Apply DWT (Haar wavelet) to decompose the cover
image into four non-overlapping multi-resolution subbands:LL1, HL1, LH1, HH1. Similarly apply two times
to get the 3rd level sub-bands: LL3, HL3, LH3, HH3.
Compute DCT of sub band LH3.
To replace mid component with scaled watermark wit
same sign
DCT (p, q) = (sign (DCT (p, q)))* α *w (k)
where α- embedding strength
Perform inverse DCT and DWT.
Repeat steps 1– 2 for all the blocks. The resultant is
the watermarked image I*.
4.3 Watermark Extraction and Authentication
4.3.1 Discrete Cosine Transform (DCT)
1. Perform steps 1–5 of the watermark generation
procedure on the received image and obtain the
computed watermark.
2. Compute DCT of each block.
3. Extract the embedded watermark from the
chosen DCT coefficient:
W’=|DCT (p, q)|/α
where α- embedding strength
4. This set forms the extracted watermark.
W’= {w’1 ,w’2 ,...,w’k }
5. Calculate the block wise percentage difference
(∆) between the watermark values w* and w’:
∆= (|Wi*-Wi|*100*0.2)/ max{Wi*}
4.3.2 Discrete Wavelet Transform (DWT)
1. Perform steps 1–5 of the watermark generation
procedure on the received image and obtain the
computed watermark.
2. Compute DWT of cover image.
3. Extract the embedded watermark from the
chosen DWT sub band
W’=|HL3|/α
where α- embedding strength
4. This set forms the extracted watermark.
W’= {w’1 ,w’2 ,...,w’k }
5. Calculate the block wise percentage difference
(∆) between the watermark values w* and w’:
∆= (|Wi*-Wi|*100*0.2)/ max{Wi*}
4.3.3 Combined DCT and DWT
1. Perform steps 1–5 of the watermark generation
procedure on the received image and obtain the
computed watermark.
2. Compute DWT of cover image.
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3.
4.

Compute DCT of Sub band HL3.
Extract the embedded watermark from the
chosen DWT sub band
W’=|DCT (p, q)|/α
where α- embedding strength
5. This set forms the extracted watermark.
W’= {w’1 ,w’2 ,...,w’k }
6. Calculate the block wise percentage difference
(∆) between the watermark values w* and w’:
∆= (|Wi*-Wi|*100*0.2)/ max{Wi*}
4.4 Choice of Parameters
4.4.1 Block Size
Choosing a block size is based on the
processing time and relevant features. Blocks of
small size leads to poor performance in watermarking
process and larger blocks demand high computational
time. Hence a trade off among these two is required
to choose the block size. After experimentation, a
block size of 16 x 16 was chosen as it resulted in
better PSNR value, computational time and better
feature representation.
4.4.2 Embedding Location
To embed the watermark in a suitable
location the proposed technique uses one of the mid
frequency coefficient, because low-frequency
components
degrade
the
cover
image.
Similarly high-frequency components are
not advisable as they may be lost during
compression. Therefore the watermark is embedded
in mid-frequency components to ensure robustness.
The mid-frequency coefficient to embed the
watermark is chosen as the mid-diagonal coefficient
i.e., the location (block size/2, block size/2).
4.4.3 Embedding Strength (α)
For choosing a suitable value for the
embedding strength (α), statistics of the DCT
coefficient values at that mid-diagonal location of all
the blocks are obtained, specifically the standard
deviation αx .Similarly the standard deviation αw is
obtained for the watermark. The value of embedding
factor α is determined such that the watermark values
are suitably scaled to have the same range of
variation as that of the DCT coefficients.
α =αx/ αw

resulted in false negatives; while higher than 15%
thresholds made the technique to be fragile.

5. RESULTS AND SNAPSHOTS
The original color images are shown in the Figure 1.

Fig.1 The Original Color Images
Figure 2 (a-c) shows the watermarked images
obtained by embedding the watermark values with
the images using DCT, DWT, Combined
DCT&DWT techniques.

(a)
(b)
(c)
Fig.2 Color Images after Watermarking using FastICA.
Figure 3 (a-c) shows the watermarked color
images after applying JPEG Compression obtained
by embedding the watermark values with the images
using DCT, DWT, Combined DCT&DWT
techniques.

(a)

(b)

(c)

Fig.3 Effect of watermarked Images after JPEG
Compression Attack.
Figure 4 (a-c) shows the watermarked color
images after applying white noise obtained by
embedding the watermark values(Frobenius norm)
with the images using DCT(a), DWT(b), Combined
DCT&DWT(c) techniques.

In this after experimentation the value of α
is assumed as 0.14.
4.4.4 Threshold
Threshold for the percentage difference ∆
between the watermarks have been experimentally
determined as 15%. Thresholds less than 15%

(a)
(b)
(c)
Fig.4 Effect of watermarked Images after White
Noise Attack.
5.1 Extraction Efficiency
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The efficiency of the scheme in correctly
extracting the watermark is given by the percentage
difference among the computed and extracted
Frobenius norm of the mixing matrix of the received
image blocks. Table.1 gives the highest percentage
difference ∆ for some various watermarking
techniques for the test images. The values are small,
range from 1.2127 to 6.3657, over all the test images
for various watermarking techniques using ICA. This
shows that the scheme extracts the embedded
watermark accurately.

S.
N
O

IMAGE
NAME

HIGHEST
PERCENTAGE
DIFFERENCE
DCT
DWT Combi
ned
DCT
and
DWT

1

LENA

2.563

2.475

2.475

2

SAILBOAT

5.715

3.822

6.365

TABLE.1
RESULTS AFTER WATERMARK EXTRACTION
WITHOUT ATTACKS

3

PEPPER

3.772

2.517

2.517

4

BABOON

3.467

4.869

4.315

5

JETPLANE

2.707

2.7072

6

HOUSE

1.212

3.320

3.320

7

GRILS

3.428

5.216

3.596

5.2 Quality of the Watermarked Image
The proposed content-based watermarking
scheme has been carried out on a set of images of
three categories. The metrics PSNR, Pearson
Correlation Coefficient (PCC), Normalized Cross
Correlation (NCC), and Image Fidelity (IF) are
calculated between the cover image and the
watermarked image for various watermarking
techniques. It can be observed that there is no
perceptually noticeable difference in the images due
to watermarking.
In Table.2 the quality metrics of the
watermarked images using Frobenius norm as the
feature of different methods are compared.

AVERAGE

3.197 3.561 3.614
MINIMUM
1.212 2.475 2.475
MAXIMUM 5.715 5.216 6.365
From the Figure 5 DCT method produces
better results than other two techniques.

TABLE 2.
QUALITY METRICS AFTER WATERMARKING

PARAMETER

LENA

SAIL
BOAT

PEPPE
R

BABO
ON

JETPL
ANE

HOUS
E

GIRLS

AVER
AGE

MINI
MUM

MAXI
MUM

PCC
IF
NCC

1.000
1.000
1.000

1.000
0.999
1.000

1.000
1.000
1.000

1.000
0.999
0.999

1.000
1.000
1.000

1.000
0.999
1.000

1.000
1.000
1.000

1.000
0.999
0.999

1.000
0.999
0.999

1.000
1.000
1.000

PSNR

78.335

79.114

79.376

76.776

79.147

80.563

79.147

78.929

76.776

80.563

PCC
IF
NCC
PSNR
PCC
IF
NCC
PSNR

1.000
1.000
1.000
78.335
1.000
1.000
0.999
78.646

1.000
0.999
1.000
79.111
1.000
1.000
0.999
79.089

1.000
1.000
1.000
79.372
0.999
1.000
0.999
79.401

1.000
0.999
0.999
76.776
1.000
0.999
0.999
76.702

1.000
1.000
1.000
79.149
1.000
1.000
0.999
78.375

1.000
0.999
1.000
80.563
1.000
1.000
0.999
80.587

1.000
1.000
1.000
79.149
1.000
1.000
1.000
79.712

1.000
0.999
0.999
78.922
0.999
0.999
0.999
78.930

1.000
0.999
0.999
76.77
0.999
0.999
0.999
76.703

1.000
1.000
1.000
80.563
1.000
1.000
1.000
80.587

DCT

DWT

COMBINE
D
DCT&DW
T

EMBEDDING
METHODS

IMAGE NAME
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ATTA
CKS

PARAMET
ERS

JPEG
Compr
ession

Compressio
n Ratio

HIGHEST
PERCENTAGE
DIFFERENCE
DCT
DWT
Combin
ed DCT
&DWT

Maxim
um

100

High
Mediu
m
Low
Noise
Unifor
m
Gaussi
an

80
60

8.974
12.721

15.600
14.492

15.321
14.324

40

11.471

15.600

15.453

Percent=5

14.724

17.526

19.540

Mean=1
Variance=0.
01

15.344

18.405

17.600

Standard
Deviation =
10
-

11.892

18.682

17.453

15.486

16.783

16.231

7.467

7.674

7.654

11.836
7.467

15.596
7.674

7.654

15.486

18.682

19.540

Filter
Low
pass
Sharpe
ning
Gamm
a
Correc
tion
AVER
AGE
MINI
MUM
MAXI
MUM

8.441

15.600

15.543
TABLE.3
RESULTS AFTER INCIDENTAL
DISTORTIONS ON COLOR IMAGES
In this proposed watermarking technique the
watermarked image is subjected to two types of
distortions noise and filter. The noise added to the
watermarked image is Gaussian noise and uniform
noise. Also filtering such as contrast stretching has
been applied on the watermarked image.
From Fig. 6, DCT technique shows the good
performance of robustness after attacks comparing to
other two techniques for the test images.

15.457
Fig. 6 Robustness of Fast-ICA after attacks

6. CONCLUSION

Fig. 5 PSNR of Various Images under various
Transform domains.
5.3 Robustness
Processing

Robustness of the proposed scheme against
normal signal processing operations such as jpeg
compression, noise and filtering has been
experimentally evaluated on all the test images.
For all the attacks, the values of highest
percentage difference ∆ using ICA, ranges from
7.4670 to 19.5402 for various watermarking
techniques as given in Table 3.

against

Incidental

Image

In this paper various content based
watermarking techniques are carried out. Here the
content of images is Frobenius norm which is
obtained using Fast-ICA method. No information
about the cover image is required for watermark
extraction. For watermark embedding, three
techniques such as DCT, DWT, Combined DCT and
DWT are used. The same methods are used to extract
the watermark values successfully and the results are
compared. The proposed methods correctly
authenticate the images even under normal image
processing operations. The comparison of three
transformed techniques shows that DCT based
watermarking application provides better result.
In addition to this various attacks
are applied on the watermarked images. Robustness
of the proposed scheme against normal signal
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processing operations such as jpeg compression,
noise and filtering has been experimentally evaluated
on all the test images.
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